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4.4 V=750 - EEF 4.4.1 )L—T1R450 - BEOFEE
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4.41 JV—T1&%0 - ERRODERTE
TNT« Y ROERNT, -7 - BROREETV. REBEERRLET,
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TOY 1Y ROERRLET,
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40— ULARE Okl Em EE

BheAi— #TH—F e =l IL—TEIB
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EE
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I N - = = N
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Gitliole Down Forwarding Enabled Block Enabled 60
GitiorT Down Forwarding Enabled Block Enabled 60
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o [ryhIIV]-IW—TRERIC, R—bZETVrY
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4.5 VUVIPIUT—
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7?L/35§To
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FUFRILIIL—TER
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Note: £F LA L—T (2842 GR— hETHR— MLET

T hUBE1

A S =7 = S
Port-channel1 Static Gi1/0/20-1/0/24 .. Fra)LEIR EESE

(I kel | e L |

440 YT PIOUT—vay

BNDEIYavVTIE. UTOINSA—SIEHRETCETET,
NSA—5 =

VAT LEBRE FHRETDVATLBLEENEXANLUEYS, &HHEE 1~
65535 T9, 774V NTIE CDMElIL 32768 T, Y X
TLABKEEICL > T IR— b F+RIVICBSHITIRERR — I~
BLUVRIY R 7POVE—RICRBIR—MNRELET, B
MNEWEE, BEENELLRDET, BUBLKEERFD
h—EN 2 DULEHDBEE. h— FBSCL > TELEEAR

EDET,
O—-RNSYR FRATH0- RNSYRPILITUILERBRLET, BRYT
PILTURL BElE [ V=R MAC] [ F+4 A7« %—¥3 Y MAC]
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AF14R—2avIP [V-ATF1 AT 1x—v3a Y IP].
[V=ZRLAR=b] [F1RTeR—=YarvL4R—F]
BLU[V=AF 1 AT 1 x—2aY L4K—+ ] TS, 7
7AIWETE, COFTYIVE[V-AT AT 1 R—Y 3
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[F+RILII—TER ]| 7Y av TR UTONSA—9EBETEET,

NSA—5 =
BIATR— b - & TiK— bk | AT 3 K— FEBRULES,
FI—7'1D F o RVIIW—TBESEANLES, BEE 1~ 32 T, ¥

BR— DO TF+RIVIIV-T(CBINTDE. BENIC
R— b F+RIVAMERENE T, 1 2D VI T T —INBN
TEDF P RIVTIL—T1F 1 DRI T,
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R— bFraLT1 ) —ER
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Gitlor24 None None None None None
Note:
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FRBINET, [FT 2V | ATV a3 vEBRULES.

77+ MEEERL T,
DD, =TT 7IVaVERRLET, BRI BER B ] B
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Tunneling) YRV VIRIVFF+ AP RLR%, 1B8E
L7700k JILICEN. HDWHMEELLZ'ON LA SH
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TENEJ,

e [MAC]-EBEULKET A AT 4 X—Ya VP RURZRDOT
ORLINT Y b BELEZRLRICh YRV VTS
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e [2]-F|EBHDP RLRICINTONTY A YRY
VIENFT,
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%, RELLPZRLVRCAYRVUVYITENDT 1 AT 1 R—

YavPRRUREBRLUE T, BRI DMER [01-00-0C-CC-
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ALET, 2O MACPRLRICIE OO JILTFH

FRFFERAINTVD P FLRRIEBEETEE A,
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RLET,
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EEER

N5 X—5 B
BltAR— b - TH—b AT R—FEBRUET,
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4.6 L2703 YRV

NS A= BE=
kL0 FYRILVZORILOATY 3 v ERRUEYS, BRI BE
(& [GVRP]. [STP]. [ZO K~V MAC], 8LV [R]T
ED
7’0k )L MAC [ YOIV ELT[ 7OV MAC] # 73

VEBRTBE, UFOFTYavnBMcRDES, 70
b LMAC 0Ty a v EBRLET, BIRT 18R
[01-00-0C-CC-CC-CC] & [01-00-0C-CC-CC-CD] T
BfE ZDNSA—FE [F1T ]| T1—ILRT
[VvybhSoY | Eild [BE]| 4Ty 3 VERRT 2 EF
RO R0 £, BEEANLET, BEE 1 ~ 4096 T
R
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£,
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4 L2 ke
A7 12 IFF+ANEE 4.7.1 IGMP AX—EVD 4.7.1.1 IGMP RX—E VI HBE

4.7 L2 NILFF v X Sl

4.7.1 IGMP AX—EV7T

4.71.1 IGMP AX—EVTHE
DU 1Y RI%ZBEWNT, IGMP (Internet Group Management Protocol) X
X—EVIDHREETL, REBERRLUET,

[L2 #4451 > [L2 TILF++ AN ] > [IGMP AX—EY7 | > [IGMP A% —
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S0—1OLsEE
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[BA|RIVvETUYILT, BEERMLET,

[VLAN fREEEEE | 0¥ a VTl LITFONS A—9EBETEET,
NS%—5 BE
VID EHT2D VLAN ID ZAALEY, #HEIE 1~ 4094 T,
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4.7 R VIWFF+ AN 4.7.1 IGMP AX—EV7T 4.7.1.1IGMP AX—EVTERE

[IGMP ZAX—EYTF =TI | €723V Tl UTFONSXA—I%EBETEE
R

NSA—=5 1=
VID AT 2 VLAN ID ZANNLE T, &AL 1~ 4094 T,

[BFR|RIvZET Uy I LT, BEUVBRRFHICEDOVWTT—TILAGI Y+
UEREL, RRLET,
[28R|R9vZ2T0UvIULT, FIRTERIY N UZINTRRL, RRULE
ER

[FESRB | RIVETUYILT, ZOIVNYICEY B RERRLE
ER

[RE|RIVZETIVYILT, IVEUDHREERELF T,
BREOR—INEEITDHRERE. X—IBSZAAL, [Go] RgvETUYTL
TRENDR—IICBELET,

[#HBBR | RIVETUvILT, UTDOY Y RUERRLETD,
P A C HIVLAN/
IGMPRAR—F > AVLANITS A —4
vID 1
REE 7
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STUTRRE 1
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4.7 R VIWFF+ AN 4.7.1 IGMP AX—EV7T 4.7.1.1IGMP AX—EVTERE

A VLAN

IGMP AR —E 24 VLANSE
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STUTRRE
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T7ARU=T IGMP A X —EV T ERREREEZ B X FEHICLE T,
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JgJITUN=Y3ay
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EEBRZEANDLET, &l 1~25TT,

JO0FILR—FT1 0

70+ UiR— bEBEEED X FEDCLET,

V—AFPRLA IO+ UiR—T 1V ITDY—RIPPRLREADUET,
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4.7.1.2 IGMP AX—EV T TJI—TE/E

4.71.2 IGMP AX—EVDITJIL—TEEE
ZOY 1Y ROERVT, IGMP AX—EY T T I—T DREETL, REBER
RUET,
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B 4-47 IGMP AX—EV DT IL—T/E
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X —HERECETET,

NSA=5 =
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ED

[IGMP ARX—EV T T —TF=T I | €723V TR UTD/IN5A—9 %

ETEXT,
NSA—=5 HE
VID Y% VLAN ID ZBRELVANLEY, EEIE 1~
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TIW—=TPRLZA SYFRIVEIIYIU, IPRILFFvRANTIL—TFR
L2AEAALEY,
EE2 L IGMP Z')b— 7' D lERERRLE T,
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D1 YRIZAWT, IGMP AX—EYT 7 1 LY DFEZTL, REMBEZR
mLET,
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[BA]RIYZEIVYILT, BELLBRICEDVWTHLLWIY MY ZEMNL

EC

[BIER | RO vETUYI LT, BELLBRICEDSVWTIVMYZHIBRLE T,

134



4 L2 Hae
4.7.1.3 IGMP AX—EVT 7T 1 LIEE

[POEADIN—TEE | €7vav TR UTONSA—9EBETEET,

NSAX—5

=

BtER— b - 8T HR—b

FERYTDR—bZBRLET,

roJvay

[BIl] ZBIRL T, ADLEBRICEDVWTHLLWIVHY
ZEBMLFT,

[ EIFR ] Z2IRL T, ADURBRICEDVTIY MY ZHIBR
LEd,

ACL &fl

BEIPFPICRAYRNDERIZANLET, TD/INSA—F
ZAVWT, I-YCZTIL—7 (*, Q) NOBMZEHIALE T,
FPOBAVIARIVRIUDY—=KXFPRUVADT 1 —IURIC
fanyl ZB8EL. TH1 AT RX—YavYPRUVADT1—Ib
RIC TGl &BELE T, &R 32 XFETTI, HDL)
(. [BRUTLES W, | RIVETYYTILT, COHRE
ICEEAT XM Y FTHRESNTLWIRIED P I EXAVUX
ZREL, BRUX T,

VID

fEAT 2 VLAN ID ZANNLE T, &EEIE 1~ 4094 T,

[BA]RIVETUYILT, BEERBRLET,

[IGMP ZAX—EY T 71 ILFF—T I ] €T 23V Tl UFOINSA—I%H

ETEXT,

NSA=5

BE

RN — b - #T7THR—b

FERITDR—hZBRLE T,

[BF|RIvZET Uy I LT, BEUVBRRFHICEDOVWTT—TILAGI Y+

UZERZRL, ZTRLET,

[2BR]MNIVZTVUYIULT, FIRATEGRIY MUZINTREL, RRLK

ER

[BESIR | RIVEIUYILT, TOIYMYCHET 3RMERERRLE

ED

BROR—INBETIHSE. X—IBSEANL, [Go] RIVETUYIL
TREON—IICBHLET,
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4 L2 t%ae
4.7.1.3I1GMP AX—EVT T 1 LIERE

HEBRB | RIVEIUYILT, UFOY 1Y ROERRLET,

IGMPRA—E > IFH 71 ST —T I

—

Ixhui
i—b: Giton
(W wmwar  awam
Mot Configured Not Configured
(] [ N D [ =

& 4-49 IGMP AX—EVT 71 VIRE FHBR)

BEOR—INEEITDHERE. X—IBSZAAL. [Go] hgvETIUYIL
TRENDR—IICBELET,
[RZR9v%ETUYIULT, BIDT 1V FOICRDET,




4 L2 Hge
4.7.1.4 IGMP AX—EV IV IF++ ANI—I1ER

4.7.1.4 |IGMP AX—EVINIFF++ANIL—TEEHR

CODT1YRIEHEWT, IGMP AX—EVIVNILFF+ AMNIV—FDEREETT
L, REEBEEXRRUET,

[L2 #8E 1 > [L2 QILFF+ A NI ] > [IGMP AX—EY2 1> [IGMP AX—
EVIRILFFP ANL—IER] 2Ty ILT. UFOD 1V ROERRLE
ER

B R e ———
IGMPAR—E I INF+v A MIL—FH— M SE
VID (1-4094) e PO | I ) s — ETH—
[ | [Port | [@i0n v [iton v a8 [ B |
IGMPR A —E I FNF+7 A ML—FHi—bF—T Il
vioaoenfi = || === |

I husssti

= =]
1 Gi1/0/10 (Static)
[ 1] [ o=

4-50 IGMP AX—EV I NI FF+ R M-I 1ER

[IGMP AX—EVTRIFF+ AR I—FR—r/E | ETVavTR. UTD
NSAXA—FZRETEET,

INSX—5 ]
VID T3 VLAN ID ZAALE T, &EEIE 1~ 4094 T,
dv7«49Lb—vay R—bOAV T4 L—vavEBRLUET, BRI ZEIZU
TOEEDTY,

o [R—=F]-BELIINR—bERIT 1 v INIFF+ b
W= R—KCLET,

o [BLER—bF]-BELER—bZEVILFF+IMIL—F
R—hCUEEA.

FgaR—b -8 THR—-b  |ERITDIR—bEZBRRUET,

[BA]|RIvZETUyILT, BELBRICESVLWTHLLWIY MU ZEENL
9,
[BIER | RO vETUY DI LT, BELLBRICEDSLWTIVMYZHIBRLE T,
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4 L2 t4ee
4.7.1.4 IGMP AX—EV IV IF++ ANI—I1ER

[IGMP 2X—EVIRILFF+ AN —FR—rF—T I | BT Y3V TR, MU
FTONSA—FEBETEET,

NS A—5 BE
VID 93 VLAN ID ZANDULET, &EIE 1 ~ 4094 T,

[BR]|RIVETUY ILT, BELRREHCEINTF—TILROIY
UERRL, RRLET,

[£88 ] RIVEIU vy ILT, ARFTERTY MUETNTREL, RRLE
7,
EBYOX—INEETDHEE. X—IBESEANL, [Go] RIVETUwIL
TREDN—ICBIHLET,
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4 L2 H¥EE
4.7.1.5 IGMP AX —EV JiftstEE

4.7.1.5 IGMP AX—EVT#HEETE
ZOY 1Y ROERWVT, IGMP AX—E Y IHistERTELVOTUPUET,
[L2 #5E | > [L2 TILF++ AN ] > [IGMP AX—EY7 | > [IGMP A X —
EVTMERE]| 2TV yILT UTOD 1+ Y ROERRLET,

P2 3 RSLIE

IGMPA 3 — b > HEH RE

et VID (1-4094) REprR— b TR
[an | [ | [Gitron v] [Gi1/0n v U7

IGMPR—E I8t 7—T I

BESAT VID (1-4084) Bt — b BTHR—k
[VLAN v | [Giton v] [Giton v] | #% |[ =mm |
I hUsgEt

s [ e | s | ws | w& | s |

Uty | Ak [ e | Ao oo e | wior | e | Ak [ sav Aot i |

1 0 0 0 0 (] 0 0 0 o (1] (] 0 0 0
(n] [ BN T sl

4-51 IGMP AX—E VT HfisHEE

[IGMP AR — VO HEEE | £7Y 3 VTl UTFONSX—95RETES

EP
NS x—5 e
st (V9T I—2EBRLET, BRIZMEE[2].
[VLAN]. 8&U[HK—k ] TH,
VID fEFAT 5 VLAN ID ZAHNUET, &HE(L 1~ 4094 TI,

COATY 3V, [#iEH] ROv TSI UZ T [VLAN]
EBIRL B S CRRTETT.

BIAR— b - 18THR—b | BAT3K— P EBRLET,

IOATYa VI, [HE] ROYTIIVURRT

[ =k ] #B/RUSAICRRTETT.

[FUP ] RIVETUYILT, BEUVERHICESV THREMBERE I UPLE
ED
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4 L2 t4ee
4.7.1.5 IGMP AX —EV JiftstEE

[IGMP AX—EVI#HET—TI | BT 3a VTR UTONS A —SZHET
SESCH

NSx—5 BE

BRI 1T 1V T I—ADIATEBRLET, BRI BER
[VLAN] 8&T [ K—b | T,

VID 5T VLAN ID EAALE T, &EE 1 ~ 4094 TF

COATYaVE, [REIAT | ROYTIIVUIRT
[VLAN] %8R U154 CRIBTETT,
BaR— b - T R—~  |@ERTER—FEBRLET,

COATYa Vi, [RREIAT | ROYTIIVUIRT
[ R—b | BBRU-SACHRTETT.,

[BR]NIVZETVUYILT, BEVABRRFHICEDVWTT—TJILROIY
UZERERL, ZTRLET,
[2BR])NI9VZTVUYIULT, FIATEGRIY MUZINTREL, RRLUK
ED
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4 L2 Hge
4.7.2 MLD AX—EV7T 4.7.2.1 MLD AX—EVTHEE

4.7.2 MLD AX—E>T

4.7.21 MLD AX—EVIEE

ZDT 1Y RIZAWT, MLD (Multicast Listener Discovery) AX—E>7D
NDREZTL, REBERRLUET,

[L2 #8551 > [L2 RIUF+F+ R NI | > [MLD RX—E Y7 > [MLD AX—F
VOBRE|EIUvILT, UFOY 1Y ROERRLET,
I e ——

HO0—JULBE

H0—) UL Y @ = &R
VLANREESRRE

VID (1-4094) [ Jo=m eEn =B
MLDAR—E>FF—F b

VID (1-4094) ] [ #E | =e=m |

T huista

L w | v | _w | |

1 default Disabled =HEE B8
1M [ 1| [ e

B 4-52 MLD AX—EVTHE

[JO—NVEE ] 27y 3V Tl UTFONSA—IERETEET,

NSA—-5 1=
2 0—-/NIViREE MLD XX—EY T 07 O—NIVRRREEZ L FEMICL F
EB

[BAE|RIVEIUyILT, BEERBRLET,

[VLAN REESSE | €723 VTR UTONSA—9&BETEET,

NSA—5 1=

VID fEFHT3 VIAN ID ZAALE T, &EIF 1~ 4094 TY,

[ | R9vET Uy ILT, BELERICEIVWTHLLWIY M UEBNL
9,
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4 L2 t4ee
4.7.2 MLD AX—EV7T 4.7.2.1 MLD AX—EVTHEE

[MLD ZX—EVIF—T ] €723V Tlh, UFONSA—9EBETES
EB

NSA—=5 1=
VID AT 2 VLAN ID ZANNLE T, &AL 1~ 4094 T,

[BT|RIVETU Y ILT, EBELERRELECEINTF—TILROTY
UEBRRL, RRLET,
[£88R]RIVEIU vy ILT, ARFTERTY UETNTREL, RRLE
P

[B@E2R | R9VET Uy I LT, TOTYRUCHYT @BEERRLE
7,

[ | RIVETUYILT, IV UDBEERELET,
EROX—INBETDHEE. X—IBESEASL, [Go] KIVETUwIL
TREDN—ICEBHLET,

[FMSR | RIVETUYILT, UTFOY 1Y RUERRLET,

vILD /VLAN
MLDAR—E 2 IVLANIISA—F

vID 1

AR 3

IFAu—F EW (RA =)

JOFS LT 24 B VAP RLA ()

LTYUFHHEE 3

FTUI -3 v2

LTURER 125 #

BAUSERS 108

OJ (R RS 2

SRUAFT-OTUBERE 138

FEFIR 0

{EE

4-53 MLD AX—EVTHRE GHESR)

[ | RIVEIUY ILT, BEERELET,
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4 L2 H¥EE
4.7.2 MLD AX—EV7T 4.7.2.1 MLD AX—EVTHEE

[FE R VERR [EE | RIVETU vy ILT, UTOY v RERRL

EC

LD —F>
MLDA A —F >4 VLANZEE

VID (1-4094)
AR

IR
TOESLA—F 124
LTUTREE

FTUI -3

STURRE (1-31744)
BAUSEERT (1-25)

O/ MRAZEH (1-7)
BIEURF— LT URSRE (1-25)
IR (1-1000)

VLANZRE

—
B2 © B
B © B
s e® V-RFRLAR[
B © B

E—

CR—

e

P e

[ esmsy

4-54 MLD AX—EVTHRE (R&E. B
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4 L2 t4ee
4.7.2 MLD AX—EV7T 4.7.2.1 MLD AX—EVTHEE

[IGMP AX—EYJ VLAN BE | £7 Y3V Tl UFDNSX—IEBZET

SESCE

NSA—=5

=

T7ANU=T

MLD XRX—EV I EREREREE BN X FEHICLET,
BHCUISHE, YATLATMLD FBEX v E—Y%%RETD
& REBCAYNERBRSEET,

JOFIUR—-FT1 T

7O+ UiRk— bEBEZEED X FEHCLET,

Y—ZPRLZR TOFYUK—F 1 VIDY—X P 7 RLREAALET,
ZOATVaVE, [TOFILIK—F VT | T[EM] E
B/IRT B EBMCRDET,

JITUPIREE DTUPREEEDE L GENCLET,

JgITUN=Y3ay

MLD XX —EY T I TU PHEET 52— RIRITU/
FN—YavERRLET, BIRT BMER [1] & [2] TT.

7 TVER MLD O—EMB T TYX v E—I% MLD AX—EVT T T
UZPHEBNICERET 2BREANLET, &#EE 1~
31744 TY,

BRARMEFE MLD XX—EVYT T TUTT? KRNI SN TLDRAINE
R () ZAANLERT, &EEIEE 1 ~25TI,

ONZ b RARE MLD AX—EVITHERTDONI S RAEHZANLE

9, EHIF1~77TY,

=&Y AF—J TVUER

MLD AX—EVYTIITVUPICLD. MLD ZIL—TBEEFK
FIW—TYV—-RBED (FrxRIL) JIUXyE—INDX
EEREANLET, &HE1~25TY,

FEHIRR

HEHHIREZANILEZ T, &HlE 1~ 1000 TI,
[#IBRRL | A T7'YavaEFVICUEBE, 207’0771
(CHEHIRZERLEEA.

[BA]RIVETUYILT, BEERBRLET,
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4 L2 t4ee
4.7.2.2 MLD AX—EVTTIL—THE

4.7.2.2 MLD AX—EVDTIL—TE"E

D1 YRIZAWNWT, MLD AX—EVY DI T IL—TDHREZTL, REEBEZR
mLET,

[L2 #8E ] > [L2 IUF++ R M@ ] > [MLD RX—E>F 1> [MLD AX—F
YOI —TRE]|ETUYILT. UFOD« Y RoERRLET,

I e e ——
MLDAR—E P57+ v 24— THE

VID (1-4084) JN—TFELR AEsrA— b ETA—
[ | Fritm | [eiton | [Giton v [ &R ] e |

MLDAR - P57 A v 2HN—T7—T )

VID (1-4094) IN—FFELA
 — [ & | ze= |
I huUsgEta
C o377t ke
1 FF11:11 Gi/0/10

1M [ 1 ] [ e
MLDRA—E »FFN—TF—T I
VID (1-4094) HI—TFRELR
of 1 B [ ez |[ === |
IhUigEt: o0

4-55 MLD AX—EV T DIV —THE

[MLD AX—EYTRI T4 v ITI—TE/E | €T3 VTR UTD/NS
A—IZRETEZXT,

NSA—=5 BE
VID AT 2 VLAN ID ZANLE T, &hEIE 1~ 4094 T,
TIW—=TPRLRA IPv6 ¥ILFF+ AT I—TPRLURZANDLET,
FtER—b -8 T7THR—-b | ERITDIR—bEBRLET,

[BA]AIVEIUYILT, BELBRICEDLWVTHLLWIV MU ZENL
95
[EIBR | "9 vEDTUY I LT, BELBRICEDLWTIVNUZHIBRLED,
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4 L2 t4ee
4.7.2.2 MLD AX—EVTTIL—THE

[MLD AX—EYTRI T4 v ITIW—=TF7=TI ]| €T3 vTlE. UTD/N
IXA-IERECTEET,

NSA=5 =
VID Y% VLAN ID ZBRELVANLEY, EEIE 1~
4094 TY,
TIW—=TPRLZA SYARIVET IV I U, IPV6 RILFF v R NTIV—T7
FLUREAALET,

[BR|RIVETUyIULT, BELERREEICESNTTF—TILNOIY
UERRL, RRLET,

[£88 ] RIVETU vy ILT, ARFTERTY MUETNTRREL, RRLE
EP
BHOX—INEHETZEEE, X—IBESEANL, [Go] KRIVETUYIL
TREON—IICBBLET,

[MLD AX—EYTTI—T7=I T3 VTR UTOINSA—9%EH
ETEFT,

NSX—5 1=
VID Y3 VLAN ID ZBREI VAL T, EHEIG 1~
4094 TY,
TIW—=TPRLZA SIARIVZTVYIU, IPV6NIFF+ ARTIL—T7
RLRZANLEY,
B3 CNATYavEBERULES. MLD 7L - OFlERE
KRLET,

[BF|RIvET Uy IULT, BELVBRRZFGHICEDVWTT—TJILAOGIV
UEBRRL, RRULET,
[28RR9YZT0UvIULT, FFTERIY N UZINTERL, FRUE
ER
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4 L2 Hge
4.7.2.3 MLD AX—EVT 7T 1 ILIEE

4.7.2.3 MLD AX—EVT T 1 ILIEE

ZDU14YRIZAWVT, MLD AX—EYT 71 LY DHEREZETL., REMBER
mLET,

[L2 #8551 > [L2 RIUF++ R NI | > [MLD RX—E Y7 > [MLD AX—F
VDT IIRE]|ETUYILT, UFOU« Y RoERRLETD,
I e B —

MLD A% — E_AT s BliR S E

Bt ENE SN SIBRE (1-1000)

Gl V] G v [ |mmaL
MLD 2R — 247 BIRE 2

Bttt Ed SI8 HUIEE (1-1024)

[Gition [~] [GitoA [~ [ |

BB T Except ACL Name WD (1-4094)

EETL NN — # ]

Defaut [v] EAL ER

Bt —H BT -+ VID (1-4094)

[Gition [v] [Gitn =] [ Bk

FoERTN-FEE

Bt ESE SN FHvEY
[Gition [v] [GitoA [~] [Add ~]
ACLEF VID (1-4084)
Frones = ]
MLD AR — 2 Fo b5 —F ik
Bttt -k
- ET—— I
It K250
i~ _ es=

ETTHT—ANHT A,

4-56 MLD AX—EVT 7 1 JLIHFE

[MLD X — Y T SmsIREE | t7 v 3 VTl UT0/S5 X—9%B/ET
=F7,

NS %—5 e
BtaR— b - T K-~ |@ET2R— M EBRULET, Tnld [R—k 373y
EUTOFPIY 3 v e LTRRULBACOHRIFTETT,

HllPRER HIRBZANLE Y, CORIRBZRNT. FEDT VY
T1—RLETRA vy FHLETED MLD /oy hDL—
hERELEXT, &8EIEE 1~1000/\7y b /HTI, [HIR
BU 1 AT7YaveEBBRUIBE, GIRZIMDREET,

[@E ] RIvEIUyILT, BEERRLET,
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4 L2 Hae
4.7.2.3 MLD AX—EVT 7T 1 ILIEE

[MLD 2R —EY JHIIREE | 7 3 v Tlh. UTONSA—9EB/ETES

ED

NSA—=5

=

R —b - #TR—b

FERITDR—hZBRUE T,

il PRER

HIRBZEANLE T, CDINTA—FZALT, {ERRTIEER
MLD #+ v 1TV bUDEZEHRLET, &HEG 1~

2048 TY,

Belrovay

BRIy avEBRUEY, CONSA—FZRANT,

HIFRE B I CRABINDT IV —TZNET DI HDE

FEEELE T, BRIDERUTDESD T,

o [FTAIWK]-TI7AIWEDFPIYavhETINET,

e [EE]-HLWIIL—THROvITEINET,

o [UTLAR]-FLWIIL—THhBbENT IL—T B
BODET,

Except ACL Name

BEIPPIECRAYRSDERIZANLET, PTEAVUR b
THASNTWBDIL—T" (*,G) FlelFF+=xIL (S,G)
(&, BIERMSERINENET, FrRIL (S,G) ZFTITDIC
F PORGAURRIVRNUDY—RFPRUVADT 1 =LK
[C IS] &BEL. TH AT A R—yaVYFPRLADT 1=
RIC TGl &BELET, JIL—7 (*,G) Z5FII DI,
PIRGAVAMIVRUDY—=KXPELVADT 1 —ILEIC
fany]l Z#EEL. TA AT A R—Y3aVYFPRLVADT1—)b
RIC TGl &EELE T, BHIlE 32 XFETTI, HDL)
[, [BRUTLES L, | RIVZETUYILT, CORE
[CERATDRA Y FTRESNTLIEIFEN7Z I ERAU R K
ZREL, BRUE T,

VID

AT 2 VLAN ID ZANNLE T, &EIE 1~ 4094 T,

[ RIVETUyILT, EELEBRICESNTHLLIY ~UEENL

EC

[BIER | RO vETUYILT, BELLBRICESVWTIVMYZHIBRLE T,

[PORADTIL—TRE] €IV 3V TR UFONSA—IEBETEET,

NSAX—5

=

FgER— b - #THR—-b

ERT2R— b EBRLE T,

o3y

[0 ] ZBIRLT. ADULBRICEOVWTHLLWIVNY
ZEBMLE T,

[ HIFR ] ZBRL T, AAULRBRICESVWTIY MY ZHIBR
LEY,
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4 L2 Hge
4.7.2.3 MLD AX—EVT 7T 1 ILIEE

NS A—5 1=

ACL &1 BEIPPIERAVRNDERIZEANLET, CDINTA—F
ZRAVWT, I-HYCTIL—T (*, Q) "DOBN%EFILET,
POCGRUIAMIVRUDY—RXAPRUVADT 1 —ILRIC
fanyl ZBEL, TH AT A R—Y3VYPRULADT 1=
RIC TG] &BELEY, BFlld 32 XFETTY, HDL)
[F. [BRUTLIEESL, | RI9VZETYYIULT. ZDORE
[CERTDRAM Y FTHRESNTLWBIEREDPIERUX K
=REL, BRUE T,

VID 93 VLAN ID ZANLEY, #EIE 1 ~4094 T,

[BF | RovETUyILT, BEERRLET,

[MLD 2X—EVD 71 ILIF—T I | Tv3 VTR UTFDIS5A—9 %5
ETCEFET,

NS A—5 BE
BMAR—b - T R—N |@AT2R— b EBRLET,

[BFR|RIvET Uy I LT, BELVBRRZFHICEDSLWTT—TILAOGIV +
VEREL. RRULET,
[28R|R9YZ2T0UvIUT, FRTERIY M UZINTERL, TRLE
ER

HEsRBR] AR VvEIUYILT, TOIVNYIICEY 2 EBRERRL &
ER
BEOR—INEETDIHRERE. X—IBESZAAL, [Go] hgvETIUYTL
TRHENR—IICBBLET,

—

—

FHER NI ZT Vv ILT UFDD 1 Y ROZERRLET,

MLDAR—E SRl NET—T N

I hUREE:1

T e

W T e | e
Mot Configured Not Configured
11 (1] [ e
B3

4-57 MLD AX—EVT 71 JLIRE EFHBSR)

BEOR—INEFEETDEERE. X—IBESEZANL. [Go] RIYETIUYIL
TRENDR—IICBELET,
[RZ2|M92%TUyIULT, BIDT 1Y ROICRDET,
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4 L2 Hae
4.7.2.4 MLD AX—EVTRILFF + A IL—TER

4.7.2.4 MLD AX—EVIVNILFF+ANIL—IEER

DT 1Y RIZANT, MLD AX—EVINIFF+ A MIL—F DFREZITL
REFEERRLET,

[L2 #8551 > [L2 RIUF++ R NI | > [MLD RX—E Y7 > [MLD AX—F
VIRIWFFE v AN—FEE]|ETUv I LT, UFOY 1Y RYERRLE

ED

MLDRR—E I NFF v A ML—FR— E

VID (1-4094) aTa9L—23> R #TM—
[ | [Port +| [Giton +| [Giton v | ) | [ sE

MLDRR—E I NFFv A M —FR—7—T 0

I U
==
1 Gi1/0/10 (Static)
n 1| [ s

458 MLD AX—EVIVNILFF+ X ML—S1ER

[MLD AX—EYTRILF++ AR —FK— BT | €7 a VTR UTFO
NS A—IHRETEET,

NS x—5 HE
VID A9 S VLAN ID ZEANULET, &EIE 1~ 4094 T,

dAvJ«140b—vay R—hIVT71 0=y aVEBRUEYT, BRI DEIEU

TOEBDTT,

o [R—bF]-BEBFHR—EDAVILFF+ I RIGIL—F(C
EHRLTLWDHDELET,

o [ELR—b ]-BEBFHR—SDVILFF+ X SRIGIL—
FICERFELTLVRVLVBDELET,

BlAR—b -8 THR—bF |FERIDIR—bEBRLED,

[BA]|RIvZETIUyIULT, BELLBRICESVLWTHLLWIY MU ZEENL

£,
[BIER | RO vETUYILT, BELLBRICEDSVWTIVMYZHIBRLE T,

[MLD AX—EVIRILF £+ AM—F K- F—T I | €T3V Tl B
FTONSA—FEBETCEET,

NSA—=5 1=
VID AT 2 VLAN ID ZAANLE T, &AL 1~ 4094 TT,

[BRR]RIVEIUYIULT, EELERREBCEIVNTF—TIROIY b
UERTL, RELET,
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4 L2 t4ee
4.7.2.4 MLD AX—EVTRILFF + A IL—TER

[288 ] RIVEIU vy ILT, ARFTERTY FUETNTREL, JRLE
P
EBHOX—INBETDHEEE. X—IBESEANL, [Go] RIVETUwIL
TREDR—ICEHLET,
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4 L2 H¥EE
4.7.2.5 MLD AX—EVTJ#fEtEE

4.7.2.5 MLD AX—EVTHsHRE
ZOT1YRYERNT, MLD AX—EVITHEAERTEL VIV P LET,

[L2 #4E | > [L2 TILF+F+ A M ] > [MLD AX—EY7 | > [MLD AX—F
VOMERE | 27Uy ILT UTFDY« Y ROERRLUET,

MLDZ R — > stanie

EiEt VID (1-4094) B — b ¥THR—b
[An [Git/0n [Git/on v 27

MLDRR—V I8t 7— T

BESAT VID (1-4094) Bam— b #TR— b
[vLAN ] | [Git/on +] [Giton ] [ B2 | o=eE |
I husssto
o s
26
| =& ] =& | =& | =k |

I L S B N S N S B R R
4-59 MLD A X—E VT E%E

[MLD AX—EVIHERE | t7Ya v Tl UTFONSXA—IEBETEE
Fo

NS %—5 e
st (V9T I—REBRLET, BRI DEE [ 2]
[VLAN]. B&U[HR—k]TT,
VID BT VLAN ID EAAL T, &@E 1 ~ 4094 TT,

ZOATva Vi, [#Et] ROvF99 U T [VLAN]
TERUIBSICRATETY,

AR —b -8 TR—F |ERTSIR—bZRRLET,

COFATvavE [#E] FOvITIIVYURLT

[ R—b ] ZBIRLIHSICHIATIETT,

[JUP | RIVETUYILT, SEELERBLCEINTHSIBEREIUPLE
R
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4.7.2.5 MLD AX—EVTJ#fEtEE

[MLD AX—EVI#HEts—7 I | €7va VTR UTFO/IISA—9EB/ET
=%,

NSx—5 BE

BRI 1T 1V T I—ADIATEBRLET, BRI BER
[VLAN] 8&T [ K—b | T,

VID 5T VLAN ID EAALE T, &EE 1 ~ 4094 TF

COATYaVE, [REIAT | ROYTIIVUIRT
[VLAN] %8R U154 CRIBTETT,
BaR— b - T R—~  |@ERTER—FEBRLET,

COATYa Vi, [RREIAT | ROYTIIVUIRT
[ R—b | BBRU-SACHRTETT.,

[BR]NIVZETVYILT, BEVABRRFHICEDVWTT—TILROIY
UZERZRL, ZTRLET,

[2BR])NIVZTVUYIULT, FIRTEGRIY MUZINTREL, BRULK
ED
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473N FF+ AT ILIUVTE—R

4.73 XRIWFF+ANTAILIUITE—R
IOU1YROVERVWT, YLFFP AT 1ILIUVTE-ROBEETL. 8B
EEZERRLET,

[L2HEE | > [L2 VILFF+ ARG | > [ VILFF P AT ILIVITE—R]
#IUyIUT, UMFOD 1Y ROERRLED,

I b e S —
TNFFPALTANFUSIE—
VIDUZ b TUFEFTANT L LU E—F Forward Unregistered ¥ &R

I>huit:2

default Forward Unregistered
VLANODD2 Forward Unregistered

[n] [ 1| e

B 460 VILFF+RANT 1 ILIUVTE—R

[RIWVFF+ AT AIWIYITE-R | EIY3 VTR UTONS A -9 %
ECEXT,
INSXA—5 B

VID YAk T2 VLAN ID ZANLEY, hVVYRXYID TERRIT D

VLAN ID ZANT BN, F£7=3/\1 T7VXYDTVLAN ID

DEREANTDENTEEXT, HHIZ 1 ~ 4094 T,

IIWFF+¥ANTAIY |VILFF AT IVIE—REBIRUE T, BRI DEIL

E-—K UThEBDTY,

o [REHET+#T—R]-BRBEHOVIFFFIANNT Y H
NI+ T—F 1 I TF—TIICEDVWTEERSIN, IAT
DERBFEIIVFF+ AT Y BAVLAN RXA VICTED
WCI7SyTFrvdasnxEd,

o [£2T#T—R]-IRTOVILFF+ZAMNTY bAY
VLAN RAASVICEDWT ISy Tr VI anxd,

o [REFZT 1LY ]-BERBHOINTY RN TAT—FT 1>
DJT7—=TICEDVWTEERIN, INTOREFRYILF
FE AT Y RDT 1 ILIVVTENET,

[BA|RIvZEIUyILT, BELLBRICESVLWTHLLWIY MU ZEEML
9,
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4.8 LLDP (Link Layer Discovery Protocol) 4.8.1 LLDP J'O0—/VILE&E

LLDP (Link Layer Discovery Protocol)

4.8.1 LLDP 2’ O0—/\ILEEE
TnT 1Y RYEBWT, Z0-/V LLDP REZETL\. REBERRLET,

[L2 ##E | > [LLDP] > [LLDP 7 O—/VLE&E | 27U v 7L T, UFOY 1R
wERTRLED,

LLDPIO—JULE

LLDPHRES ' @B

LLDPI#4J— P8 B «Ey

LLDP 5 TR a2 eEW

LLDP-MED 5 THER ' @& i)
LLDP-MEDO > 7 Flr—232

J7 ARG — HEETE (1-10) - ]m oFosuk R
LLDPO I Hle—23

Ayt —HRERR (5-32768) o Im oFosLb

Ayt L RS F lm oF7aLk

EAREEE (110 b e ozt

EaEE (o152 R

LLDPZ AT Inf55k

T —HDHT 91T MAC Address

4 —3D 00-50-40-3C-78-38

VATLE

32T hiER Gigabit Ethemet Switch

25 hHR— MERD Repealer, Bridge

2T LENER Repealer, Bridge
LLDP-MEDZ: 25 L1538

FHARISA Network Gonnactivity Device

N—FuzFUETa At

I7—bhozPUED3 V1.0.0.04

YIbazFUEsa V10.0.00

SUFIF = 76553010002

A—-E Panasonic

LA ZEQUOGE00RE

FH—FD

4-61 LLDP 7' O—/\IUERTE

[LLDP JO—/NILERE | E7Ya VTR UTD/ISX—9&BETEET,
NSA—5 e

LLDP A2 LLDP MBEE EM E /- (I LE T,

LLDP 74 7—R{kKE  |LLDP 7+ 7— MREEEEEEEHICLET, [LLDP IR

fE ] WML, [LLDP 7#7— RiRHE | £8MICT D&,

FEU7 LLDPDU (LLDP Data Unit) /i v hhiEEkana

ER

LLDP k5w JRHE LLDP k5 v T REBZEH T FERICLE T,
LLDP-MED b3 v 2% |LLDP-MED (LLDP Media Endpoint Discovery) b3 vk
& BEBWEIIEMCLED,

[BF | RIvETUyILT, BEERRLET,
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4.8 LLDP (Link Layer Discovery Protocol) 4.8.1 LLDP J'O0—/VILE&E

[LLDP-MED dY 7«1 JL—vay | E7va v TR UFO/INSXA—9%8E

TEFY,

NSA—=5

=

T7 ARSI —hXE
[E1E:3

LLDP-MED 77 Rk 29— M XEEHOEEANLET, &
Bid1~10TH, [FTAIE | ATVaVvEBRUES
&, P74 MEEERLET,

[BAE|RIVEIUyILT, BEERBRLET,

[LLDP OV 740 —23v |0y 3 VTR MFTONSX—IZHETEF

ED

NSAX—5

=

Xy E—IREHR

BYEA VI T I —ATDERTD LLDP P KNI A XAV b
EEOEREANLE T, #EIE 5~32768WTI, [T
T#IVE | ATV avEBRULES, 774U MEZERL
EC

Xy E—IFEER—ILF
E2

LLDPDU ® TTL (Time-To-Live) EDFHEICERT 3.
LLDPDU % SRRORHEANLE T, &L 2~ 10 T,
[FT#4IN | ATy aVvEBRUSE. T7 4L MEESE
ALET,

BRI {597 1—ZTO LLDP ML OBEREEANLE T, &
Bid, 1~10BTT, [FT4Ib | TTYaVERBRLE
5&. T NMEEERLET,

TX EE {87 T—ATOEHHT D LLDPDU DEEICH T BT

MEANLEYT, BHREOHER 1 ~ 8192 BTY, EiE
RS 1 Y—DED 4950 1 EBIRVESICLTIREL,
[FTHIE | ATy 3 VERBRULSE, 774U MEERE
ALET.

[BA|RIVEIUYILT, BEERBRLET,
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4.8.2 LLDP R—hE&E

4.8.2 LLDP iR— ~E%%E
INT« Y RUEBNT, LLDP K- OREETL. REBERRLET,

[L2 #8E ] > [LLDP] > [LLDP FR—hERRE | 27U v LT, UFOY VY RY%
FERUEY,

I ——
LLDA— hE5E
BaREA— b BTHR-—b EA SRR EEfE PHISAT Fosa> FRLA
[Giton +] [Gitorn v [ Disabled *| [Local v| [TxandRX v| [Default *| [Remove v| | ]
Note: IP7 FL-R[F2A v FODIPF FLATRIFIUZR D ERA- | ER
d—w MEE
Git/0r Disabled Local TX and RX
Gil/or2 Disabled Local TX and RX
Gi1/or3 Disabled Local TX and RX
Gil/o/4 Disabled Local TX and RX
Gi1/0/5 Disabled Local TX and RX
Gi1/0/6 Disabled Local TX and RX
GiIo7 Disabled Local TX and RX
Gi/s Disabled Local TX and RX
Gil/o/e Disabled Local TX and RX
Git/0/10 Disabled Local TX and RX

4-62 LLDP /R— hE&%E

[LLD R—hrE/EE | ET7Ya VTR UTONSIA-—IEZHRETEET,

NSA—=8 BE
BRtER—b~ - 8THR—b |ERETDIR—bEBRULET,
LRI BAEEEENEEIEICLET,
Y7947 LLDP TLV (Type-Length-Value) Y791 7 %#IRL &
¥, BRTZMEE [MACFPRLR | 8LV [O-HIL] TT,
ERIRRE O—AILLDP I—Y T v b ERERL, K—MTOLLDP 7
L—LDXZEZHFILET, BRIDERFUTOESDT
EB
e [TX]-O—HLLLDP T—Y TV & LLDP JL—LDE
BENHIRETI,
e« [RX]-O—AJULLDP I—Y TV M LLDP TL—LNDS
ENHOJEETT,
e [TX &RX]- O—#4JL LLDP T—Y 1Y hE LLDP 7L—
LDEZENTIRETT,
« [#H]-O0—A)LDPT—YTYRELLDP IL—LD
EEDLREDHTEFEA.
F7 1)U OATY 3 VIE [TX & RX] T,
IPHTI1T EETDIPPRURBERODI 1 TEBIRLE T, BIRT DB
F[F74IE ] [IPvA]. LT [IPV6] TI.
Fovay RFTBFIvaVvERRLET, BRI HER AR ] H&
U[&M] T,
FRLZ XETS IP P RLREAALET,
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4.8.2 LLDP R—hE&E

[BAE|RIVEIUy LT, BEERBRLET,
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4.8.3LLDP ¥RIAVRPRLZAUZ K

4.8.3 LLDP ¥RIXVEPRLAUZR

D1 YRIZAWT, LIDPYRIAYEP LAY M ELUBEREZRTL
ECIN

[L2 #$8E ] > [LLDP] > [LLDP YR I AV R PRLAUZAL | 27U v I LT, MU
FTOY 1Y ROERRLET,

Al v BE

IPv4 192.168.100.254(default) Ifindex 1.3.6.1.4.1.396.54....
1Pv4 192 168 100.254 Ifndex 13614139654

4-63 LLDP ¥VRIAYRPRL AU+

UTDNS A -9 ERETEET,
NS X—5 e
HII917 BTIATRRUET, BIRT BB [ ] [IPVA]. BLY
[IPv6] T
o [IPVA] 37y 3 VEBRUTE, IPv4 7 RURERRS
NIEAHT 1 = RICAALED,
o [IPV6] 77y 3 VEBIRUE, IPv6 7 RLUXERRS
NIEANT 1 = RICAALET,

[BFR]|RIVvETUYILT, BELVBRRZEGHICEDSLWTT—TJILAOGIV
VEREL. FRUET,
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4.8.4 LLDP EATLV &%

4.8.4 LLDP EX TLV &€
TOW 1Y RYEANT, LLDP TLV NEABEAETL. BEBERRLET.
[L2 #48E ] > [LLDP] > [LLDP BATLVRE ]| 27Uy I LT, UFOD« VR

DERRLET,

LLDPEATLVEGE
mEm—b B’TA—b - hEEA ZRFLA AT LG AT LEA
[Giton v [Giton «] [Disabled v [ Disabled v ] [ Disabled v ] [ Disabled v |

ER

I R S = N = N

Gi/o Disabled Disabled Disabled Disabled
Git/o2 Disabled Disabled Disabled Disabled
Gil/0/3 Disabled Disabled Disabled Disabled
Gil/o/4 Disabled Disabled Disabled Disabled
Gt/ Disabled Disabled Disabled Disabled
Git/o/e Disabled Disabled Disabled Disabled
Git/or7 Disabled Disabled Disabled Disabled
Gil/o/8 Disabled Disabled Disabled Disabled
Gil/0/9 Disabled Disabled Disabled Disabled
Git/or10 Disabled Disabled Disabled Disabled

4-64 LLDP BEARTLV 887%E

[LLDP EATLVBE | €73 VTl UFDNSXA—9&BETEET,
NSA—5 BE

BtAR— b - T R— N |@AT2R— FEBRLET,

R— 3188 R— MSIB8 TLV DX EE B E - FEIIC LT,

VAT LE VAT LB TV DEEEEDE BB LET,

Y27 LA YRF LB TLV OREEEDE WD LET,

VAT L YRF LEEN TLV OREEEDE /< FEmBICLET,

[BA|RIVEIUYILT, BEERRLET,
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4.8.5 LLDP Dot1 TLV &&E

4.8.5 LLDP Dot1 TLV &%

DU 1Y RDZAWNT, IEEE 802.1 LLDP TLV DFEZTTL), FEEZRRL
ECIN

[L2 #&E ] > [LLDP] > [LLDP Dot1 TLVS®E | #7VU v 7L T, UFOY 1YV
ReERTLET,

T R —
LLDP Dot1 TLVERE
EEnadi— b HTH— 7R~ FVLAN 70 JJLVLAN VLANE TORINFATTATA
[Giton +] [Giton =] [Disabled *| [Disabled v || | [Disabled *|| | [Disabled *|[None v
R
d—w MEE
-, FORUD BITONIAFAF ST 451
Git/0M1 Disabled
Git/0r2 Disabled
Gil/0r3 Disabled
Git/or4 Disabled
Gil/or5 Disabled
Gil/0/6 Disabled
Gitror7 Disabled
Gil/0/8 Disabled
Gil/0r8 Disabled
Gioo Disabled

4-65 LLDP Dot1 TLV &=

[LLDP Dot1 TLVEE | €73 v TlE. UFDINSA—95BETEET,

NSA—=5 1=
FER—b -8 T7TR—-b | ERITDIR-hEBRRLET,
R—bk VLAN R— b VLAN ID TLV DX EZER & FEICLE T,
Z’0k )L VLAN PPVID GR—b&Z°'0K3JLVLAN ID) TLV DEEEBEME

TREMICLET, 7’0k U VLAN O ID ERRSNZAS
T4 =L RICAALET,

VLAN & VLAN & TLV DEEEEMEZENICLET. VLAN O ID
ERRSNANT 1 —IURCAALET,
JORIWPAFYF+ | FTORIVPAFYT 171 TLV OEEEBNE T (L8
1 L&Y, 7OFILEBELTRIRT BMER [ U ],
[EAPOL]. [LACP]. [GVRP]. [STP]. B&LU[£] T,

[BA|RIVETUYILT, BEERMLET,
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4 L2 Hge

4.8.6 LLDP Dot3 TLV &7
DU 1Y RIZAWNT, IEEE 802.3 LLDP TLV DFREZTTL)

ECIN

HEEZRTRL

[L2 #&E ] > [LLDP] > [LLDP Dot3 TLV & | #7VU v 7L T, UFOY 1YV

ROZRRLET,

L N ——

LLDP Dot3 TLVERE

. N MAC/PHY .
st ETH— oA —saaRE | UITOUS—Sa BATL—L8AA
[Gi1or +] [Gitorn +] | Disabled + | Disabled ¥ Disabled ¥

Gi1/0M1
Gitfor2
Gi1/03
Gitfor4
Gi1/0/5
Gilfore
Gilfor7
Gitorg
Gi1/0r9
Git/0/10

Dizabled
Disabled
Dizabled
Disabled
Dizabled
Disabled
Disabled
Disabled
Disabled
Disabled

Dizabled
Disabled
Dizabled
Disabled
Dizabled
Disabled
Disabled
Disabled
Disabled
Disabled

4-66 LLDP Dot3 TLV &%

R

o7 —a 8xoL %

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

[LLDP Dot3 TLVBE | t7 ¥ 3V Tl UFD/ISA—9IEBETEET,

NSAX—5

=

FgER— b - #THR—-b

FERTIR—hZBRLE T,

RRE

MAC/PHY J> 7«7/

MAC/PHY JY 7«47 /RRETLV DEEZEH X TcFER(C

L&,

UYoPoU5—vay

VyIPIUG—=2ayTLV OXEEEIHFERHICLE

ED

BRAIL—LYAX

BRATLV—LYIXTLV OEXBZEEDXFEDCLET,

[BF | RovETUyILT, BEERRLET,
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4.8.7 LLDP-MED R—&E

4.8.7 LLDP-MED 7R— 3%
ZNY 1Y ROEBVT, LLDP-MED K— b OREETL, REBERRLET,

[L2 ##E ] > [LLDP] > [LLDP-MED K—F&E | 27U v I LT, UFOY 1>
RERRLUET,

[ DP-MED i
LLDP-MEDA— MHE
B — BTR-b EA ) &= Fy bI—GmRUZ—
[Gitoin 7] [Gitr 7] | Disabled 7| [ Disabled v] | Disabled | [ Disabled v] ]
e e, T R
Gitfon Disabled Disabled Disabled Disabled
Gilforz Disabled Disabled Disabled Disabled
Git/oi3 Disabled Disabled Disabled Disabled
Gitfoi4 Disabled Disabled Disabled Disabled
Gil/ors Disabled Disabled Disabled Disabled
Git/0/6 Disabled Disabled Disabled Disabled
Gitforr Disabled Disabled Disabled Disabled
Gitloig Disabled Disabled Disabled Disabled
Gil/0r9 Disabled Disabled Disabled Disabled
Git/ono Disabled Disabled Disabled Disabled

4-67 LLDP-MED /R— %%

[LLDP-MED F—h BT | €73V Tl UTFDOINSX—IEB/ETEET,
NSX—5 BE

BaR—b - @THR—  |EHTaR— FERRLET,

b LLDP-MED BX0I TLV DXEEZBWHFEEHICLE T,

=15 LLDP-MED BEN TLV DEEXEBHNEITEIICLET,

@ LLDP-MED EESE TLV OEEEENE R EHICLET,

Ry rT=TORYY— LLDP-MED ®v b T—=T/RY Y —TLV OREZE & 3 HE
MCLERT,

[EA|RIVEITUYILT, BEERBRLET,
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4.8.8 LLDP ffisti&%R

4.8.8 LLDP #fi5t 15
InU 1Y RUEANT, LLDP st ERRELVIUFLET,

[L2 #4E ] > [LLDP] > [LLDP #&H&8 | 27U v I LT, UFOW« Y Ro%ER

mULET,

[ LD
LLDPEEHER

BEEERE

“f 28— st
HiIbxaEt
BT
TASF0 st

LLDPAR— ~#EET

SN

Git/0m
G2
Gil//3
Gi/oi4
Gil/o/5
Gil/0i6
Git/or7
Gi/ois
Git/0/9
Git/o/10

Sl oSl =S e S e e

© o e ole oe o e o

0DOHOMOS
(1]

(]
(1]
(]

Sl = I8l = ==l = E e
ola olalola el s

0

4-68 LLDP #istiBE#

o i = El= == s

0

=l o ISl =[S < = e S

HoEIUF

[aoes0u7 |27

(b sews | e | zowe | mees | weme | swowks | xioroe
0 o

© o o oo o o o o

[LLDP iR— kst | T a VTR UTDNSX—IZHRETEET,

NSA—=5

BE

K—

FERITDR—hZBRLE T,

[TUF | RIVETUYILT, hovIEEETIUTLET,
[2UF | RIVETUYILT, TRTOKR— DAYV IBHRETUFLE

ED
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4.8.9 LLDP O—AIJLik— ~ &R

4.8.9 LLDP O—AJbik— h1EER

ZNU 1Y RUZAWT, O—AJ LLDP R—hEREXRRLEFT,

[L2 #¥8E ] > [LLDP] > [LLDP O—A/LK—FER | 27U v IL T, UFOD«
YRUERRUEY,
e ————

LLDPO—L7R— R ERT— Tl
i~ BR || =@Es=
I 7 A T =
Git/0/1 Local Git/oM Panasonic ZEQUO B600RE HW A11._
Gin2 Local GitiorR Panasonic ZEQUO B600RE HW A1
Gil/on3 Local Git/or Panasonic ZEQUO B600RE HW A1T...
G104 Local Gil/04 Panasonic ZEQUO 6600RE HW A11...
Gi1/0/5 Local Gil/0/5 Panasonic ZEQUO 6600RE HW A17...
Gil/0/e Local Gil/0/6 Panasonic ZEQUO 6600RE HW A17...
Git/or7 Local Git/o7 Panasonic ZEQUO 6600RE HW A17...
Gil/0/s Local Git/os Panasonic ZEQUO 6600RE HW A1 f._
Gi1/0/9 Local Gil/0/9 Panasonic ZEQUO B600RE HW A1 f._
Gi1/0M10 Local Gil/o1o Panasonic ZEQUO B600RE HW A1

4-69 LLDP O—AHJbik— M E#R
[LLDP O—ALi— FBHF—T IV | E72 3 VTl UTFONS X—9 %EE
TEET,
NS X—5 BE
R— b ERTBR— EBRLET,

[RT]|RIVETUyILT, BELIHR— MCESERF SN TS LLDP O—
AR — b BEHRERRLF T,

HEBR | RIVETU Y I LT, BELLA— NCEENFBNTNS LLDP
O—Abik— bEEABHRERRLUED,

—
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4.8.9 LLDP O—AIJLik— ~ &R

HEBRB | RIVEIUYILT, UFOY 1Y ROERRLET,

—

LLDPO—HIUEERT—F Il

A=k Git/0M1

A= o8I sr7 Local

=D Gi1/0/1

Hi— 388 Panasenic ZEQUO 6600RE HW A1 firmware V1.0.0.00 Port 1 on Unit 1
fi— ~PVID 1

RATAY M F RLAAD 2

PPVIDT > L) 0

VLANET> hUAD Y
FJORINFATUTATA I MIADTA

= e

MAC/PHY 02 7 AI1HARE Ediilond
U BFHUE—2a HEss
BAIL—LBrX 1518

LLDP-MED&ES By
Ty hI—IRUS— HiEEE

LLDPO—OINFTA b7 L AFET—T

N riva N
Gi1/oM IPv4 System(192.168.100.254) Ifindex 1.3.6.1.4.1.396.5.4. .
Git/oM IPv4 192.168.100.254 Ifindex 1.3.6.1.4.1.396.54....

4-70 LLDP O—AJLiR— B3R GHEZR)

BRDOUYIETUYIULT, BELKEICEEY D5FlERE T — 7 IVICKRR
L,
[R2 | R9v&TUvyILT, HIOD 1Y RUCRDET,
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4.8.10 LLDP xR N—7R— &R

4.8.10 LLDP XA /\—7R—i&%R

ZOY 1Y ROERNT, RA /18— LLDP K— MEERERTL £,

[L2 #8E | > [LLDP] > [LLDP ®1 N—K—F&8H ] 27U v LT, UFO 1
VRYERRLET,

LLDP J{—7i— FERF—T )L

=t Gt v [ = [ zuz |
20UF

Thu:o

e e 2 A e
4-71 LLDP %A /\—Kh— M fE#R
[LLDP A N—K— BT —T I | £ 3 VTl LTINS A —9 %%
TEET,
NSX—5 HE
R—k FRIDR—~EBRULET,

[8F ] RI V&IV ILT, BELEKR— CEERT BN TS LLDP &1
N—1K— FBRERBLE T,

[FUP | RIVETU Y ILT, EELLK—CEERISN TS LLDP %
1 N—FR— MERETUTPLET,

[27U7 | RIVETUYILT, TATOLLDP KA N—K— NERET U P
LET,
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4.9 RRP (Ring Redundant Protocol)

4.9 RRP (Ring Redundant Protocol)

DT 1Y RUZBLT, RRPREZTL, REBZRRLET,

[L2 #8 | > [RRP] 27U v 7L T, UTOY 1Y ROERRLET,

RRPZO—JULSRRE
RRPIRRE B @ EE
RRP [ >R
[ -4 P5 chars ek
T>humat1
I N
VLAN
Domain IDLE ] e
4-72 RRP

[RRP 70— /NIVIREE | £7 23 v Tl UTD/INSA—9EBETEET,
NSX—5 BE
RRP 1K1 RRP #BEE B/ FEDICLE T,

[@E ] RIvEIUyILT, BEERKRLET,

[RRP K XA VIREE | €722 v Tl UTONSX—9%BETEET,
N5 A—5 e

RX12& RRP RXA VEZANLEY, EEURERBXFIL 25 XF
ETTI. TORXAVEMEBY VI ZRLET,

[ERE | R9vETUw T LT, HULWLRRP RX1 Y ZEERLED,
[(FESR )R9I VvETIUYILT, TOIVHVICETIEFHBBEHREFRLE
ERS

[ERR | R9vETUY I LT, TVEUZHIBRLET,
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4.9 RRP (Ring Redundant Protocol)

—

HHSR NI ZT Vv ILT UTFDU 1 Y ROZRRLET,

RRP F X R

RRP E XA %%

RRP [ X1 R
RRP/—RZAF
RRPU VS HE
FSIIUR—F

T3 eUR— FRE
FSA<wUR—bo—JL
Rt U S
tAYAYFR— HRE
EAVEUR—FO—)L
F—=1) IR (1-2)
HIFEHARE (2-5)

Yy FH—RE— b
3> kO—JLVLAN (2-4094)
F—RVLAN

Forwarding Delay 42

[RE ]| RIVETUYILT,
[R3 | RIvETUYILT,

[RE | RIVEIUYILT,

Domain

=0
IDLE
L
eS|

%L

S

B 4-73 RRP (GFEZR)

REZRELT T,
DD 1+ VY RUICRDET,

UFDD 1Y FOERRULET,

RRP F X 4REE

RRP R XA >4

RRP | X 24k EE
RRP/ — K&
FSARUR—k
En AUR—F
F—1 »IHEE(1-2)
HEEHAR (2-5)

Uy dH—FR—
O RO —JLVLAN (2-4094)
F—%VLAN
Forwarding Delay $k&&

Domain

Disabled ™

v|@FIAk

v @77k

[ A | [ Feven || 3

4-74 RRP (iREE)

[RRP K X1 VEBE | E7vavTlh, UTFONSA—IERETEET,

NSAX—5

=

RRP R XA VIKRE

RRP R XA Y DBEMI(EEHZRRLE T,
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4.9 RRP (Ring Redundant Protocol)

NSA=5

BE

RRP /—KR&5417T

RRP /—RDI1T7%#BIRLET, BIRTDEREUTDES

DT,

o [YRI—=]-/—FERXAIVYADIYZAI—/—RELT
BELEYT, 1 DDRRP RAA VICIEETEDVYRI—
J—RIE1D2EFTY, YRI—/—RD&BBNCIE, V>
TR—U VT EYVTREENSENET,

o [FIVIYRN]-/—RERXAVADIS VI Y/ —
REULTEELET, 1 DORRP RXAVICEBLDLTY
Iy b/ —REEETEEXT, bSVIvE/—FD&RE
[CIFUY IO PS—MDEENET,

T314RVR—k

TSATUR—FEBRUET, TOR—MARRP R XA Y
WD 1 DEDR—MCRDET, [FT4Ih | FTVavE
BRULES. BEORTEIUFLET,

thYIUR-bk

tHYTURK— P ERRUET, TOR— R RRP KX
VNG 2 DEDR—NCRDET, [FT4Ih | T TV aY
EBRLIIBE. BEOREEIUTFLET,

=Y VIR

NO—="\ry hOR—UVIBREANLE S, &EHEIE, 1~
2WTY, =Y VI REREHERE LD BB/ LUTLLES
(AR

LEEEE

BEHEZANLET, &8HEE, 2~ 58T, HEHEE
R—UYTEREDERLTLIESL,

UYDH—FRR—k

RRP U T DA— Nik— ~ DIRIEEBRLET, BIRT M@

BUTOEBDTT,

e [TS4TU]-UYTH—REIBHR—kELTT STV
R—hEIEELET,

o [EAYIU]-UVTH— RRR— bk ELTEAY I
R—hEiSELET,

o [[@H]- UYTH—REBR—kELTT ST UKR— R
LEAYFUR— kOESEEELET,

o [HER]- COWEEEEDHCLET,

J>+~0O-Ju VLAN

Y hO—JLVIAN D ID ZANDLE T, &EIE2 ~ 4094
T,

7—%5 VLAN

T—9 VLAN D ID ZAALE T, &EIL 1~ 4094 T,

Forwarding Delay
IRRE

Forwarding Delay DIRREEZRBIRLE I

* Enable - Forwarding Delay DRENEZ T,

* Disable - Forwarding Delay MREENEZN T,
( TBEEERE )

[BA]RIVEIUYILT, BEZRMRLUET,
[F+oEIL]RIVZTUY I LT, BEZRELXT,
[RB N9 TVUvILT, BIDT 1Y RIICRDEY,
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5.1 ARP (Address Resolution Protocol) 5.1.1 ARP IT—Y VI

L3 #aE

5.1  ARP (Address Resolution Protocol)

5.1.1 ARP IT—I VD5

ZDU4YRIZEAWVT, ARPI—YVIREDREZTL), HEBERRLUE
ED

[L3 #4E ] > [ARP] > [ARP I—J VT | 27U v ILT. UFOD 1V R
ERRUET,

ARP T— A RMEBRER

LHIT-AVIAN (09 [ ] [ = || ===
ARP T—3 > SRBT—7 L
I hUisEt1
viani 240 | ®'%

(] T [ em

5-75 ARP T—Y VU B5E

[ARP I—YVIRIRER | E7 ¥ a VTR UTONSA—IZHRETEET,

NSX—5 BE

197 1x—AVLAN VLAN ID ZAAULZET, #EHE 1~ 4094 T,

FA LTI [FE|RIVETUy IUE#, 91 L7 MEEAALE
9, &HElE, 0~ 65535792Td,

[BR]|RIVETUYILT, BELERREMHICEINTIY U ERRL,

KRLET,
[2BR)NIVZETVUYIULT, FIATEBRIY MUZINTREL, RRLE
ED

[RE|RNIvZETIUYILT, IVMYDHEREEZRELE T,
BROR—INEETDHERE. X—IBESEAAL, [Gol| RIVvEIUYIL
TRENDR—IICBELET,
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5.1.2 A97 1 v7 ARP

51.2 A971v7J ARP
NU1YRIERWT, X971 v 7T ARP DREZTL, REBERRLET,

[L3 #4881 > [ARP] > [ R9F 1 v7 ARP] £7U v LT, UFOT 1Y K%
FERUEY,

2574 v IARPHE
PPELZ [ - . - ] NA—FITFPELR
RYT 1 v IARPER
PP e R TR SR w—)
e L S
Sl B
VLAN (1-4094)

ER

= | 28%

ASTA v IARPT— T

T hUEE:1

N L

vian1 192.168.100.254 00-50-40-3C-78-38 Forever
" [ 1] ea

5-76 A97 v ARP

[ 2951y ARPBE | E7Ya VTR UFONSA—IEBETEET,

NSA—5 BE
IPPRLZR MAC 7 FLRICBEERM TS IP P RLAZANDLET,
N=FDOIPPRLRA IP 7 L RICEBERMTD MAC 7 FLRZASNDLET,

[EF ] RIVETUyILT, HILWRIT v T ARPIVHUEEMLET,

[ A9F 1 v ARPRE | €7 ¥a VTl UTD/INSA—IEBETEET,

NSAX—5 1=
IPPRLZR IVRUDIPPRULRAZEBREIUVANLET,
IPRycT—TXRT IPP7RLADYTRY EYRTEBRELIUAALET,
N=FOIPPRL2A IVEUDMACP RLRAZEBREFLUANLET,
189 71—XAVLAN VLAN ID ZBREIVANDLE T, &#HEIE1~4094 T,

[BT|RIVET Uy IUT, EBELERREHCESVTTY FUERRL,
HRLET,

[28B | RIVEIUyILT, FABTERIY FUATANTRRL, BRLE
P

[RE]|RIVETIUYILT, IVNUDRELRELFT,

[MIg | RIVETUYILT, IV UEBBRLET,
EROX—INBETDHEE, X—IBESEASL, [Go] KIVETUwIL
TREDN—ICBBHLET,
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5.1.3 ARP T—7'IL

513 ARPT—JI
INT1YRUERWT, T—7IANARP IV MU ERRELVIUFLET,

[L3 #4851 > [ARP] > [ARP 7= | 27U v 7L T, UFOD 1 Y ROERK

LET,
ARPHER
O AYHTT-RVIAN(094) [ ] orFRLR [ | =2 = |
R T === e e A I — 5
I U2 20U7
425 AR 1P7 R N—ETF7RLR TSR () | w17 | ]

vlan1 192.168.100.5 BC-AE-C5-CB-B4-5C 240 LI
vlan1 192.168.100.254 00-50-40-3C-78-3B Forever JIUF

i m s

5-77 ARP 7=

[ARPRZ | €7 ¥ 3V Tl UTFD/ISA—9IEBETEET,

NSA—=5

BE

1259 71—AVLAN

1YIT71—ZADVLAN ID ZBREIVUANLE T, D&
BE(& 1~ 4094 TY,

IPPRLZR

KTMIDIPPRUVRZEBRELVUANLET,

NAD

IP7RLADHTRY NYRTEBRELUANLET,

N—=FDIPPELR

KNIDMAC P FLREBREIUVANLET,

517

F1TDFTYavERRLEY, BRIBER [2] L0
[91+39T]T,

[RF|RIVET Uy ILT, BELLRREHCESVTIY FUEBERL,

KRLET,

[2TUP|RIVETUYILT, TATOIVRUEF—TIHBIUPLE

ED

[PUP R YZTVUvILT, BELIEIVMUZHEIBRLEY,
BEOR—INEFEEITDEEE. X—IBESZAAL. [Go]| RIVETUYIL
TRENDR—IICBELET,
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5.2 Gratuitous ARP

5.2 Gratuitous ARP

DD 1Y RI%ZAWNT, Gratuitous ARP DEREZTTL, REBEZHRRLET,
Gratuitous ARPUOIZX NNy hE, V—RETARTARX—Y3vVDIPF
RUZAA@EAEHEEEEBD IP P RURICERESN, T ATF1R—Y3ay
MAC Z7RLZATO—-RF+ AR PRUATHD, ARPUTIRNNNT Y KT
ER

&S Gratuitous ARP U I M\ w b &EARAL T, IP 7 RLUAAMEDRZ
FEEBLTOLDNESHZREOMILET, HDWVE. 1 VI T T —X(TEHES
NTWBRAMDARPF+ v 1TV NUEHOLIWUHFHEAAOHBERELET,

[L3 #8E | > [Gratuitous ARP] Z20 U vy I ULT, UTFDOD 1Y ROERRLF
ER

Gratuitous ARPZO—JULEE

IP Gratuitous ARP{AE & O =531

Gratuitous ARP (5w AT = OF =531

IP Gratuitous ARP Dad-Reply{ARE B * Z3

Gratuitous ARPEEHRRE OF =53] =3 piclz]
Gratuitous ARPE{SHE

I huisst:1

A57T—AR M ) |
vian1 0 B/E |
11 [ 1] =

5-78 Gratuitous ARP

[Gratuitous ARP 2 O0—NILERE | E7 3V Tl UMTOINSA—FZRET

SRR
NS X—5 e

IP Gratuitous ARP Gratuitous ARP U I X h/\y v N DREEBENEFEX
RRE CLFET,

Gratuitous ARP Gratuitous ARP #EED b5 v REEE B £ FEMICLF
kS v JYRRE CR

IP Gratuitous ARP IP Gratuitous ARP Dad-Reply IREEZBEME f[FEIHCL &
Dad-Reply 1A% CP

Gratuitous ARP Gratuitous ARP ZBRREEX B FcF\BICLE T, BE.
FUIRRE JATALFARPUITIRNNNT Y MDD ARP IV MY,

FERERT1TYFDIPPRUAD MAC 7 RUREEKRT DB
EBOARPUITIRNNGTY EHHD ARP TV MU DAHEE
BLET, COATYavERANT, ZELK Gratuitous
ARP I\ w MTEDK ARP IV b DEBEENE 2 FZHEMD
[CUZEFY, Gratuitous ARP V7Y Y —XIP 7 RLRIC
KO TEEEIN, Wy bATIVULTWS IPPRLURER
—[CRDFT,
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5.2 Gratuitous ARP

[BAE|RIVEIUy LT, BEERBRLET,

[Gratuitous ARP SRR | 7 ¥ 3V Tl TS A—9EBETE S

CB
NFA=5 B
EillE S [wERIvETVU Y I U, Gratuitous ARP XE-ER

FE #®) ZANLET,

[RE|RIVEIUYILT, IVFUDREERELET,
EROR—INBETDHER. R—IBEEEANL, [Go] RIVETUvIL
TREO~N—IICBHLET,
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5.3 IPv6 R1/\—

DU 1Y RIZREAWVT, IPv6 R1/N\—DFEZETL, REBERRLET,

[L3#EE ] > [IPv6 RT/N\— &Y v ILT UFOT 1Y FOERRLET,

IPVBF-A JI—SRE
SpFEmAMNG [T e RLR MACPRLR 112233 saraer | ;|
A 2427 T—RVLAN (1- - PE—
oo I C = [ o7 ]
I husgsti =507

P67 LA Uo7 LA e R ZE N

20171 11-22-33-44-AAFF vian1 Static Hik
" (1] [ em

5-79 IPv6 XA /\—

[IPV6 X1 N—BE | 73V TR UTD/IISX—9IEBETEET,

NSA=5 =
189771 —AVLAN VIAN 19T 1—RXIDZANLET,
IPv6 7 KL A IPv6 7 RLUAZANDULET,
MACZRL A MACP RLRZEANULET,

[@A|RIvEIUyILT, HLLWIYFUEBILET,
[BFE|RIVET Uy IUT, EELERREHCESVTIY FUERSRL,
=RULET,

[JU7 | RIVETU Y ILT, IBELERBCEI=EREI VP LET,
[27U7 | RIVETUYILT, TATHIAFIvIIVRUETUPLE
7,

[MIg | RIvET Uy IUT, EELETIY FUEMRLET,
EBROX—INBETDHEE, X—IBESEASL, [Go] KIVETUwIL
TREOR—IICBBLET,
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544971 —R 541 1IPv4(V9T1—2R

54 AV971—X

5.4.1 IPvA 128971 —2R

CDU1YROZRAWT, IPv4 19T T —ADFEZTL), REEBZRRUE
ED

[L3#EE > [TVITT—R]|>[IPVA1YITI—RA]|&TUvILT, UF
DY +1YROERRUED,

IPvdA 5 IT—X
AxgTT_AVANG0 [ ] [ == J[ == |
T hUEE:1
Soora vz | rriia e e |
vian1 Enabled 192 168.100.254/255.255 255.0 Manual Mo Up g Bl
" 1] [ e=

5-80 IPv4 1897 1—2R

[IPVA1289 71— 273 VTlRE UAFDONSA—SIZHRETEET,
NSA—5 =

15771 —AVLAN 1897 T—AVLAN ID ZAALEY, &A1 ~4094 T
ER

[@A]|RIVETUyILT, HLLWIY FUEBILET,
[BR|RIVET Uy IUT, EELERREHCESVTIY FUERRL,
=RUET,

[FE ]| RIVETUYILT, EELEIY MU OBREEFELET,

[HIEg | RIVETUIULT, EELEIY FUEMBRLET,
EBROX—INBETDEEE. X—IBESEANL, [Go] RIVETUwIL
TREON—IICBIHLET,
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544971 —R 541 1IPv4(V9T1—2R

[RE|RIVETUYILT, UFOY 1Y ROERRLET,

| 1PV 5T ABE | DHCPOSA 7> I
A5 —JT-2R lant
e
wE 2 v
PEE
PEHE
B7 RLR L - - - 1
AL L ]
5-81IPv4 1971 —R (REE. IPv4 1V T T —REHE)
[@E]2rya VTR UFONS A —9ERETEET,
NS XA—5 8=
1RRE IPv4 A 8 71 —Z2NQO7 O—NIVIREEEDEIFEMICL
F7,

[R2 | RIVvETIUYILT, BIOY 1Y RYCRDET,
[BA]RIVETUYILT, BEERBRLET,
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544971 —R 541 1IPv4(V9T1—2R

[IPEE] 7Y 3V Tl UTFO/NSA—IERETEET,

NSAX—5 8=

IP B 7535 IP 7 RLRORESHEEBRUET, BRTZERIUTDE

BT,

o [RIF49T]-THAIVITT—AD IPvd P RLRE
BERRENEANT « —IVRCFBHTANLET,

« [DHCP]-ZOA Y97 T—2M O—AlFRy FT—2T
[C#3 DHCP 4 —/\h >EEIMIC IPv4 BEEBEBLE

ER
IPPRLZR DAVITI—AD IPVA 7 RLRAZANDLET,
NAD CDAVITI—AD IPVAYTRY hYRTEAALET,
e DAV CDFATYavaEFVICUIBE. IPv4 PRURENR D%

THhYIVA VI T —RBEELTERLF T,

[@A|RIVEIUyILT, HLLWIY FUEBILET,

[MIg | R9vET Uy ILT, EELETIY FUEMRLET,
BHOX—INEHETDEEE. X—IBEEANL, [Go] RIVEIUwIL
TREDN—ICBHLET,

[DHCP 3147V | 97%0UvILT. UFDU 1Y RUERRLET,

IPva-A % I T—AE | DHCPS A 7> b |
HSADEFH O t6e8
KA CE—
vz [ Aoomnfn_V]EEn [V T

5-82 IPv4 197 x—X (fw&E. DHCP 7317V H)

[DHCP 731 Pk | €I 3 VTR UTFTDONSA—FZHETEET,

NS X—=5 B
I35 1D X5 ISR ID DXFFHZEZANLEYT, TOXFIF 32 XFFET
T, [16 EH | ATV avEBRLLBSE, 75X ID DX
Fo%E 16 EBFATANLVET, TOXFAE 64 XFET
THo ZNDINTA—FEZBWNT, DHCP discover Xvt—
M Option 60 DEE LTHERATINVI TSR D ZIEEL
9,
RALE RAMEZANLET, 2TOXNFIE 64 XFETTT, 2D
NS XA—F%ZFBWNT, DHCP discover X v 2—I TEET D
RAMEA T vavnERZEELET,
J—2 DHCP 7547V DU —RBEZEANLE T, BEICHU
TBIRTDIEDHTEET, TFAMRYITRICIE, V=X
HEZHHETANTEET, #HEIE 0~ 10000 HTY,
ZCHUT [BE]E[D)EBRIDIEHTEET,

179




6 L3 #eE
544971 —R 541 1IPv4(V9T1—2R

[BAE|RIVEIUy LT, BEERBRLET,
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542IPv6 12971—2R

542 IPv61V9T1I—2R
CDU1YROZRAVT, IPv6 19T T —ADFE=ZTL), REEBZRRUK
ER

[L3#EE]>[1VFTT—R]|>[IPv6 19 TI—R]|&2T7UvILT, UF
N1V RERRLET,

IPvGA >4 T1—A
IhU#E
e T S T S R
viani Disabled Up

B 5-83IPv6 19 T71—2R

[IPv6 129 T7I1—R | T3V TlE UFONSX—IZHRETEFET,

NSX—5 1=
185771 —AVLAN IPv6 Tk UICESEMITD VLAN T VST —R D ZAA
L&,

[BA)RIVZEIYYILT, HILLWIYMYZEBMNLET,
[BRE|RIVvEITUYILT, BEUVBRREHICESVWTIY MY ZRRL,
KRLET,

["E]|RIVEIVUYILT, TOIVMYUICETIFHMBERERRLED,
BROR—INEETDHERF. X—IBESEAAL, [Go]| RIVvETIUYIL
TRENDR—IICBELET,

[BESR ]| RIVETUYILT, UFOY 1Y ROERRLET,

‘ 1Pv6{ 25T T—2FE \ A 2HIT—AIPVEF KL AR DHCPVESSA P
AE—TJI—R vian1
IPVGIRRE L m [ wm |
ABT A wHIPVEF FLASE
LR — O ewes D usa-mn

5-84 IPv6 19 71— GHESR. IPv6 197 1—RHKE)
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542IPv6 12971—2R

[IPv6 19T I—AFRE | I3 VTl UTFTDNSA—-IZHETEFET,

NSAX—5 8=
IPv6 KRE IPv6 18 7 —AND7 O—/NIVIREEBME T IFEM(CL
E

[R2 | RIVvETUYILT, BINT«YRICEDET,
[ RIVvEIUYILT, EEERMLET,

[RF9T1vTIPv6 PRLABE | €T3 VTR, UTDNSA—F%EHET
R
NS A= BE

IPv6 7KL X CDIPV6e A1 VITI—ADIPv6 P RLRAZAALET,

* [EUI-64] (Extended Unique Identifier 64-bit) #>°
vavERERULES. EUI64 197 1—X D ZER
219 TIT—ATIPv6 PRUVRAERELEF T,

e [UvTO-HAI]FTYavERRULEE. IPv6 1Y
STI—AQVIJO0—AIWFPRUVLREHRELET,

[BA|RIVEIUYILT, BEERRLET,

[TY9T71—RIPv6 PRLR |97 TVUvILT, UTFDY 1Y RU%ZERR
L&,

Vo

1PVEA 5 I T —ZRE | v5IT—RPWTELR | AR DHCPVBH5A P>

T busst:2

Prizs s Pirriz I
Link-Local Address FE80::250:40FF:FE3C:7T83B f=1]53
Global Unicast Address 2017::250:40FF:FE3C:783B/64 (Manual-EUI) BB

n [ 1] [ ==
5-85IPv6 19 71—X GHlIBR, 1971 —X IPv6 7 KL R)

[KIg | RS V&I Uy IULT, EELETIY FUEMBRLET,
EBHOX—INEETDEEE. X—IBESEANL, [Go] RIVETUwIL
TREDR—ICEHLET,

182



6 L3 tae
542IPv6 12971—2R

[ZAN—BR]| 975Uy LT, UFO 1Y RyERRLET,

PG 97 T— RS A5 IT—AIPVET FLA A )R | DHCPVE 54 7>
NDZE
NSFSTR (0-4294967295) b Jzue

5-86 IPv6 19 7T —R (FHBR =1 /N\—&FHK)

[NDBE | 7Y a VTR, UFDNSA—9IEBETEET,

NSA—5 BE
NS RF= NS (Neighbor Solicitation) BEROEZANLET, &EISE
0~ 3600000 =U# (1000 Df5%) T, EBELIEEN
0DBE, IL—9(F 1 BEFEELET,

[BAE]RIVZEIUYILT HILLWIYMUZEBENLET,
[RE|RIVZETVYILT, BELEIVHMYDEREERELET,
BROR—INFETDHERE. X—IBESEANL, [Go] RIVETIUvIL
THENDR—IICBELET,

[DHCPV6 751 PV | 977Uy LT, UTFOY 1Y ROERRLET,

Pvb1 4T T—ASE AT T—APET RLA R \ DHCPVEIS A b
DHCPUBSS A7
DHCPV64T51 7 i
5T N O mezyh

5-87 IPv6 19 71— (FHESR. DHCPv6 7517V H)

[URS—k | RIVET Uy TILT, DHCPV6 751 P e BRL £ 7,

[DHCPV6 731 PV RERE]| VY3 VTR UTDONSIXA—IZHETEF
ED

NS A—=5 BE=
TS1F 2 NIRGE DHCPv6 7541 7Y Y —EREBWHIFEHICLET,
[BEIIv kA7 YavEBRUGSE. PRUIAERED
2 XAy E—IBMAERGTLES, @RIV ATV a v
Solicit XwE—JCEEN, 2 XV E—INVYRYIAT%
BRUET,
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5.5 IPv4 7T # L~ IL—b

CDU1YRIZRAWVT, IPv4 774 L MIL— b DFREZTL, REEBEZRRL
£

[L3 8 | > [IPvA 7T 2L I—k ] 2T Uy ILT, UFOD 1 Y ROERR

L&,
R EEEEEEE—————

1Pv45Zx kM~

FAA b=t

Febag B

TR 1

0.00.0 0.00.0 1.1.1.254 Ll

o] - [

5-88 IPv4 77 # L b JL— b

[IPv4 7 #IURI—b | B72 3V TR UTFONS X—9EBETEET,

NSA=5 =
el Sk e CDOIW—bDT—hDTAPRLURZANDLVET,

[EFE | RIvETUyILT, HLLWIY R UBBINLET,
[HB% | RSV ETUY ILT, ERLETY FUANBRLET,
BHON—IDEET 258, N—IYBSEANL. [Go] RIVETUYIL
TREOR—JCBBLET,
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5.6 IPv4 )L—kF=TIb

D1 YRIZAWT, IPV4IL—bT—TILELVBERZRRLET,

[L3#8E ] > [IPVAL— R F=T I ] 2TUvILT, UFOD 1Y ROERRL
E3
e

IPvalL,—+F )l
OBE O \ % ==
ijﬁﬂ 1
I T T = S 7P T 2
1010100 2552562550 Directly Connected
[i]] DD II EE FM

5-89 IPv4 IL— b T—=T)b

[IPVA L= F=T I | €723V TR UFONSA—IER/ETEET,

NS A—5 B=
IPPRL A B—0|Pv4 P RLURAEBRELUAALET,
XYRT—=TFPRL R IPv4 %w kT—0F RUREBRELIUANLET, 1 DH
(EA) DANT «—=ILRICRY NT—=0LT1vIR%EAN
AL, 22 &EH) ODABT s —ILRICRY NT—TOYRTD
EANUET,

[BR|RIVETUYILT, BELRREHICEINTIY N ERRL,

H=RUET,
[£8 ] RIVEIU vy ILT, ARETERTY FUETNTREL, FRLE
7,

BEOR—INBETDHERERE. XR—IBFSZANL, [Go]l RIvETIVUYIL
THEDR—IICBELFT,

185



6 L3 #eE
5.71Pv6 F7#ILHIL—k

5.7 IPv6 T7#ILEIL—k

CDT1YRIERBUT, IPv6 F74ILMIL—bDEBREETL., BEEBEBEZRRL

ECIN

[L3#8E]> [IPv6 FT 4L IL—k [T Uy I LT, MFOY 1Y RO ERR

L&,

I

IPv6T 7ML ML —

A AT A
A F T IPVEPEL R

THMEEREA

=10 Static No

T2t

o ]
3FET:1

[ w8 |

s |
n K [ s

2001:101::32

5-90 IPv6 7 # )L b JL—b

[IPV6 F 72N Ib—k | €73V TlR UTFOINSA—IERETEET,

NoA=5 B

IPv6 7PRL R/ CDI—bDIPV6e PRLRETLV T vIAEZADILE

TL71v IR 9o [T7#ILRIL—h | FTVavaEFVICUIEBS, 0D
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
6.1.4 CoS EEF1—IvEVD

6.1.4 CoSEEFa—-vVvEVD

CDT14YRIERBUVT, CoSEEF1— Vv EVIDHREATL. HEBEXR
INVER

[QoS] > [ BAXEE | > [CoS #EF1—TvEVT 127Uy ILT, UFD
Y1V ROERTLET,

I e = ——
e = N

= T B N
~ o W= 8]
- - “fl - -

B 6-4 CoS EEFa1—vvEVD

UTDNSA—IZH/ETEFET,

NSA—=5 =
F1—1ID Wi5dD CoSEICY Yy EVYTITEF1—IDZBRLET,
BRI DEDEE(IL 0~ 7 TI,

[BARIVEIUyILT, BENEERBLET,

194



6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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6 QoS (Quality of Service)
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Ea—]

X AE

TEFY,

NSA—=5

L

AT VavEBERULES, COT3ANYTICRAH
BETEFEA.

COATYavaBBRULBE, UTonwdThhzlno >
ANV T EBESEET,

ACL &7

CDITSAR YT EBET D7 I LAY A NBEZERS LUV
ANLFET, &R} 32 XFFTTT,

CoS VAR

CNTSAR YT EBET D CoS YR MEZRBIRBLU AN
LET, gEIZ0~7 T,

DSCP Uk

CNITSAR YT EBET D DSCP UR MEZBIRE LU A
ALEY, &EIE 0~ 63T, [IPVADH | ATvaviES
VICULTEBE. IPVAINNT Yy hDHFBESLET, BELRWVES
B, IPv4 & IPv6 DEADI/INT Y b EFEE UTERSICRD F
ED

BEEVYAL

CDITSAR YT EBETDBEEY A MEEZBIRELUA
HALET, 8 0~7 TT, [IPVADH | TV avES
VICUEEE, IPVANT y b DHFBEESLET, EELRLVE
&, IPv4 & IPv6 OEAD/NT Y hERBEUEBRECRDF
I IPVv6 VT Y FDBE. IPV6eANYITDRS T4 v ITTSR
DRLEAI3 EY MABEEICRDET,

70Ok

COUSAVY YT EBETZTON B ERRLET, 2
iR BfElE [ARP]. [BGP]. [DHCP]. [DNS]. [EGP].

[FTP]. [IPv4]. [IPv6]. [NetBIOS]. [NFS]. [NTP].

[OSPF]. [PPPOE]. [RIP]. [RTSP]. [SSH]. [Telnet].
HLV[TFTP] T

VID YRk

IS5AX v EBET D VLAN ID ZBREIUVUAALET,
HYNRYID TEHT D VLAN ID ZANT DH, Kfcld/N\1
TYREIDTVLAN ID DERZANT DI ENTEEHT, &
BEl& 1~ 4094 TY,

[BA]|RIvEIUYILT, BEABZERLET,
[RB M9 v%ZTIYvIULT, BIDD 1Y RIICEDET,
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o
6.2.7 SHRUY—
D1 Y RUZAWNT, ENRYY—DFREZTL), REEZRRLUET,
[QOS] > [ SERBE | > [ EWHRUY— 27U vILT, UFOW <Y RY%
FKRULET,
B e ———
| S~ R | 2w hEE
w2 — e [
i E— pi i st B E—
BarSTvoTsLay maer sy
et |
-
T husE: 1
(i (35| T AN X BAANS % | Bt 705775 | B> e comhee
Name 12000 10000 Transmit Transmit Disabled L #® |
n [ 1] [ ==

B 6-14 &RV Y — (v T)ILL— bERE)

[V DIl — 58

T IvavThR UTONSA—9EBTETEET,

NSA—=5 1=
SRRV —& ENRUY—Z2ZANLET,
FHL -k FHL—MEZADLUEY, &HEE 0~ 10000000Kbps

TY,

J—=RIN=AHAX

J=NIWN=R YA XEZANDLET, #EG 0~

16384Kbyte T,

BRAN—AHA1X BAN—ZA MBI XBEAALEFY, &EEIE 0~
16384Kbyte TT,

Confirm Action BPOVaVEBRULEY, BR7IYa v, &EO/N

Ty MU TRAID 7V avEEELES, BR70
VavEBEULRWESEDT 74 ILEDFP I avIid [EE]
TY, BRI DBEEUTOESDTT,

o BRE-IN\UvINEREELET,

e Set-DSCP-Transmit - /\5 v M CHL LY DSCP E%RE
UTEELE T, DSCPEERRSINIEANT «—ILRIC
ANLET,

e Set-1P-Transmit - /Y7 v MTHEFL L IEEE 802.1p fE%Z
W|ELUTEELE T, IEEE 802.1p BZRRSNIcAN
T4 —ILRICANDLET,

o EE- /NIy hEEELBVWTEELETD,

e DSCP-1PE&TE - /N7y MTHLLY DSCP fE& IEEE
802.1p E%ZEREL TEBELFE T, DSCPEL IEEE
802.1p BARRESNIANT 1 —URICAALET,
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NSA=5

BE

BaKsrovay

BERFZIYaVvERERLET, BBRFIVaViE, &

HIREBEL /Ny FMCHUTEITITDFP IV a V&R

LET, Y—UL—brRUS—TIE, BERE7ZIYaVEEE

LARMEADT 74V hOPIYaVid [ BEE] TY, BRY

DERUTOEHD T,

o BEE-I/I\TYMNERELET,

e Set-DSCP-Transmit - /V7 v M TH L L\ DSCP fB%S%3E
ULCGEELE T, DSCPEEZRRSNIEANT «—ILRIC
ANDLET,

e Set-1P-Transmit - /X v b (CHUL L) IEEE 802.1p E%
TWELUTEELE T, IEEE 802.1p lBERTRSNIcAN
71 —ILRICAALET,

o EE- /Wy b EEZEELBVWTEELET,

e DSCP-1PE&%E - /\7 v MCHF L LY DSCP fE& IEEE
802.1p fEZEREL TEELE I, DSCPEL IEEE
802.1p BERRENIANT 1 —ILRICAHALET,

ERBPIVay

EBRE7ZIYavaERLEY, EREBFZIYVaIVE. YV
TJIWL—=bRUY VT DBEBES FUBRBAD/IN—R M1 X
EBRITDN\T Y MCHUTEGTIDPIYavEEELET,
CIR & PIR MEAICEESLRI /Ny MWL TETT
270vavERBELEY, YT —rRUS—TE,
BREPIYaVvEEBELRVWESICY VI ILL—K 2 h
S—RUY—AERiSNET, YV—L—FRUB—TFE &
REE7P D >avEBELRWMEEDTIAILEPIYaviEk
BBEEPIYavCRDET, BRIDER>UTOESDT
ED

e BRU-UHFIYavERITUEEA,

o BE-NTYIMNERELET,

e Set-DSCP-Transmit - /\7 v MCHL LY DSCP BAEERE
LTEELFE T, DSCPEERRINIEANT « —ILRIC
ABDLFET,

e Set-1P-Transmit - /X4 v MU L) IEEE 802.1p E%
WEU TEELE T, IEEE 802.1p fBERRSNICAN
T1—ILRICAALETS,

o EE- NIy b EEELRULWTEELET,

e DSCP-1PE&%E - /\7 v MCH L LY DSCP fE& IEEE
802.1p EZHFEL TEBLE Y, DSCPfEL IEEE
802.1p BERRESNIANT 1 —ILRICAALFT,

Color Aware

Color Aware #EEZBME L EEHICLET,

» Color Aware W"E#RBE. WYY —I3 Color Aware
E—RTEMELE T,

* Color Aware MR ES,. YUY —I(E Color Blind
E—RTEMELE T,

[@A|RIVEIUyILT, HLLWIY FUEBILET,
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[EfR | R9vETUYILT, BELEIVNUZHIBRULED,
BROR—INEETDHERE. R—IBESEANL. [Go] RIVETUvIL
THENR—IICBELET,

2L—rBE]ITZIYYILT UTFOD 1 Y RDZERRLE T,
I ———

SN MR | W rEE |
Ry ]
CIR * (0-10000000) [ JT—2 EEEE (0-16384) [ ke
PIR * (0-10000000) [ keps E—2/1—Z | (0-16384) [ knye
T Eroz=s
mmrsza
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T hUSEH:1
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6-15 ENRUY— (2 L— hERE)
[2L—FERE]| BTV 3 VTR UTONSA—IEZRECTEET,
NSA—=5 B
SRRV Y -7 EHRUY—BZEANLET,
CIR CIR (Committed Information Rate) fBEANLF T, &

BEl&. 0~ 10000000Kbps TY o JE/NT Y b L— K~
Y—LU—hX=FUVYTDRIDE—=TVINTy T,
N—Z &SR N—ZXERBEZANLET, #HHEIE. 0~ 16384Kbyte T
T, N—XAMEREL. RODS—TVN\Ty bDIN=R b
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NSA=5

BE
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RPIvavEBRUEYT, BR7Ivavid &EDN
Ty MU TRATTD 7 IV aVvEBELEY, BR7Y
vavERELRWVEENT 74U DPIYa Vi [EE]
T, BIRTDEEUTDESD T,

o BE- Ny MEERELED,

¢ Set-DSCP-Transmit - /\7 v MCHEL LY DSCP BAEERE
LTEELFE T, DSCPBERRINEANT «—ILRIC
ANLET,

e Set-1P-Transmit - /X v ~THL L IEEE 802.1p B%
WEUTCEELE T, IEEE 802.1p lBERRSNIcAN
T1—=ILRICAADLET,

o EE- /N7y N EEELRVTEELET,

e DSCP-1PE&%E - /\7 v MCHF L LY DSCP fE& IEEE
802.1p EZHFEL TEBELE YT, DSCPfEE IEEE
802.1p FBERTRSNICANT 1 —ILRICANDULET,

Besrovay

BBIE7I7YaVvEBRULEY, BBR7ZI7YVa v, &
HIRZBEL /N7y MMCHUTEITIT D P IV a v EEE
LEd, Y—L—bRUS—TF BEE7ZIYVaVEEE
LBRWBENT 74 bDFPIYavId [ BE] TY, BRT
DERFUTOESEDTY,

o BE-NTyYNEEELET,

e Set-DSCP-Transmit - /\7 v MCHFHL LY DSCP BAEERE
LTRELFE T, DSCPEERRINICANT « —ILRIC
ANLET,

e Set-1P-Transmit - /X4 v b (CHEL L) IEEE 802.1p fE%
WELTEELE T, IEEE 802.1p BEEZRIRSNICAS
714 —=ILRICAALET,

o EE- /Ny b EEELRVTEELET,

e DSCP-1PE&%E - /\7 v MCH L LY DSCP fE& IEEE
802.1p E%Z&{EL TEBELE T, DSCPfEE IEEE
802.1p BERRSNICANT « —ILRICAALFT,
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NSA=5

BE

EREPIVay

BRE7ZIYavaEERLEY, ERBFZIYVaVE. YV
TWL— bRV YT DBES LURAD/IN—X b H 1 X
EBRID/N\NT Y MU TEITITDPIVavEiEELED,
CIR & PIR OmEAICESLAN > T2/ w MU TEITT
7TV avERBELET,

o YVIIL—bRUY—T], BRE7ZIY3VEEBEL
BRUWBEBICY YT —bk 2 A5 —RUS—IEENE
ED

o Y—UL—bRUYB—TIF, ERFFPZIY3aVvEEELRL
DT I IVNFP IOy a v BBl P Iy av(CiaDx
ED

BRTDERUTDESD TY,

o BE-/N\TyERELET,

e Set-DSCP-Transmit - /¥ v M THTL L) DSCP fB%E%%E
ULTEEBLE T, DSCPEZRRSNICANT « —ILRIC
ANLFET,

e Set-1P-Transmit - /Y7 v MTHFL LY IEEE 802.1p fE%Z
WELUTEELE T, IEEE 802.1p lBEZRRSNIcAS
T4 —ILRICABDLET,

o EE- /Ty b EEELRVTEELET,

e DSCP-1PE&%E - /\7 v MICH L LY DSCP EL |EEE
802.1p fEZEZEL TEBELE I, DSCPEL IEEE
802.1p BERRENIANT 1 —ILRICAHALET,

Color Aware

Color Aware #BEEBMEFEDICL X,

* Color Aware "EMWRIES. "UY—I(E Color Aware
E-RFTEELE D,

o Color Aware W75 4&. KU —I3 Color Blind
E—RTEELET,

[ RIVETUyILT, HLLWIYMUEBILET,

[HIg | K9 V&I U I LT, BELETY UEMRLET,
EBROX—INEET DHEEE, X—IBESEAAL, [Go] KIVETUIL
TREDN—ICBHLET,
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6 QoS (Quality of Service)
6.2.8 RUY—V v

6.2.8 RUI—Tv
ZOY 4V ROERVT, KUY—Ty TOREETL, BEEERRLET,
[QoS] > [ BERBE | > [HKUY—TvT | £T7UvILT, UFOY« YR

ERMULE T,
I ——

U Z— v THeREE
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bS 21w oRUS—
Hus—Ts 78 b2 7R =
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Av>—<v7e I
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" (1] [ em
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55337 I
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" (1] [ em

6-16 RUY—Y v’

[RUS— v TR /HIBR | B0 3 VTR UMTFOINSA—IZRETEE
ED
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RUY—IvIE ERETCFHIFRT 2R Y- v TE2EANLE T, BRI
32 XF&ETTY,

[EF | R9vETUyILT, HLLWIY M UEBINLET,

[HIF& | Ro V%I Uy ILT, BELETY MUENBRLET,
EHOR—INEET BB, X—IBESEANL, [Go] RIVET U IL
TREOR—IICBBLET,

[F5T49IKYUY— 723V TR UTONSA—IEBETEET,
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RUY—IvTE MUY= vITEZANLET, BRIl 32 XFETTI,
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[BA]RIVEIUyILT, HLLWIY MUEBNLET,
[POYavBE]|RIVETIUYILT, BELEIVNIDPIY 3 VERE
LET,
[RUY—]RIVETUYILT, $8ELETIY kU Police Action ZBEL
£,

[HIER ] RIVETUwILT, EELETY UEMNRLET,
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6.2.8 RUY—Y w7

EBHOX—INEETDHEE. X—IBSEANL, [Go] RIVEITUwIL

TREDXR—ICBHLET,

[POYavRE|RIVETIUvILT, UTFOD 1Y RoERRLET,
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FO2aAVRE
=30
S IEE
& Precadence (0-7) IPV4T3
DSCF (0-63) IPvdga
Co3 (0-7)
J\—RITFEa— (07)

6-17 RUY—N v (T3 VEE)

[POYavEE] Iy 3V T UFONSA—IERETEET,

DWTPIYavaEEFTLET,

NSA—=5 =
29 CDATVavEBERULES, U773 VERTLE
Bho
BE CDFATYavEBERUIGS, AV 7140 b—yav(CE

HEEE N7 ks OFBHREEZERLUEX T, &EHEE0~7 T,

[IPVA D# | 4T3 VEBRUIIES. IPvd DESENH
N—J&NFxd, BRURWES, IPv4 & IPve DA DES
ENRNY—TJ3NEd, IPv6 /Ny FDBE. IPv6 ANYID K
71w IIZANRLA 3 EY FHBRELCRDET,

¥7 DSCP INT Y b DF DSCP EEEIRL £ 9, &HEIE0~63 TH,
[IPVA D#H | 47 3 v EBRUIES. IPvd O DSCP DH
N—TJ&sNFxd, BRULBLEE, IPv4 & IPv6 OEHD
DSCP A Y—TJ&NZEd,

¥ CoS INT Y DF CoS BEEBIRLE T, &EHEIEZ0~7 T,

¥iCoS+a1— INTy hDOF CoS Fa1—EBEBIRUET, CNICEK>TITD

CoS Fa1—MBERNMNLEESNFT, RUY—TvITRrY
F7x—20EO70—(CBRATNTNDHEE, CoS+1—
DERER>EBCRDE A

[@R]RIvEIUyILT, EENSERALET,
[R2 ] RIVETUYILT, BIDD 1Y RICEDET,
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[ RUY—]1HRe>%EDTUv T, Police Action &L T [Police] Z#EEL T, U
TOU 1Y RUERRLET,

RUL—TwTE Name

HSAIwTE Class

Police Action
E=10]

o
FL— | * (0-10000000) [ keps
=L T=R P (0-16384) [ ke
BRI~ ML (0-16324) [ ke
EE ST uTFHLSY
sarosss
Color Aware
=3 pict=]

6-18 KUY —T v GRUY—. Police)

[Police Action] BT a3 TlE UTONSIA—-IEZRETEET,

NSA—5 B=

B ATV avEBRURES, COIVRUCKRUY—(E
ESNEE Ao

BE ATV avEBRURES. COIYMUCUTORY
Y—HENBREINE T,

L -k L — bMEZANDLE T, A 0~ 10000000Kbps
T,

J—=IVIN=AYAIRX | /—TIVIN—R YA XEEZADLET, &EEIE, 0~
16384Kbps T,

BAN—AMY1X BRN—ZA Y1 XEEANLET, &HHEIZ, 0~
16384Kbps T,

BENST1v D EEFITIEENS T vIPIVavERBRLUET, CDO7

Fovay Jvavid, BEONT Y MIHUTEGFTLET, BRI S
BELUTDEHD T,

e BEE-/N\TYMERELET,

e Set-DSCP-Transmit - /Y4 v S CHL UL DSCP B%RE
LTEELET, DSCPEZRRSNICANT + —ILRIC
ANDLFET,

e Set-1P-Transmit - /X7 v M (TH UL IEEE 802.1p E%
T|ELUTERELE T, IEEE 802.1p BEZRRSNIcAN
T4 —ILRICABDLET,

o EE-/N\TYREEBEULRVWTEEBLET,

e DSCP-1PE&E - /\7 v MTHFH L LY DSCP fEE IEEE
802.1p E%ZEREL TEBELFE I, DSCPIEL IEEE
802.1p lBERRENICANT « —ILRICAALET,
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BE
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LT IIBBRZIVaVvEERUET, COPTvavid
FEEIREZBBTIERD/NT Y MM UTETUET, &
RIBDERUTDODESD T,

BEE - \7y FERELET,

Set-DSCP-Transmit - /V7w MMTH L LY DSCP B%EERE
LTEELET, DSCPEERRSNICANT « —ILRIC
ANLET,

Set-1P-Transmit - /X4 b (CETL L) IEEE 802.1p E%
WELTEELE T, IEEE 802.1p EEZRRSNIZAT
71 —=ILRICAALET,

EE - N\ y b EEELRVTEELE T,

DSCP-1P 5&%E - /7 v M THT L LY DSCP fE& IEEE
802.1p E%ZH{EL TEBELE T, DSCPfEE IEEE
802.1p BERRSNICANT « —ILRICAALFT,

ERBFPIOvay

RTI2ERK 7P IV avEBRLET, CO7PIYa VIR
MED/INTY MMIRHUTEITLET, BRI DERUTOE
HHTY,

BRU-AHERE7IYaVvERTLEE A,
BEE-\Ty hERELET,

Set-DSCP-Transmit - /\’7 v M CH L L DSCP B% &% E
LTEBLE T, DSCPEZRRSNICANT 1 —ILIRIC
ANLZET,

Set-1P-Transmit - /7w M(TFUL LY IEEE 802.1p E%
WEUTEELE T, IEEE 802.1p BERRSNICAT
T4 —ILRICANLFET,

EE - Ny hEEELRVWTEELE T,

DSCP-1P 8&%E - /\'7 v M TH L UL DSCPEL IEEE
802.1p fEZ&&REL TEBELFE I, DSCPEL IEEE
802.1p BERTREINIANT 1 —ILRICAHNLET,
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Color Aware #eEEZBEMEEENCLE T,

BB S,. RUY—(E Color Aware E— R TEMEL &%
ED
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ED

[BA]RIVEIUYILT, EENSEERBLET,
[R2 | RIvETUYILT, BIOY 1Y RYCREDET,
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T UTFDD 1 ROERRLUET,
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E=10]
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CIR * (0-10000000) [ ko
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BE ST v BPOEY
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ANV CODFATVavEBERULES., COIYRUICKRYY—(E
RESNEE A,
BE CDATYavEBRRURES., COITYNUCUTORY
Y—RENBAEAINET,
CIR CIR (Committed Information Rate) BXANLEYT, &

NE VLU=t A=V ITDRIDE—T YN\ v~ T
9, &E(E. 0~ 10000000Kbps TI o

IN— MEESR N—RAEREEZANLET, NnlE. BFIO—T I\
vy hOYA4 XTI, &HEIE 0~ 16384 F0O0/V1 LT,
PIR PIR (Peak Information Rate) lBZANLEFT, Nl

Y—L—bX=FVVITD2BEEBDE—TYN\Ty T,
&3E (X 0 ~ 10000000 T,

E-oN-2+ E—ION—-XMEZANDLET, Nl 2BEEBD—T VN
Ty bDYAXTY, &#EEIE 0~ 16384 +0O/V1 ~TY,
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Jvavid, &EONTY MTHUTETLEYS, BIRTD
BRIUTDEEDTT,

BEE-)\Ty hERELET,

Set-DSCP-Transmit - /V7 v MMTH L LY DSCP BEZERE
LTEELE T, DSCPEERRSNICANT «+ —ILRIC
ANLET,

Set-1P-Transmit - /X4 v b (CETL LY IEEE 802.1p E%
WELTEELE T, IEEE 802.1p BEERRSNIZAS
714 —=ILRICAALET,

EE - N\ry hEEELRVTEELE T,

DSCP-1P 5&%E - /7 v M THT L LY DSCP fE& IEEE
802.1p E%ZH{EL TEBELE YT, DSCPfEE IEEE
802.1p BERRSNICANT « —ILRICAALFT,

H|EI oIy

RTIIBBERFIVavERBRUET, COFPTY a3V
BEARZEET 2RED/ Ty MW UTETLEY, &
RIDEFUTOESED T,

BE-/\Ty EREELET,

Set-DSCP-Transmit - /7y ~TH L LY DSCP B%E&E
ULTEELEFE T, DSCPEERRSNIEANT « —ILRIC
ANLFET,

Set-1P-Transmit - /X4 M T LU IEEE 802.1p %
HWELTEEBELET, IEEE 802.1p fEZRITSNICAN]
1 —ILRICAADLET,

EE- NNy hEEELRVWTEELE T,

DSCP-1P &% - /\7 v M TH L LY DSCP fE& IEEE
802.1p BZFREL TEELF Y, DSCPIEL IEEE
802.1p BERREINIANT 1 —ILRICAHNLET,

EREBrIvay
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REONT Y MMCHUTEITLUET, BRI ZEEUTOE
DT,

BRU-UbERB7ZIYaVvERGTLUEE A
BE-/\Ty hERELET,

Set-DSCP-Transmit - /\/7 v M CF L L DSCP {BE% &% 5E
ULTEEBLE T, DSCPEZRRSNICANT 1 —ILIRIC
ANLFET,

Set-1P-Transmit - /Y4 v M (THEL LY IEEE 802.1p E%
TWELUTEELE T, IEEE 802.1p lBEZRRSNIcAN
T4 —ILRICABDLET,

EE -\ b EEEULRBRVWTEEBLET,

DSCP-1P 8&%E - /\o v M THFL UL DSCP fB& IEEE
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CONSA—F(, [FORLI1T ] T[ICMP] EBRL
IS ENHFIRTETT,

ICMP Xy E—I9147

[$8E ICMP X vy E—Y5 47 | #BRLALSE, GET
% ICMP X v =991 TOREEANLET, 8EE 0~
255 TF, [ICMP Xy &—I917 | EBRULES, X v
- V91 TORENEBANSNET,

ZDNSA—F(F, [FORTI1T | T [ICMP] EEIRL
B EDHFIFRTETT,
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7.1.3 IPv6

NSA=5

BE

Ayg—Ia-NF

[#EE ICMP X vy E—Y917 | &BRLALES, ERT
BAYE—ITI— ROBEEANLET, BEIE0~255T
T, [ICMP X v E—Y9417 | BRBRLIIBE. Avt—Y
914 T ORENEBANSNET,

ZDINS A=, [ F7ORILIAT ] T [ICMP] ZERL
TBaNHFIFATETT.

DSCP

B35 DSCP EZEIRL &Y, BEIRT 2E(E. [default]

0). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] (20). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [af43]

(38). [es1] (8). [cs2] (16). [cs3] (24). [cs4] (B2).

[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] (46)

T,

o {BE-DSCPEZFHTHANTEEY, &#HHEIE0~63T
ER

o YAT -DSCPNYRIBEANLEFY, & 0x0 ~
0x3F TY,

FST719 00352

EST714v TS ABEBRELUVAANLEY, &#HEIFO ~

255 T9,

o YRT-bST4vIISANRITEEANLVLET, #HE
(& 0x0 ~ OxFF T9,

TCP 737

D ACL THHiiT D TCP 7572 BRLE T, BRI DE
(& [ack]. [fin]. [psh]. [rst]. [syn]. && TV [urg] T
ED

ZOINS A=}, [FO~ILI1T ] T[TCP] BBRL
fBEDHFATRETT,

Z0-3RJb

JO0-SNIVEEANLES, EEE 0~ 1048575 TT.
« YRT-70-3NIRIEANLET, &I 0x0 ~
OXFFFFF TY,

B RaEEE

O ACLIV—IVTERI ZE-EETDT 7 1 LOERIZA
NDLET, BHIE 32 XFETTT,

o3y

ZON— I TERTZPIVavEBRLET, BRT5E
B[ %0 | BLU[$ES | TF.

[R]RIVETUYILT, 91 F—RORDAT v T [CEHET,
[RE3]RIvEIUYILT, 91 ¥—ROBIORT Y FCRDET,
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7.1.3IPv6

FNDRFvTT) [R]RIVETUYITBE, UTFOY 1Y RUARTEN
£7,

ACLBEDrH—F

PLEAUR MO >> 1y A TORR > L—LOSGE >> BRL— MOER
EOR—PEFIEAVANMEALETH?

d-whk - #TH—F Flel
[1 v| [Giton v| [Giton v [in v
| B3 J1 &R J
7-11 ACLSREDV 1+ ¥—F (IPv6. XT v 3)
UTFDONSA -9 ZHBETEFT,
NSA—=5 8=

BtaR—b - 8THR—-b |ERIDIR—bZBRLET,
VZIc] FaEBRLET, BRI BER [In] 5LV [Out] TT.

[BE | RovET Uy I UCEENSERRBL, [ACLBEI H—R Y1
ROICRDET,
[RB2 | R9vETIUyILT, 91— RORINRT Y I ICRDET,
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7 ACL (Access Control List)
7.2 ACLPIEAUR

7.2

ACL PTEBBAVUAR

ZDT1YRIZAVT, ACLBLU ACL IL—ILDOFREZETL, FREEBZRTL
ECIN

[ACL] > [ACLPTERAURR | £TUvILT, UFOY 1Y ROERRLE
R

ACLFOEAVA

ACL 54T All v @ 1D (1-14999) [ ] OreLgm BE
el U E - ACLE
I e N N
SIP-ACL EEIP ACL Disabled [ =m |
2000 E-IP-ACL EIP ACL 10 10 Disabled E% B
5000 E-MAC-ACL IEEMAC ACL 10 10 Disabled #s i
2000 E-E-ACL Extended Expert ACL 10 10 Disabled #s B
11000 SPG-ACL EHIPVE ACL 10 10 Disabled #s i
13000 E-P6-ACL E3EIPVE AGL 10 10 Disabled #s B
" 1| [ em

SIP-ACL (ID: 1) Jb—Jb [ nongeour || mwnssur || L-lozE |

AT
P Foz3az

Permit any any

7-12 ACL7OERUR K

[ACL7TERAURR | 2723V Tl UTONS A—IERETEET,

NS A—5 e

ACLIAT BRTDACLII THEBRLET, BRTBEL [2]
[IP ACL]. [IPv6 ACL]. [MAC ACL]. &&U* [Expert
ACL] T

ID FOEAUZN D &#BRELUANLET, 8ER 1~
14999 TF,

ACL & FOEAUR NEEBRBLUANLE T, Bl 32 XFE
TTHe

[BFR ]| RIVETUvILT, EEVERREHECESNTIY FUERRL,
=RLET,

[ACLEN | RIV%ET Uy I LT, HFLWACLTOT 71 ILIY  UAEESHL
£7,

[FE]RIVEIUYILT, BELEIY FUOREERELET,

[HIg ] RIVETU Y ILT, EELETY M UEMRLET,
[AYVILTUP |RIVETUYILT, TNTOADVIBRETIUPLE
R

[AYYITUP | RIVETU I LT, BRLE ACL 707 7 LICESES
2HYVIEERETIUPLET,
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7.2 ACLPIEAUR

[JL—IL&ID | RE V&I Uy I LT, BRUIE ACL 707 7 1 LICHLL ACL

IW—ILIV bV ZEMNLET,
BEONR—INEATDHEERERF. R—IBSZANL, [Go]|NIvETIYUvIL
TREDR—ICBELFT,

[FE|RIVETUYILT, UFOY 1Y ROERRLET,

ACLFHEAUA N
R A ] LU R E—T T us
I kU6 [ acuem |
(o hcies | acsts e ooara| Arer | poeve R ||
1 SIP-ACL 1P ACL 10 10 Disabled  + | &m || em |
2000 E-IP-ACL ILEIP ACL 10 10 Disabled EE EliE
6000 E-MAC-ACL FL3EMAC ACL 10 10 Disabled =R EliE
8000 E-E-ACL Extended Expert ACL 10 10 Disabled EE EliE
11000  S-IP6-ACL EEIPvS ACL 10 10 Disabled EE g
13000 E-IP6-ACL LIPS ACL 10 10 Disabled EE EliE
11 (1] [ &m
S4P-ACL (ID: 1) Jb—Jb | nongesuT || avxssuF || L-lozE |

S—br A
-
10 i

Permit any any
[ 1 | [ em

7-13ACL 77 EAVUR b (RE)

[ACL7TERAURN | 723V TR UTFONS A—IEBRETEET,

NS X—5 B=
BBV -4V AFVIN— BRI VRFIN—FEANUET,
AT V= IRFVIN—DRATIITHZANLET, AT v I DE

BiE1~327T9, CNlE, =TV RFIYN—DRATYITH
Z#IBELET, T74INERE 10 TY, Te&ExldE, BD (R
Fv) BN 5 FRY—TYXFVIN—H 20 THIHEE.

ENLBEDY -5V ZXFVIN—[E, 25, 30, 35. 40D&ES

[ClRDFEY,
NOVTIREE NOVIREA T v a vEBNERIZEMNICLET,
ER COACL ICEEEMIFIDZATYavDiEREAALET,

[@F ] R9vEIUILT, BENSERRBLET,
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7 ACL (Access Control List)
7.2.1Z% |P ACL

7.2.1 = IP ACL

[ACLENM [ RIY (ACLPTEAVURAR U<V RD) #7UvILT, UF
N1V RERRLET,

ACL BT

ACLF 21 AL BN

ACL 247
ID {1-1899)

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

| Standard IPACL v |

|32 chars |

B 7-14 ACL7T7EAVUR L (ACLEN. B2 P ACD

[ACLZOEBAVANEN ]| I3y TR UTFONSXA—IZH/ETEFET,

NSA—=5 1=

ACLIA1T

ET D ACL Y1 T ZBRLE T, BIRT DEL. [1Z£IP
ACL]. [#53EIP ACL]. [1Z# IPv6 ACL]. [ #i3R IPv6
ACL]. [#:3%R MAC ACL]. & U [Extended Expert

ACL] T
ZOETIY3 VTR, B IP ACL DRESEICOVTHAL
F9,
ID B P ACL D ID ZASLET, BHEE 1~ 1999 TY,
ACL & ACL DERIZAANLE T, BRllF32XFETTT,

[BA|RIVEIUyILT, HLLWACLZOZ7 71 LAEBILET,

ZEEIPACLYO77AILEBRLUT[IL—ILEIT | R Y ([ACL7IEAVR
flDs2bD) 20Uy IULT UTFDD 1Y ROZERRLET,

ACL) =)l
ACLJL—JLEN

D
ACL &35
ACL 51T

FHIEY
EEPFELA

OF: 23

S—HLAFN- (165535 [ | (IEEENTLERA. SAFATERNCHDLTEY. )

B —— e —
e

4
SHP-ACL

EEIP ACL

o O ES

OF: 23

| B3 Il EE |

B 7-15 ACL77ERY RS (b—ILEM. ¥ IP ACL)
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7.2.1Z% |P ACL

[ACLIL—ILEN | BT 3V Tl UTDINSX—IZHRETEXT,

NSA—=5

2

Y= YRAFVIN—

ACLI=ILFYIN—ZFAALET, &EIF 1~ 65535 T,
ZDFYN=F BELRBWEE, BBERSINET,

Povay ZON— IV TERTZPIVaVEBRLEY, BRI SE
3 [ %3 | LV [{EE | TT.
V-2 Y- ABHEBRBLUANLET, BRI DERUTOE

B TY,

s FR-EBDYV—RANST v TZIDIL—ILDEHIC
fe> TEBL F 9,

o RAL -Y—ZAKRANIPPRUVRZFERSLUANLE
ER

e IP-[Wildcard] DEY b ¥ v T ZFBRALT, YV—XIP7
RLURDTIW—T=#ERBFIVCANLET, EvMMETIC
Mg DEY MMFEEEINET, Ev MEO [CHIST D
EvbEIFzvIInxd,

TARATAX—=23Y

T4 AT 12—y aVEBEREBRBLUANLEY, BIRY

DEREUTOEEDTY,

s FR-EFEDTARTARX—Y3aVbIT1vT%ZZD
W—IVDSFEICRE > CTEHIEL £ 9,

o RAM-TARAT 4 RX—Y3aVRAMIPPRLURZFRH
FUABDLET,

e IP-[Wildcard] DEY Y v T ZFBRALT. T4 AT«
X—=2aVIPPRULRADITI—T=ERBLVAALE
9, Ev ME1(CHNTDE Y bEFEEINET, Ev k
fBO LN TDEY MEFFTvIINET,

B RAEEE

ZOACLIV—IVTHERIIREERTOT 7 1 ILOBRIZEA
HLFT, BRIl 32 XFETTT,

[@A | RIvEI Uy ILT, HLLACLIL—ILEBILET,
[R2 | RIvETUyILT, [ACLPTERAYRL |1V RIICRDET,

237



7 ACL (Access Control List)
7.2.2 35K IP ACL

7.2.2  #3RIP ACL

[ACLENM [ RIY (ACLPTEAVURAR U<V RD) #7UvILT, UF
N1V RERRLET,

ACLF 21 AL BN

ACL & F | Extended IPACL v |
ID (2000-3999) [ |
ACL &5 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

B 7-16 ACL77ERUR b (ACLENM. 3 IP ACL

[ACLZTEAVANEN ]| I3V Tl UFONSXA—IZHRETEFET,

NSA—=5 1=
ACLI1T E T2 ACL YA T ZBRLE T, BRI DER. [FEIP

ACL]. [#35 1P ACL]. [#E IPv6 ACL]. [ 53K IPV6
ACL]. [ #5358 MAC ACL]. 8& U [Extended Expert

ACL] TY.
ZOtTY3a VTR KR IP ACL DBRESECOVTHEAL
F9,
ID #38 IP ACL O ID ZANLE T, EEE 2000 ~ 3999 T
ER
ACL & ACL DERIZAANLE T, BRllF32XFETTT,

[BA]RNIYZETVUYILT, HILWACLZOTZ 71 ILZEBNLET,
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7 ACL (Access Control List)
7.2.2 35K IP ACL

$13K IP ACL 7’07 7 1 JUEBRL T [ JL—IVigil ] RIY ([ACL PTERY R
N]osYRD) £#7UvILT, MFOD 1Y ROERRLET,

ACLJL—JLiBI

D 2000
ACL &5 E-P-ACL
ACL 51T Hi3EIP ACL
S—ELAFN— (65538 [ | (PEEESNTVERA. SATATERNCHDYTET. )
FOL3 ® ] £5
JOraLEAF TCP T Jess wREO0FR [ | I3RS
EEIPFELA
OF:2=¥ OF:= 3
_omar [ o [
EET 558
e [ e [
Wildcard I:l Wildcard I:l
B
{7~ Please Select v ]
[Please Select v || | (0-65535)[ Please Select v || | c0-85535)
-
[Please Select v || | (0-65535)[ Please Select v | | | (0-65535))
TCPOS4 ack fin psh st syn urg
IP Precedence| Please Select v i (0-7) | [ezz@oon [ ]
‘ ToS [Please Select v |@ (0-15)] |= 24 (0x0-0xF) l:l
DSCP (063) [Please Select v |i& (0-63)| ?zs@oeoon ]
2] 32 chars

I

7-17 ACL77EZRU R (b—IbEI. #i5R IP ACL)

[ACLIL—ILEN | BT 3V TR UTDNSX—-IZR/ETEXT,

INTXA—5 BE
V= IRAFVIN— ACLIV=IbF Y IN—%Z2ANULET, &HEIE 1~ 65535 T,
TOFYN—ld, EELRVMES, EEERSNET,
o3y CDIL=IVTEIFTITD7I7vavaBRUET, BRI DE
& [ %8 | 8LV [ BB | T,
O 17> 2ORIWIA7F7vavERRUET, BRI DEIE.

[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] (47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94), [PCP] (108).
[ 7O~V ID]. 8LV [BL]TT.

e {B-Z’ORIIWIDZFETANTEFT, &HHEGO~
255 T9,

e YR7-[7ORINVID]ATYavaEBRLUIE. F8
T7’ORJNRIEEANDLUE T, #HEE 0x0 ~ OxFF
T,

o TISTAVM-COATYavEBRULESE, N7y b
TSTAVR TV THEENE T,
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7.2.2 35K IP ACL

BE

V—ABEREBRBEIVUANLE T, BRI DERLUTOE
HEHTY,

FE-EFBODY—RANTT1 v I%ZDIL—ILDOFEHEIC
> TEHML £ 95

RAR - V=R PP RURAZFERELVAALE
EB

IP - [Wildcard] DEY k¥ v T ZERALT, V—XIP7
RURADOIW—T%EHBLUVANLET, EVMMETIC
WTdEY MEIEREEINET, Ev MEO [CHIBT D
Ey  NEIFzvIINEd,

TAATAR—23aY

TARAT 1 X—YaVBREEREIVUANLE T, BRT
DERUTOESDTT,

FR-FEOTA AT 1RX—YavVh3T1vI%ID
WW—ILDREICHRE> TEFHEL F T,

RAM - T4 RAT 4 RX—Y3aVRAMIP PR R%EFERES
FUANLFET,

IP - [Wildcard] nEY ¥ v TEFERALT, T+ AT+
Z—=YavVIPPRULRDTIN—T=2ERELUVAALE
I, EYVMET ICHRTDEY MIBEHEEINET, Ev b
fBO ICHISTDEY MEFFTvIEINFT,

Y —=2iR—b

Y—ZAR—MEZBRELUANDLEY, BRI DERELUT
NDEHDTY,

=-ACL FEELIcRN— ~BSOAERLE T,
>-ACLIEEULcR—FBESEIODAREVNVTNTOR—bH

AL,
<-ACLIBHEEUR—FBESEIDINSVWIRTOR— b
EERALET,

# - ACL [(EELTciR— hBESZR INTOR— b ZfE
ALET,

#E - ACL (FEEEANDEE SN —ZERLE T,
NART - ACL FEESNIYRT DEEADK— k=R
L&d, R—bYRITBERRSNANT « —ILRICA
HUEY, #EIL O0x0 ~ OXFFFF T,

ZDINSA—Fld, [FORTNSIAT ] T[TCP] £ld
[UDP] @R U 5B&0HFIRTETT.
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7.2.2 35K IP ACL

NSA=5

BE

TAAT1X—23ay
R—b

T4 AT 1 RX—Y 3 ViR— MEZBRELUANLET, &
RIDERLUTOESD T,

e =-ACLIIEERUR—bBESOHERLE T,

o >-ACLIEELR—FBESLIODRENINTOR- K

ZEALEXY,

e <-ACLIFEEULFR—FBSLDNETVWINTOR— K
ZFERUET,

o E-ACLIFEBELEKR—FBSERSINTOR—M%fE
BAUZY,

o Eif - ACL BEEARDEBESINIR— M EFERLET,

o YRAT -ACLIFBESINEIYRTDEHEANDR— k%= ER
LET, R— Y RIBERRSNICANT «—ILRICA
HUFT, &HEIE 0x0 ~ OXFFFF TY,

ZOINS5X—l, [FORIWI1T ] T [TCP] il

[UDP] Z#RL 13BE D AFIFTIRETY,

TCP 737

O ACL THHiTd TCP 750 %2BRLE T, BIRTDE
(& [ack]. [fin]. [psh]. [rst]. [syn]. &L U [urg] T
CB

ZOINS A=}, [ZO~LI1T ] T[TCP] ZBIRL
B EDHFIFATIRETT,

EEICMP Xvt—Y
517

BFITS ICMP X v t— Y91 T7EBRLET,
ZONSA—F(&, [FORLIAT ] T[ICMP] EERL
BB O HFIFRTETT.,

ICMP Xy E—985947

[{EE ICMP X v E—Y91 7 | #BRL LSS, ERT
2 ICMP X v E—I 91 TOBEEANLET, HER O~
255 TF, [ICMP Xy E—9917 | #BRUIBE. A v
-V T OREHEBHANSINET,

CONSA—F(, [FORLIT1T ] T[ICMP] EBRL
IBENHFIRTETT,

Ayt—I-NF

[#E% ICMP X v E—Y91 7 | #BRLAVSS, #AT
BXyE—YO— ROKEEANLET, @0~ 255T
T, [ICMP X v E—J917 | EBRULES, AvE—Y
91 TORENEBHANSNET,

ZONSA—FE, [FORLIAT ] T [ICMP] EERL
BN HRRTEETT,

IP Precedence

AT D IP Precedence lEZEIRL F T, FIRT DER.

[routine] (0). [priority] (1). [immediate] (2).

[flash] (3). [flash-override] (4). [critical] (5).

[internet] (6). &&U [network] (7) TI.

o {E-IP Precedence lBZFETHANTEET, &HEIKO
~77TY,

e YRA7 -IPPrecedence VRAIBEZANLZFY, &HEGE
0x0 ~ 0x7 TY,
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7.2.2 35K IP ACL

BE

ToS

AT 2 ToS (Type-of-Service) EZBRLE T, BRI D

f&l&. [normal] (0). [min-monetary-cost] (1).

[max-reliability] (2). [max-throughput] (4. &&LU

[min-delay] (8) T9,

o fB-TOSEZFHTHANTELY, HEIFO0O~15T
ER

o YRATU -ToOSNVRIEZANLET, #HEIE 0x0 ~ OxF
T,

DSCP

29 % DSCP lE%ERL &9, BIRT DMEIF. [default]

0). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] (20). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [afd3]

(38). [es1] (). [cs2] (16). [cs3] (24). [cs4] (32).

[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] 46)

T,

o {B-DSCPEEZFETHANTEEY, @#HAIEI0~63T
ER

o VAT -DSCPN¥RIBEZANLEY, #HFEIEOx0 ~
Ox3F T9,

FyRSEE

ZOACLI—IVTHERIZREEETOT 7 1 ILOERIZA
NDULET, BAHIE 32 XFETTT,

[@A | RIvETUyILT, HLLACLIL—ILEBILET,
[R3 | RIvEIUYILT, [ACLPIERURN |91V RICRDET,
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7.2.3 #Z4% |Pve ACL

7.2.3 B#E|Pv6 ACL

[ACLENM [ RIY (ACLPTEAVURAR U<V RD) #7UvILT, UF
N1V RERRLET,

ACLF 21 AL BN

ACL & F | Standard IPv6 ACL v |
ID (11000-12999) | |
ACL &35 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

Bl 7-18 ACL7T7EAVUR L (ACLIEN. #R% IPv6 ACL)

[ACLPOEAVANEN ] €73 VTR UMTFOINSA—FEZRETEET,
NSA—5 BE

ACLIMT ER T2 ACLIMTZBIRLE T, BIRT DB [Z£IP

ACL]. [#E35IP ACL]. [1{E# IPv6 ACL]. [ 535 IPv6

ACL]. [#3E MAC ACL]. 8&£U [Extended Expert

ACL] TF,

ZDETvavTI}, B IPve ACL MEREFIEIC DUV T

LET,

ID B IPvo ACLD IDZAALFT, &EIE 11000 ~ 12999

T,

ACL &5 ACL DERIZANLEFT, EHllE 32 XFETTT,

[ RIVETUvILT, HLWACLZOT 71 LEBNLET,

{5 |Pv6 ACL 7’07 7 1 UAEBIRL T [ JL—ILigHl ] K9 > ([ACL FIERY
AN ]D1VRY) #TIUvILT, UMFOD 1Y ROERRLET,
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7.2.3 #Z4% |Pve ACL

ACL) &7l
ACLJL—ILEN
1D 1
ACL &35 SP-ACL
ACL 54T EEIP ACL
S—GuAFN-(8s538) [ | (EEENTVERA. JATLASEENCEDETES. )
FHE OE = SE =
EEIPF LR
O O
__ onzr [ omzr [
wiocara [ ] wiocara [ ]

ss

| B3

B 7-19 ACL7T7ERUZ N (L—IUEN. &% IPve ACL)
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7.2.3 #Z4% |Pve ACL

[ACLIL=ILEN ] E7 23Tl UTDONSA—9%ZRETEET,

NSAX—5

=

Y= YRFVIN—

ACLIV=ILFYN—ZANLET, &A1~ 65535 T,
ZDFYN—F EBELRWEE, BEBERSINET,

PoOvay ZON—IVTEFT 27T v avERBRLET, BIRYT B
B[ %] 5LV [ BT | TF
V=2 V- EREBRBLUANLET, BIRTDERUTOE

HOTT,

s FR-FRDYV—ALST1vIZIDIL—ILORHEIC
fe> TEEL E I

o RAK -Y—=RRAL IPV6 P RV RAZERABLUANDL
EC

e IPv6-Y—XIPv6 PRLURABLVTL 71 v I AREZ
RRSNFEAAT 1 —ILRICANDLET,

TARATARX—=23Y

TART 1 Z—YaVEREBRELUANLET, BIRT

DERFUTODESDTY,

s FE-FEDTARTAR—Y3aVIIT1vI%ID
W—IVDRECR > TET@ELUET,

o IRAM-F1RTFT1xx—YavVikAb IPv6 PRL X%
BHLUAALET,

e IPV6-T A AT1R—aVIPv6 PRLABLUVTL
T1wI AREERRSINTEANT « —ILRICADLE
E

ST EE

ZOACLI—IVTHERIZREERTOT 7 1 ILOBRIZEA
HLFT, BAIF 32 XFETTT,

[&F | RI>ETUyILT, HLWACLIL—ILEBILET,
[R2 | R9V&ETUvILT, [ACLPIERAYRN | D1 Y RUICRDET,
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7 ACL (Access Control List)
7.2.4 #i5K IPve ACL

7.24  #iRIPv6 ACL

[ACLENM [ RIY (ACLPTEAVURAR U<V RD) #7UvILT, UF
N1V RERRLET,

ACLF oAU HEN

ACL & F | Extended IPv6 ACL v |
ID (13000-14999) | |
ACL &5 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

7220 ACL77EAU AL (ACLIENM. #hik IPve ACL

[ACLZOEAVANEN ]| I3y Tl UFONSXA—IZH/ETEFET,

NSA—=5 1=
ACLIAT ET2 ACLI M7 2BRLET, BIRT DB [ZE£IP
ACL]. [#53EIP ACL]. [1Z# IPv6 ACL]. [ #i3R IPv6
ACL]. [#:3%R MAC ACL]. & U [Extended Expert
ACL] T,
T3 TR iR IPv6 ACL DFREIACDOVNTE
BALEY,
ID 5K IPv6 ACL D ID ZAAULE Y, &iEE 13000 ~ 14999
T,
ACL &ff ACL DERIZANLF T, BRllE32XFEXTTI,

[BA]RIVETUYILT, HLWACLTOT 7 ILEBINLET,
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3K IPv6 ACL 7’07 7 1 JUABRL T [ JL—ILiEHI | RI > ([ACL PTEAY
AL]1D1VRD) Z7UvIULT UFOD 1 Y ROZERRLET,
T ——

ACLJL—JLiBI

o 13000
ACL &85 E-PE-ACL

ACL 54T F3EIPVE ACL

S—&IAFN— (65538 [ | (PEEESNTLERA. SATAFEENCIDNTEY. )

Fha=a, Of= 21 BES

JOraNEAT [fer [ Jwms wzsoewm [ | 75k

E&IPB T FLA

OF: 3 Of ;52

_ omar 2
EET FE5E
- TrE— - T —
TLosvora [T TLosvora [T
Eett-r
EET— [ Please Select v ]
[Please Select v || | (0-65535) [ Please Select v || | c0-85535)
-
[Please Select v || | (0-65535)[ Please Select v | | | c0-65535))
TCPOS4 ack fin psh st syn urg

® DSCP (0-63) Please Select 7| (053) [ ] wseesen [ ]
hSTrwoaS
soowen [ ]
s — T
J0—35%UL (0-1048575) I koo N
32 chars

SR

= || BB

721 ACL7Z7ERY X~ (b—ILEM. #h5R IPve ACL)

[ACLIL—ILEN | BT 3V TR UTDNSX—IZHRETEET,

NSA—5 S
V= YAFTVIN— ACLIW=IbFYN—ZAALEY, &#EIF 1~ 65535 T,
COFVN—IF BELRVNBE, BEEMINET,
Fovay COI—IVTEITITDPIYavEBRLET, BIRTDE
[ #T | BLV[ES] T,
panl )2k o) TORINIATATvavaBRUES, BIRTDER.

[TCP]. [UDP]. [ICMP]. [ 7Ok L ID]. [ESP] (50).

[PCP] (108). [SCTP] (132). B&LUV[#L ] T,

o {E-7OFIVIDAFHTANTEEY, HEIFZ 0~
255 TF,

e YR7-[FORINVID] ATy 3 VEBRLULE, F8
T7ON LN RIEEAALES, &EF 0X0 ~ OXFF
T

o TSTAVK - TOFTYVaVERRLESES. /STy b
TSTAVR T4 IWI UV THEENET,
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NSA=5 =

V-2 Y—ABHREBRELUANLET, BIRTDBEEIUTDE

BEODTT,

o FE-AFBDY—IANTT1vI%IDIL—ILDOFEHEIC
fE>TEHMIL F 9,

o RAKM-Y—RKRRAK IPv6 P FLRAEFERELTANL
£,

e IPv6-Y—XIPv6 PRLRABLUTL 71 v I ARE%:
RNSNTEANT « —=ILRICAALET,

FAARATAR—Y3aY TART 4 X—YaVEREBRELUANLEF T, BIRT

BEFIUTOESED T,

s FE-FEBDTARTAX—Y3aVIIT1vI%ID
W—IVDEEICRE > TEHEL £ 9

o RAL -F1RTF1RX—YaVRAKNIPv6 PR RA%fE
BHLUAALET,

e IPV6-TARAT1R—vaYVIPv6 PRUABLUTL
T4 v I ARBEERREINFEANT « —ILRICAALUE
ED

Y —2AR—bk Y—RR— MEZBREIUANLE T, BRI DERLUT
NDEHD T,

=-ACL [JEELIR—FBSOAERLET,

o >-ACLIMEELINR—FBESEIDRENINTOR— bk

EHERALET,

o <-ACLREEULcR—FBESELIDNSTVNINTOR—bH
AL ET,

o F-ACLIREELKR—FBSZERSINTOR—b%fE
ALEY,

o [ - ACL FEEADEEINR— M EERLET,

o VAT -ACLIFEEESNEYRTDEREADR— ~ ZER
LEYT, R— MY RTBERRINEANDT « —ILRICA
AL FT, #HEIE 0x0 ~ OxFFFF TY,

TIN5 A=, [FORILIAT ] T[TCP] £ild
[UDP] &R U 18 O HFIFREIETT,
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NSA=5

BE

TAAT1X—23ay

R—b

T4 RT 1 x—YaVih— MEEBIRELUANLET, &

RTDERUTDESDTY,

o =_ACLIFEBELKR—FBSOAERLET,

e >S.ACLIFEELER—FBSIDREVIRTOR—K
ZEALEY,

o <-ACLIFBELKR—FBSLDNTVITRTOR—b
ZFERUET,

o E-ACLIFEBELEKR—FBSERSINTOR— %
BAUZYd,

o Hi[H - ACL (FEHNDIBESINR— M EFRUED,

o YART -ACLIFBESINEYRTDEHEANDR— k%= ER
LEYT, h— MY RITBEERRSNIEANDT 1 —ILRICA
HAUEY, #HEE Ox0 ~ OxFFFF TY,

ZDINSX—FE, [ZOk L4 T | T[TCP] Field

[UDP] £BIR U= B& D H#FIFHTIEETT,

TCP 737

ZO ACL THHiT D TCP 7502 BRLE T, BIRTDE
(& [ack]. [fin]. [psh]. [rst]. [syn]. &L U [urg] T
CB

ZOINS A=}, [FO~ILI1T ] T[TCP] BBIRL
B ENHFIFATRETT,

EBEICMP XvtE—Y

517

BFITS ICMP X v t— 99 1 T7EBRLET,
ZONSA—F(&, [FORLIAT ] T[ICMP] EERL
BB O HFIFTETT,

ICMP Xy E&—985947

[{EE ICMP X v E—Y91 7 | #BRL LSS, ERT
2 ICMP X v E—I9 1 TOBEEANLET, BERE O~
255 TF, [ICMP Xy E—959 17 | #BRUIIBE. A v
- V91 T ORENEBHANSNET,

CONSA—F(F, [FORLIT1T ] T[ICMP] EBRL
IR E0HFIFRTETT,

XytE—yIJ—F

[{5% ICMP X v E—Y91 7 | #BRLAVSS, #AT
BXyE—YO— ROKEEANLET, @0~ 255T
T [ICMP X v E—U917 | EBRULES, AvE—Y
91 TOREIEBHANSNET,

ZONSA—FE, [FORILIAT ] T [ICMP] EBRL
BN HRRTEETT,
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BE

B9 2 DSCP BZBERLEY, BRI DMEIE [default]

0). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] (20). [af23] (22). [af31] (26). [af32]
(28). [af33] (30). [af41] (34). [af42] (36). [af43]
(38). [es1] (B). [cs2] (16). [cs3] (24). [cs4] (32).
[cs5] (40). [csb] (48). [cs7] (56). HLU [ef] (46)

T,

o {E-DSCPEZFEHTHANTEFY, #HHERF0~63T

ER
o YAT -DSCPN¥RIBZANULEY, hHEIE O0x0 ~

Ox3F T,

cST714vII35R

bST74v T 05 AEZBRELVAANLEY, &#EIIEO0~

255 T9,

o YRT -b3 T4V IISANRTBE=EANLEY, EHHE
(& 0x0 ~ OXFF T

70-5~ 70-S~IVEEANLET, HEE 0~ 1048575 TT,
e YR -TO-SNIRRTEANLET, BEIEOx0 ~
OXFFFFF TF
BRI ZO ACLIV—ILTERT 2 BREET 07 7 1 LOEFEA

AUEY, BHIL 32 XFETTI,

[@F ] RIvEIUYILT, FLWACLIL—ILEBILET,
[R3]R9v&TUvILT, [ACLPITERAYRL | D« YROIICEDET,
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7.2.5 ik MAC ACL

[ACLENM [ RIY (ACLPTEAVURAR U<V RD) #7UvILT, UF
N1V RERRLET,

ACLFZZEAUR MBI

ACL & F | Extended MAC ACI v |
ID (6000-7999) | |
ACL &35 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

7-22 ACL7T7EAURX K (ACLIEM. #hiEk MAC ACL)

[ACLZOEAVZANEN | 73y TR UTFONSXA—IZH/ETEFT,

NSA—=5 =
ACLY1T E T2 ACLI 1T ZBRLE T, BRI DER. [ FE£IP

ACL]. [ 53R IP ACL]. [#&# IPv6 ACL]. [#53% IPv6
ACL]. [#:3%R MAC ACL]. & U [Extended Expert

ACL] TF%
COwTya VTR, HE3E MAC ACL ORESEICDNTS
BLET,
ID 1138 MAC ACL @ ID #ANLE T, &I} 6~ 7999 TT.
ACL & ACL DERIZEANLET, &k 32 XFETTY,

[BA]RIVETUYILT, HLWACLTOT 7 ILEBINLET,

R MACACLZ’'O7 71 IbEBRLT[IL—ILEBIN | R ([ACLPIER
VAR D1V RD) 20Uy JULT UFDD 1+ VRO ZRRULE T,
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ACLJL—JLiBI

D
ACL &35
ACL 51T

65535)

THEE=

OXFFFF)
CoS
VID(1-4094)

e

PTATL O T RN TLERA. SAFAFESRCINSTET. )

EESMACT FL-A

OF:5=4 OF:5=4

EET 75
MAC [11-DF-36-4B-A7-CC MAC [11-DF-36-4B-A7-CC
o —Y517
EEr—H517 Please Select v

A—SRy bHAF O0-0FFFR) [
A — SRy bEATIRE (0x0- :l

6000
E-MAC-ACL
FFEMAC ACL

e FEAlO BE

RA B [11-DF-36-4B-A7-CC RA B [11-DF-36-4B-A7-CC

Please Select v | ¥4 (0x0-0x7) l:l
ot 1
0xFFF)

B2 ch:

=3 ER

7-23 ACL 77 ERYR b (b—IU0END. #hik MAC ACL)

[ACLIL—ILEN | BT 3Tl UTDNSX—IZHRETEET,

NSA=5 8=

V= VRFTVIN- ACLI=ILFYN—%EAALF T, &EIF 1 ~65535 T,

EELRWES. TOFYN—EBESEMINET,

FovaYy CDI—IVTEFTIDPIYVIVERERLET, BIRTDE

B[ %] 5LV [EE | TF

V=2

YV—ZAMAC 7 FLRABREERELIVUANLE T, BRT

DERUTOEEDTT,

s FE-ERDYV—ALST1vIZIDIL—ILORHEIC
> TEHEL F 9

o RAK-Y—ZARAL MACZ FLRAZANLET,

e MAC-YV—XMAC7RLUZXBELV Wildcard EZFRR
SNFANT 1 —IVRICAALE T,

FAAT1R—Y3Y TFTARAT1x—v3Y MAC 7 RURABREBIRSLUAS

LET, BIRIDERUTOESD T,

e FER-FEDTARTAR—YavVh3T719vI%ZD
WW—ILDSEEEICHE > TEELE T,

o RAM-F14 AT 14— aViRAM MACZ RUR&EA
ALET,

e MAC-T1RT1x—¥aYMACPRLRBELT
Wildcard BERRSNFANT 1 —ILRICAALET,

BET1-—Y9147 1—HYRYMIITFTVavEBRUET, BIRT DER.

[aarp]. [appletalk]. [decent-iv]. [etype-6000].
[etype-8042]. [lat]. [lavc-sca]l. [mop-console].
[mop-dump]. [vines-echo]. [vines-ip]. [xns-idp].
BLU [arp] T,
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7.2.5 #i5k MAC ACL

NSA=5

BE

=Ry LT

1 —Yxy FIAT% 16 BRETAALET, BER
0x600 ~ OXFFFF TF, [IBEA—¥917 | ROy TIDY
UZ N THEEDA —H Ry FI1TTOT 7 1 VEBR LT
55, B 16 ERENEBNCRRSNET,

YRy hFAT
R2T

1—HYRYNIAIITNVRT% 16 EBETANLET, &#HHEZ
0x0 ~ OxFFFF TY, [BEC—H9+147 | ROvI9ov U
ANTHEEDI—YRy I O07 71 ILEBRUIE
&, BYR 16 ERENEBNICERRINET,

CoS RT3 CoS EEBRL £, HEIE0~7 T,
« YR -CoSVRIBEANLET, HHEIE 0x0 ~ Ox7
T,
VID RT3 VLAN ID ZANLE T, 8EIE 1 ~ 4094 TY,
« YRT-VIANID YRIBEANLET, HEE0x0 ~
OXFFF TY
ERI%EE ZO ACLV—ILTERT 2 BREEET 07 7 1 LOEHEA

HLFET, B&AFIE 32 XFETTT,

[ RIvEIUyILT, FLLACLIL—ILEEMLET,
[R2]RIVETUyILT, [ACLPIERAURR | W1 Y RIICRDET,
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7.2.6  Extended Expert ACL

[ACLENM [ RIY (ACLPTEAVURAR U<V RD) #7UvILT, UF
N1V RERRLET,

ACLFZt AU MNEN

ACL &+ | Extended Expert Al v |
ID (8000-9999) [ |
ACL &5 32 chars |

Note: ACLEDMEHDFIEXFTRITNEZEDFEA-

724 ACL7T7ERXU XK (ACLEM, Extended Expert ACL)

[ACLPTEAUZNEN | £7¥ 3Tl UFONS A —9%BETEET,

NSAX—5 8=
ACLIAT E T2 ACL Y1 THBRLE T, BIRT DEE. [1Z£IP
ACL]. [ 53R IP ACL]. [#&# IPv6 ACL]. [#3% IPv6
ACL]. [ 53 MAC ACL]. &£ U [Extended Expert
ACL] TF
Dt arTE Extended Expert ACL DERETTEIC
DVWTHHAL T,
ID Extended Expert ACL @ ID ZANLF T, #HEE 8000 ~
9999 T,

ACL &7l ACL DERIZANLE T, &Rl 32 XFEXTTI,

[BA]RIZTIVUYILT, HILWACLZ O 7 ILZEMNMLET,
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7.2.6 Extended Expert ACL

Extended Expert ACL 7’07 7 1 JLZZERL T [ IL—ILiBIN | R9 > (JACL
POICAVAR D4V ED) 20Uy IULT UFDD 1Y ROERRLET,

ACUL—JLiEN
5000
EE-ACL
Exlended Expert ACL
(FEEENTLERA. JATLTERNICEDETET. )
o O EA
[ o) <=5 0earn [+ 59t
O3
Hie ey
TR
P
Wildcard Wildcard
WEMACT FL-Z
OF:5-4 wiEs
e OFRAL [11DF-38-4B-A7-CC FA I [11-DF36-4B-A7-CC
EET — FESE —
MAC  [11-DF-36-4B-A7-CC MAG  [11-DF-36-4B-A7-CC
Wildeard [11-DF-36-4B-A7-CC Wikdeard [11-DF-36-4B-A7-CC
EEH-
BEISTA— [ Please Select v
Please Select v | [ | (0-65535)| Please Select v | [ | i0-8s535)
FESET— | Please Select v
Please Select v | [ | t0-65535) | Please Select v | [ | (0-65535))
IP Precedence| Please Select v |iZ(0-7) TR (0x0-0xT)
ToS Please Select v |{E(0-15) TR (0x0-0xF)
DSCP (0-63) | Please Select v |iE (0-63)| TR (0x0-0x3F)
TCPIS4 ack (] fin [ psh [Jrst () syn [ urg
O T I— T N —
CoS Please Select v TR (0x0-0x7) |:|
.
E3 Il AR

& 7-25 ACL77EZXUZX b~ (b—JLEN. Extended Expert ACL)

[ACLIL—ILEN | BT 3V TR UTDONSX—IZHRETEET,

NS X—5 R
V= IARFVIN— ACLIV =LY N\—&ANULET, &HEIE 1~ 65535 T,
EEURWMEE, COFYN—RFESHERINET,
Fovay COIW—IVTEFTIDF7IVaVEBRLUET, BRI DE
[ # | LV [ES] T,
OIS POMINIATA TV avEBRLZ T, BIRTDEE.

[TCP]. [UDP]. [ICMP]. [EIGRP] (88). [ESP] (50).
[GRE] (47). [IGMP] (2). [OSPF] (89). [PIM]
(103). [VRRP] (112). [IP-in-IP] (94). [PCP] (108).
[ZORILID], B&LV[HL] T,

e {E-2’ONIJVID ZFETANTEFEY, HHEHIEZ O~
255 TY,

e YA -[ZORIWID]ATYavEBRLIE, F8
T7’'OMJWNRIEEANDLVET, &HElE 0x0 ~ OxFF
T,

o IJSOAVN-COFTVavEBRULES. YVorvy b
TITAVR TSIV ITHEENE T,
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NSA=5

BE

V=2 (IP7KRLR)

V—ABEREBRBEIVUANLE T, BRI DERLUTOE
HEHTY,

FE-EFBODY—RANTT1 v I%ZDIL—ILDOFEHEIC
> TEHML £ 95

RAR - V=R PP RURAZFERELVAALE
EB

IP - [Wildcard] DEY k¥ v T ZERALT, V—XIP7
RURADOIW—T%EHBLUVANLET, EVMMETIC
WTdEY MEIEREEINET, Ev MEO [CHIBT D
Ey  NEIFzvIINEd,

FARAFAR—YaY
(IP 7 KL R)

TARAT 1 X—YaVBREEREIVUANLE T, BRT
DERUTOESDTT,

FR-FEOTA AT 1RX—YavVh3T1vI%ID
WW—ILDREICHRE> TEFHEL F T,

RAM - T4 RAT 4 RX—Y3aVRAMIP PR R%EFERES
FUANLFET,

IP - [Wildcard] nEY ¥ v TEFERALT, T+ AT+
Z—=YavVIPPRULRDTIN—T=2ERELUVAALE
I, EYVMET ICHRTDEY MIBEHEEINET, Ev b
fBO ICHISTDEY MEFFTvIEINFT,

V—Z2 (MAC7KRLR)

YV—ZAMAC 7 FLRABREERELIVUANLE T, BRT
DERUTDESD T,

FE - EFBDY—RANT T 1 v I%&IDIL—ILDSFEHEIC
> CEHMEL £ T,

RAR -Y—XRA MAC P RURZEANDLET,
MAC -V —X MAC 7 RLRBE LT Wildcard EZFRR
SNFANT 4 —ILRICAHLEY,

FAAT1 R —ay
(MACZ7FRLRA)

TARAT1Rx—v3aY MAC 7 RURABREBIRSLUAN
LEd, BIRTDIEESUTOESD TS,

EFE-ERDTA AT AR—2aV 3719 0%ID
WW—ILDOREICRE > CTFHEL T,

RAL - T4 AT 14 RX—=Y3aViRAM MACP FLRXZA
NLET,

MAC - 74 AT 1% —Y3Y MACPZ RLRAB LT
Wildcard BERRSNIANT « —ILRICAALET,
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NSA=5

BE

Y —ZiK—h

Y—AR—MEZBRELIUANLEY, BRI DERUT
DEHED T,

e =-ACLIRMIEEUR—bESOAHERLE T,

o >-ACLIEELR—FBESLIODRENINTOR— K

ZEALEXY,

e <-ACLIFEEULR—FBSLIDNTVWINTOR—F
ZFERUET,

o £ -ACLIFEBELER—FBSERSINTOR— %
BAUZEY,

o Eif - ACL GEEANEBESNIR— M EERLET,

o YRT -ACL [FBESNEYRXTDEHFENDKR— b %R
LET, R—bYRIBERRSNICANT « —ILRICA
HUFT, &EIE 0x0 ~ OXFFFF TY,

ZOIS5X—l, [FORIWI1T ] T [TCP] il

[UDP] Z#R L 13BE D AFIFTIRETY,

FARAT1R—3Y
R—k

T4 AT 1 RX—YaViRk— MEZBREIUANLE T, 2
RIDEFUTDESD T,

o =-ACLIMEEUIR—FESOAHERLET,

o >-ACLIMEELIR—FBESLIDRENINTOR— K

AL,

o <-ACL[HEELR—FBESEIDNSNINTOR- K
ZERALET,

o F-ACLIRIEELIcR— FESZRSINTOR— h%fE
ALET,

o §E - ACL REBROEESNR— FEBELET,

o YR -ACLIFEBESINYRTDEFEANDR— k= EE
LET, K- hYRIBERTRSNEANT 1 —ILRIEA
ALET. BE(E 0x0 ~ OXFFFF TF,

TONSA—FF, [FORLIALT ] T[TCP] 1l

[UDP] £2RUBENAFBETETY,

EEICMP Xyt—o
517

FERTZ ICMP X v t— Y91 T&BRLET,
CONSA—F(, [FORLI1T ] T[ICMP] EBRL
IS ENHFIRTETT,

ICMP Xy E—I9147

[$8E ICMP X vy E—Y5 47 | #BRLALSE, GET
% ICMP X v =991 TOREEANLET, 8EE 0~
255 TF, [ICMP Xy &—I917 | EBRULES, X v
- V91 TORENEBANSNET,

ZDNSA—F(F, [FORTI1T | T [ICMP] EEIRL
B EDHFIFRTETT,
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NSA=5

BE

Ayg—Ia-NF

[#EE ICMP X vy E—Y917 | &BRLALES, ERT
BAYE—ITI— ROBEEANLET, BEIE0~255T
T, [ICMP X v E—Y9417 | BRBRLIIBE. Avt—Y
914 T ORENEBANSNET,

ZDINS A=, [ F7ORILIAT ] T [ICMP] ZERL
TBaNHFIFATETT.

IP Precedence

AT 2 IP Precedence lBZ#RL&F T, BRI DEI.

[routine] (0). [priority] (1). [immediate] (2).

[flash] (3). [flash-override] (4). [critical] (5).

[internet] (6). KU [network] (7) T,

e {E-IPPrecedence lEZFETHANTEFY, #HEIZ0
~7TY,

o YRAY -IP Precedence VA JEZANLET, #HHEE
0x0 ~ 0x7 T,

ToS

fEAT D ToS (Type-of-Service) BZBRLET, BRI D

fEl&. [normal] (0). [min-monetary-cost] (1).

[max-reliability] (2). [max-throughput] (4). &&UV

[min-delay] (8) TY,

o {E-TOSE%XFEHTHANTEFY, #HHET 0~ 15T
EB

o YRAT -ToOSNRIEZANLET, #HEIE 0x0 ~ OxF
T,

DSCP

£ 92 DSCP BEZBRLFY, BRI DB [default]

0). [af11] (10). [af12] (12). [af13] (14). [af21]

(18). [af22] (0). [af23] (22). [af31] (26). [af32]

(28). [af33] (30). [af41] (34). [af42] (36). [af43]

(38). [es1] (). [cs2] (16). [cs3] (24). [cs4] (32).

[cs5] (40). [cs6] (48). [cs7] (56). HLU [ef] (46)

T,

o {E-DSCPEZFENTHANTEET, #HEIF0~63T
ER

o YRT -DSCPNYRIEZANLET, #iFIE O0x0 ~
0x3F T9,

TCP 7357

ZO0 ACL TiHiis 2 TCP 757 = FIRLE I, FEIRT DB
(& [ack]. [fin]. [psh]. [rst]. [syn]. &L U [urg] T
ER

TOISA—FIF, [ZFORILIAT ] T[TCP] &BIRL
IEENHFIFETEETY,

VID

53 VLAN ID ZANLE T, @EIE 1 ~ 4094 T,
« YAT-VIAN D YRIBEANLEY, EHEIE0x0 ~
OXFFF T
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NSA=5 =
CoS BRI CoSfEZRERLE T, &EHEE 0~ 7 TI,
o VAT -CoSNRIBEANDULET, &iE(E 0x0 ~ Ox7
T,
FsReEEE O ACLIL—IV TR 2REEET 0T 7 1 ILDOERIZA
NDLET, &FHIE 32 XFETTT,

[&FA | RI>ETUyILT, HLWACLIL—ILEBILET,
[R3 | RIvEIUyILT, [ACLPTERAYRL |91 Y RIICRDET,
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73ACLAVITI—RAPIECRTIL=T

7.3

ACLAVITI—APIRARATIL—T

CDT1YRIZAWT, BEUVLR—bD ACL 77 EBRTIL—TDEREZTLN
HEEZRRLET,

[ACL] > [ACL T Y9 TT—RPIERATIL—T | 2TUvILT, UFOY1Y
ROZERRUET,

ACLA Y& IT—AFIRAIN—T
d=w b EEEA— BTH—~ Ale] FoLa HAT ACL &
K | [Ginon ~ | [Git/0n *| [In v | [Add v [iPacL v |[BRLT<EEY | [ |
I—w MEE
- 0w o wmr ]
R L S L
Gitior1
Gitioz
Gt/
Gitiod
Gitlos
Gitio
Gitiorr
Gitiors
Gitiorg
Gil/0/10

726 ACLAYI TT—RAFPTR/RRTIL—T

[ACLAYITI—RAPTEATI—T | €T3V Tl UFDNSX—9%H
ETEET,

NSX—5 e

BItAR— b - THR—~  |@AT3 K- EBRLET,

i FEEERLET, BIRYT BB [In] HLV [Out] T

FOvay BFTBFIVaVEBRLUET, BRTBER B ] &
V[ 4R ] T,

g1 ACLIATHBIRLET, BIRT BB [IP ACL]L [IPV6
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COU«YRYUEAWVT, SSHY—NIRTYavTF—TILEBRERRLET,

[EF2UF« ]>[SSH] > [SSH ¥ —N\%T2av | &7Uvy I LT, UTD
1Y ROERRLET,

SSHF—TIL

IxhuigEt: o

R L R N7 S
8-69 SSHY—/NNOxTv 3V
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8.16.4 SSH 1—H&&E

8.16.4 SSH 1—YE&=E
INT« Y RUEBNT, SSH1-YOREETL. REEERRLET,

[EF2UF+ ]>[SSH] > [SSH 1-¥BE] 27U vILT, UFOD <R

DERRLET,

SSHI—H3E

25 s
=70 e

I U

admin

T 7 S N7 TR

11 [ 1| =

8-70 SSH 1—H'8&E

[SSH 1—¥8/E | 7 av Tl UTFD/NSX—IEBETEET,

NSA—5 e

1Y% SSHI—¥7H9Y b DI1—YEEANLET., TNt 32
XFETTY,

A= SSH RIS EBRLE T, BIRT BMEIF [ /NRT—R ],
[ AR ]. BLU[RARR—Z] T,

F—T7AI [ AR ] £1F [ RAMAN—R | ZBRULBSICARRE
AALET, ThiE 779 XFETTY,

RA NS [RARAN—R | ZBRULBEICRR S EEANLET,
NiF 255 XFETTT,

IPv4 7 KL Z [RARA—R | ZBRULBAIC SSH I—FFHT VRO
IPv4 7 RLXEANLET,

IPv6 7 KL X [RARA—2R | #BRULBAC SSH I—FFHI VR0
IPv6 7 RLZAZAALET,

[@A|RIVETUyILT, HLLWIY FUEBILET,
BMONR—INEET DBEE, ~—IBSEANL. [Go] RIVETUwIL
TREDR—ICBILET,
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8.17 SSL (Secure Sockets Layer) 8.17.1 SSL 2 O0—/\ILE&RE

8.17 SSL (Secure Sockets Layer)

8.17.1 SSLoOO—/NILEEE

NI 1Y RIZEBWNT, SSL#EEECEEMITON TSI O—NILEEETTL.
NEEERRLUET,

[EFa2UFT«]>[SSL]>[SSLOO—-NILEE |27V v I LT UTDD 1Y
FOZRRLET,
e ——

SSLAO—/ULSE

SSLRRE

H—EARUz— ER
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s @ IAE O TSr~—bh+—
I7AILER
‘ TP AIVEER | BRENTVELA [(T7-NILEOEERIINS532EFTT. )
3 EE

A 2= bEI 7 IR

Note: 1 2= FENIET 7 (L ZEE T BRDICTF MILT AT LN—SICPIEATEET -

8-71 SSL7 O—NILERE

[SSLOO—/VLEE | £7vav Tl UTFONSX—95BETEET,

NSA—=5 1=
SSL JARE SSL #ae= 0 O—NILICENELEEHCLFT,
Y—EARU > — Y—ERRYY—BZAALET, BRllE 32 XFETTT,

[BAE|RIVEIUyILT, BEERBRLET,

[1YR—F TP TV a VT UFONRSA—IEBETEET,
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771 ILER PyIO-RI2T7IIITERRUET, BRTDME
F[EEEAZB | BLV[TFIR—FF—]TY, 77 1ILIA
TEERULCE. [BR])AYVEBLT O—AH)LIY
E1—9CHFEETDII7IILEBSRBLET,
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T71ILEB gild 32 XFETTY,

[ RIV&ETUYILT, SSL771IbEAVR—NLET,
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8.17.2 EES{L PKI FSARRIU ~

8.17.2 HES{EPKIFSAMRTIUE

DU 1Y RU%ZRAWNT, SSLEESME PKI (Public Key Infrastructure) b3 X b
1Y hDREETL REBERRLET,

[EF2UF« ]>[SSL]> [EELPKI FSAMKRIVE [ 27Uy ILT, MU
TOw« Y RYERTLET,

BE{EPKIFS A Rk > b

FSA R

FSA R
® T7AIZAT LA

T hUEE:1
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TP /UG 547 -
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SRR

| #= |

B 8-72 BBSIL PKI S X MRV E

[BSIEPKI FSARRIVE | €T3 VTR MTONSA—IERETEE
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NSA=5 =
FSARRIV B A YiR—bUTEEAE &+ — X7 (CEAEMITFTD SR MRA
Y DBRIZEAALEY, &A1l 32 XFETTI,
T7AIVY AT LINA MEAEBEF—XPDT 7AWV RAT LN REANLVET,
NRT—R TSAR—bF—%A ViRk— b U EZICBSLEZRIRT D
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TFTP Y —N\INXZAHLZE T,
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A VR— T DABHEDY 1 T ZBIRLE T, BRI DB

UFnEHBED T,

e 75 - CA (Certificate Authority) HEBAE &, O—Ah)b
MAESLVF—RFPEAVIR—bLET,

e CA-CAGIRENDHETVIR—EULFET,

e O—NI-O—-ANFREEF—XPDH%EA VR—IU
=

[BA]RIVZEIYYILT, HILLWIYMYUZEBMLET,
[BR]INIVZETVUvILT, BEUVABRRFHICEDVWTIV M ZREL,

KRULET,

[BI% | RSV ETUyIULT, 82LETY FUENBRLET,
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8.17.3 SSLY—ERRUZ—

ZDD 1Y RDZRAWNT, SSLY—ERRY Y—DHREETL REBERRLE
ER

[tEF1UF+]>[SSL] > [SSLY—ERKUY—]ETUvILT, UFDD+
VROERRUET,
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SSLY—ERRUS—

w054 o | @ [ .
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0TLs10
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() RSA_WITH_AES_128 CBC_SHA

(] RSA_WITH_AES_256_CBC_SHA

[ RSA WITH AES 128 CBC SHA256
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() RSA_WITH_AES_256_CBC_SHA?56

() DHE_DSS WITH AES 256 GBG SHA

(1) DHE_RSA_WITH_AES 256 CBC_SHA

(= ]

IYhUHE0

ty3av¥ryyad(L7?

873 SSLY—ERRYY—

[SSLY—ERRUY— | &7 va v TR, UTD/INSA—IERETEET,

NS AX—5 1

RUY—8 SSLY—EZRRUY—BZEANLET, BAElld 32 XFETT
ED

N=yay TLS (Transport Layer Security) ®/\—YavZBRLE
9. BRI ZMEE. [TLS 1.0]. [TLS 1.1]. HLV[TLS
12] T,

tyyvavkEryva Ty yavFryvyaDIALPIMEEANLET, HEH

FA1LFPI b & 60 ~ 86400 #TI, T7#I/LMTIE ZDE 600 F
T,

T+a1PL3AF TF1P SRRV ERBEANLE T, BRI} 32 XFF

RT1U bk TTT,

ESA1—h ZO7O0771IVICEENITDIESIM —~ZBRLET,

[@A|RIVEIUyILT, HLLWIY FUEBILET,
[BFE|RIVET Uy IUT, EELERRRHCESVTIY FUERSL,
=RULET,

352



8 EF¥alUT~+
8.17.3 SSL Y—ERRU—

[RE|RIVZETIVYILT, BELEIVHNYDEREERELET,
[HIBR | K9 v&ET Uy I LT, BELEIV MY ZHIBRLE T,
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9.1 T—=T Lz

9 OAM (Operations, Administration &
Management)

ZDT1 Y RUZAWT, BELR—rDT—TILEMHT AN ZmiBL. BR%Z
KRULET,

[0Amp17 TIBE | ZTUvILT, UTOD 1Y ROERRLET,

=T )L

Bt #TA-b

Git/0/1 v GitiN v ==
Gt 1000BASE-T Link Up
Git/03 1000BASE-T Link Down =

G HO0BASET  kDen - aur
Gi/0/5 1000BASE-T Link Down -
Gitnr 1000BASE-T Link Down
Gi1/0/9 1000BASE-T Link Down =

GO HO0BASET kD - AU

® 9-1 r—7 L
[7—TIBH | 723V TR UTONSA—9%BETEET,

NSA—5 =
FtaR—b - #8THR—-b | ERITDIR—bEBRLET,

[FAN | RIVETUYILT, EELLK— N Tr—7 VBT X k%68 L
9,
[2TUP | RIVETUYILT, TNTOT—TILBKiREET U7 LET,
[FUP | RIVETUYILT, BELEK— DT —TILBHREREIU 7L
7,
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DDM (Digital Diagnostic Monitoring)

9.2.1 DDM &E
ZOU 1Y RYUZANT, DDM #EECBIEN TN TV T O—/NILERES LU
BELIIK— D DDM ¥+ v hID Y DOREETL), BEBERTLFT,

[DDM] > [DDM&BE | 27Uy 7L T, UTOY 1Y RERRLET,

DDMAO—/) ULZEE
Sy, — I E—SUS SwIFsS—
Zj// JEZFUAL NSV ITS o E3 =
S — IE=SU SwFId—=
I\j// JEZFUAA ST o E3 = &R
4 =1
DDMZ ¥ MM EGE
S~ ETH—~ R vy ST
[Giton v [Gitm ] [ Disabled v | [Alarm  v] &R
I - S 7
Git/0/21 Enabled =L
Git/0/22 Enabled =19
Git/0/23 Enabled =19
Gil/0/24 Enabled B
Tel/0/25 Enabled 2L
Tel/0/26 Enabled B

9-2 DDM &&=

[DDM 2 0—-NIVERE | E7 3V TlE UTFTONSA—IZH/ETEFT,

NSA—5 BE
FSVYV-NEZIVUIT | b I VY—NEIIVUVITPSI—LNI YT OEREEZEWNF
cSwIFPS—L felFEZCLET,

RSVI—NEZIVID | SV Y—NEZIUVITT-ZVT NSy TDOEREEZEY
cSwIO-ZV0 KR>EHCLET,

[BF | RovETUyILT, BEERRLET,
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9.2 DDM (Digital Diagnostic Monitoring) 9.2.1 DDM &%

[DDM ¥+ v kI VEE | 7 v 3V TR UTD/NSA—9EBETEET,

NSA—=5 =
FtER—b -8 THR—-b  |ERITIR—bEBRLET,
KRE BELUTcR— b DDM #EEZ B X FERICL E T,
Yy hIOY Yy YU VEHFERIRLE T, BIRIDERUTOES
nTY,

o PS—L-BEINTVDI7PS—LREHEEZBIES
CR—hZY+y 9DV ULET,

o T—ZVJ - EBEINTVBT—_VIRESHE%BZ -
BEICR—rEY Py IOV LET,

o BU - BESEEEBIHESHCERRL, "—h%E
ey IOV ULERA, INET TN ATYI VT
EP

[BF | RovETUyILT, BEERRLET,
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9.2.2 DDM iRERIBRE

9.2.2 DDM izERfERE

ZDU1YRUZAVT, BELR— b0 DDM BEREOREZITL. REE
ERTLE T,

[DDM] > [DDM BERMIESRE | 27U vy 7LT, UTFOY 1Y ROERRLE

DDMIEREEMESRE
b 7o 5rT 8 (-128-127.9%6)
[Gion v [Add v|  [Low Alarm ] JE=s: [
_— F5— IR (SE) T—=4 LR (B) T2 FR () F5—LFR (B
Git/o/ 78.000 (A) 73.000 (A) -8.000 (A) -13.000 (A)
Gil/o/ 78.000 (A) 73.000 (A) -8.000 (A} -13.000 (A)
Note: ++- PS5 —L LB, + D~ = AL, - D=V TR, ~ 75— LTI
A BIESSIE B ENE L

9-3 DDM RERIERE

[DDM RERMERTE | E7 3V Tl UMTONSA—IZRETEET,

NS x—5 =

R— b BETHR— M EBRLET,

PIvav EFTBFIVaVERRUET, BRI DB [BN] B
U] T

g47 BEMENY 1 TEBRLEY, BRIBMER [FS5—LT

R [7—=YOFR] [PS—LER] BLU[T—2=
VT LR] T,
& BEEASNLET, @HE, 128 ~ 127.996 CTT,

[BA|RIVEITUyILT, BEERBRLET,
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9.2.3 DDM EXRIBERE

9.2.3 DDM ZEXRIfERE

ZDU1YRUZAVT, BELR—bO DDM EXRENREZITL). REE
ZRRUET,

[DDM] > [DDM SERMIfESRE | 27U v 7L T, UTFOY 1V ROERRLE

DDMERBEIESE
R—k FoIa HAT {& (0-6.55)
[Gition v [Add v]  [Low Alarm v \% ]

I S e 7 T T NI
Gt/ 3700 (A) 3.600 (A) 3.000 (A) 2.900 (A)
Git/o! 3700 (A) 3.600 (A) 3.000 (A) 2.900 (A)

Note: ++: FS—AL LR + -2 LR, - -4 TR, - 75— ATIE

A BIEN'EE FESENE L.

B 9-4 DDM EXEHERRE

[DDM EERIESE | t7 > 3V TR, UTD/INSX—IEBETEET,

NS x—5 e

R— AT BHR— N EBRUET,

Fovay TP IVaIVERRLET, BRTSER BN ] H&
C[HIg ] T

§47 BEBENT 1 TEBRLET, BRTBEE, [PS—LTF
R [T-ZVITFR] [PS—LLR] $&0[7-2=
VT ER] TH,

f BEEANLET, BEE 0~ 6.55MIL~TT,

[BA|RIVEIUYILT, BEERRLET,
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9.2.4 DDM )\ 7 A EiREREERE

9.2.4 DDM /\A1 7 AEEHETE

:@rJ«yP‘rj&ﬁﬁL\t BEURKR—bO DDM /N1 7 AEBRBEDEREXTT
\, REEBEERRNUET,

[DDM] > [DDM /N1 7 AEBREHERE | #27 U v I LT, UTFDDU 1V D%
K®RULED,

DM 7 ABHEENBEE
=t FHS AT & (0-131)
[Gion v [Add v|  [Low Alarm ] Jma

piclz]

_— F5—A LR (mA) T4 R (mA) T——> 4 FR(mA) ¥5— 1 FHR (mA)

Gi/o/ 11.800 (A) 10.800 (A) 5.000 (A) 4.000 (A)

Gi/0/ 11.800 (A) 10.800 (A) 5.000 (A) 4.000 (A)
Note: ++: 7S—LER, +:  D—=JLR, - D—=2JFR. —: 75— LATE

A BIEN'EE FEEENF L.

9-5 DDM /\ 1 7 AERBRMBERE

[DDM /N1 7 AEREESEE | E7 >3 VTR UMTONSA—IZRETEEX

NS x—5 e

R— AT BR— N EBRUET,

Fovay ETTEFIYaVERRUET, BRI MBI [BN] B
U[HIg ] T

g4 N1 P ABREENT 1 TEBRLET, BRTBEE [P
S—LTFR] [7-ZVITFR] [PS—LLR] &0
[ 7—=v7LR] T,

f BEEASNLET, BEE. 0~ 131mA TT,

[BA|RIVEIUYILT, BEERRLET,
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9.2.5 DDM XES/\T—RBEFRE

ZG)’?«‘/I\‘"?’HHL\"C BEUR— MO DDM EEX/NNT—BREDREXTT
\, REEZERRLEXT,

[DDM] > [DDM ZEEHK/N\NT —EHERE | Z27Uv I LT, UTFOU 1V D%
K®RULED,

DOMiEE/ (D —ElESE

=k FHIa AT St {E (0-6 5535)
[Gition v [Add v [Low Alarm v [mw v [ [

Git/or 0.832 (A) -0.800 (A) 0.661 (A) -1.801 (A) 0.316 (A) -5.000 (A) 0.251 (A) -6.002 (A)
G0/ = = 0.832 (A) -0.800 (A) 0.661 (A) -1.801 (A) 0.316 (A) -5.000 (A) 0.251 (A) -6.002 (A)
Note: ++: 7S—LER, +:  D—=JLR, - D—=2JFR. —: 75— LATE
A BIEN'EE FEEENF L.

B 9-6 DDM XfE¥/ V7 —BRIERE

[DDM S{E5%/ {7 —BRBISE | 7 v a v Tlt. UTFONSA—9%BETEE

R
NS %—5 =
R—h BETHR— FEBRUET,
PIvayv =TT FIvaVvERRLET, BRI HMEE [BI]5&
U ] T
g47 EENT—BECS( TEBRUET, BRI BMER. [7
S—LFR] [7—-ZVI TR [P5—LLER] LU
[ 7—=vDLtR] T,
EHEL BHBOIERRLET, BIRT BB [mW] H&£U [dBm]
<7,
& EEEANLET,
o BRMEE mW BITIEET 258, SHIE 0~
6.5535mW TF,
. BIME% dBm BAITEET 35S, 8EE 40 ~
8.1647dBm TF,

[BA|RIVEIUyILT, BEERRLET,
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9.2.6 DDM Z{EA/ T —FHBESRE

9.2.6 DDM RE¥/\V—RBEFRE

ZG)’?«‘/I\‘"?’HHL\"C BEUR— MO DDM Z2EX/NNT—BREDREXTT
\, REEZERRLEXT,

[DDM] > [DDM ZEHX/N\NT—EERE | Z27 U v I LT, UTFOU 1Y D%
K®RULED,

DDMERE/ I —EESE

=k FHa AT St i (0-6 5535)
[ it ] [Add v [Low Alarm v [mw ] [ | mw

piclz]

I S N Y =T = W
Git/o/ 1.000 (A) 0.000(A) 0.794(A) -1.000(A) 0.016(A) -18.013(A) 0.010(A) -20.000(A)
Git/o/ = 1.000 (A) 0.000(A) 0.794(A) -1.000(A) 0.016(A) -18.013(A) 0.010(A) -20.000(A)

Note: ++: FS—AL LR + -2 LR, - -4 TR, - 75— ATIE

A BIEN'EE FESENE L.

B 9-7 DDM 253/ V7 —BRIERE

[DDM ZHE/ {7 —BRBE | 7 v a v Tk, UTFONSA—9%BETEE

R
NS %—5 =
R—h BETHR— FEBRUET,
PIvayv =TT FIvaVvERRLET, BRI HMEE [BI]5&
U ] T
g47 SENT-HENT 1 TEBRLET, BRI BER, [ 7
S—LFR] [7—-ZVI TR [P5—LLER] LU
[ 7—=vDLtR] T,
EHEL BHBOIERRLET, BIRT BB [mW] H&£U [dBm]
<7,
& EEEANLET,
o BRMEE mW BITIEET 258, SHIE 0~
6.5535mW TF,
. BIME% dBm BAITEET 35S, 8EE 40 ~
8.1647dBm TF,

[BA|RIVEIUyILT, BEERRLET,

361



9 OAM (Operations, Administration & Management)
9.2.7 DDM IR&ET—T'IL

9.2.7 DDM R&ET—2')b
In 1Y RUEANT, DDMRET—TILEBRERRLET,

[DDM] > [DDM KEF—TIL | #TU v ILT, UFOY 1 Y ROERRLE

DDMREF—T L

I huist:o

- —

Note: ++: FPS5— /[ kR, +: J—_A LR, -: J——JFIR, —: 75— LATE

9-8 DDM RET—T )L
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9.3 Ethernet OAM 9.3.1 Ethernet OAM &%

9.3

9.3.1

Ethernet OAM

Ethernet OAM %7€

D1 YRIZERANT, =YXy b OAMEREZRRLE T,

[OAM]>[ 1 —#=%v k OAM] > 27U v ILT, UFDOD 1Y ROERRL

EER

=

Atk hoAulEE

g
BTA-R G |
@A
TR G v
nnnnnnnnnnn
1000 frames
mmmmmmmm

99 1—H¥xv bk OAM

NSA—=5 =
Btat— 19 —xv bk OAM FHEDRLE / #TR— b ZRK
&T7R—k LET,

(1¥9—%v ~ OAM
S5 ) IREE

19—y OAM REDER / BHERRLE T,

E—-F 45 —%vy k OAM E— R Active/Passive &=L
F9, 774N Active T,
PDU 1 WEICEESIND OAM PDUs DEBEAKEZRRL &
W (HER) A
(&FE: 1~10) F74ILE1TS
RIS OAM PDUs #%Ed 2R ERREN B TRRL £
T, (EE: 1~ 108)FT4IME 1 HTT,
IDZEEIN OAM T34 PV DI A L7 MEERRLUET, (&
FUk B:2~30%) F74IMI5HTT,
LEWME(T) TIREEEZBRCRCR—bDPIY 3 vERRUE

rovayv

ED
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NSA=5 =
RAT2MEE Dying-Gasp ZERICA VI —TI—R%&EY+ Y T
Fovay VEBEERRULET,
B — UE—MIL=T Ny DD /&7 R—hERRLE
RYR—k RS

(YE—HIL=T1Ny
7)
IRRE

UE— ML=y JDEA (Support)/ #7 (No
Support) ZRRLE T,

S1LF7Th

VE—RIL=TNYIDIALTP I EBELET,
(EE 1 ~10%) TI74ILHE10MTY,

FgER— b

Uy DEZY—DRIER— b /& TR—hZERRLE

BTR—k ER

(UYTEZY) UV JEZY—MDFAE (Support)/ #7 (No Support)
IRRE ERRUET,

JL—LTS5— IS—JL—LQLREEEZIEELET, (E8HE: 1~
LEWME(F) 65535) 77 #JUNIE none TY

JL—LIZ— I5—JU—LDOTREEZRRLET,

LELME (1) (& : 0 ~ 65535) F7#INE 10 T,
JL—LIS— I5—JL—LZEADYITDHEDD « Y ROHAX
DAV KRD

ERRLET,

(%0ER : 10 ~ 600 = U ) BEMBIE T UHKE 100 8
TELLBOICRDET, FT74IUME 100 SUBT
EP

[BF | RovETUyILT, BEERRLET,

NS AX—5 1=
ZFEIL—LCRCT CRCIS—DHZDIS—TU—LDEED LREEZRRL
S—LEWME(D Y, (#HEIX1~65535) T7=4I)UhIEnone TI,

ZETIL—-LCRCI
S—UELVE ()

CRCIS—0#H3IS5—7L—LAQREN TREBEERTL
=9, (88 0~ 65535 FI4IIE 1 TH,

RIEIJL—LCRCIS—
LEWMET 1V RD

R— UV THEOY 1+ ¥ ROt A ERELET, (88 : 10
~1800) F7#IL NI 100 TF,

[BA]RIYZETIVUYILT, BEEZRBRUEY,
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A=tHky FOAMAT 52

. = s
G WL
——__—Ew  —
(m[w]
——__—— ]

_—__
B 910 1 —Yxv k OAMXAT—9 R

[BE | RIVETUYILT, UE—ML—TN\Ny IABBLET,
[l RIVETUYILT, UE—ML—T NNy TEBBLET,
B2l | R9 &I Uy ILT, Ethernet QAM DEETEIBHRZ R RU £ 9,

—
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9.3.2 t&HIEHR

9.3.2

R AR

CDU1YRIZRAWT, 41 —Y Xy b OAM DREBHRZFRRL T,

[OAM]>[Ethernet OAM] > [RHEER] 27Uy I LT, UFOD« VR

DERRLET,
I T O 7 S R
Gt Dised -
Gl Disshed
GliE Disebed
G Dised
G5 Dissbed
G Dised
9-11 RHBHK
NSA—=5 B
H— Y5 —%yk OAM BEDHR— FEERLE T,

1 —H—=xv k OAM

19—y~ OAM REDES / BN ERRLE T,

DE-MMACT7 KL R

1259 —-%Yy bOAMEREDYE-HFMACT FL X%
=RULET,
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9.3.2 1&HER

[B | RIVETUYILT ., MZk— h OREBHERTLET,

O-DVI34P b
=k GilloH
FHEAT-92 Disabled
=K Adtive
UE-hI-F)wa Not Supported
U Rt Supparted
POUUES3Y 0
UE=M3A(PAH
MACPRLA
POUUESEY 0
R Unknown
UE-hIl-F/lw4 Not Supported
UE-P-T) w2752 Nene
ULkt Not Supported
& 9-12 #RHIBEHRD FH
NS X—5 B
h—b 1V =2y~ OAM BENDKR—rEFRRLET,
BEEEXT YR 15—y FOAMEBREDEMN/EHERRLEXT,
E—-F 1Y —% vk OAM E— R Active/Passive &L
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9.3.3 Ethernet OAM #ist
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9 OAM (Operations, Administration & Management)
9.4 CFM (Connectivity Fault Management) 9.4.1 CFM X7—%5 X
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D4V RIEZBWVNT, RCPH—I\WDBRAYFOIAV T« T L—vaviEE

BUE I,

Y—UN\=T[Y=IL]>[IVT«TL—vavigIR&INY TP v7 |>[RCP
Y—NHBIVT1IL—vaviEH]| 27Uy I T, MFOD 1Y RuERR

L&,

RCPH—/(IP

L - ]

a—HE | 6 chars

V=227 |i34 chars

TAATAF—32T7

o |i34 chars

| running-config startup-config

UFLAR

A7

14-13 RCP Y=V T 1T L—>aviEH

UTDONSA-TERETEET,

NSAX—5 1=
RCP H#—/\IP RCPH—NDIPPRLRZAALET,
198 RCP #EHNI—YEZANLET, BRIlE 32 XFETTT,
VY=RT71l RCPH—NCHDAV T4 L—2avI71ILDY—X

TP ANVBENREANLET, DT 1—ILRE 64 XF&
TTY,

FARATAR—3Y
71l

V74— avI?7MIVERETDAIYFLEDT «
AT ARX=YaVNREGHEANLVET, TDT1—ILR
[F 64 XF&ETTY,

e [running-config] 7 7'Ya v EBRLIBE. X1V F
to®RfFhOIV T4+ 0L —vavIr1ILEEIBLTE
E VS

o [startup-config]) 77'Y 3 vEBRLUIBE. X1V F
ORI —+ TPy TOAV T4 T L—va VTP ILEEH
LTEEZLET,

U712

ATV avEBRUEES. A1y FLEOOVT10
L—2avIr»A4IEZDIT7AILTCUILLRALET,

[URRP | RIVEIUYILT, UXPEBBLET,

412



14 J—ILIN—
14225 HTTP Y—I\AOV T« JL—2aVZzINvIP v T

14.2.2.5 HTTP Y —I\N\JV T 1L -3 %I\ IPvD

CDIT1YRUEHWTC, AAMYFOAV I« T L—yayvpNNy I Py IE—
% HTTP ZFERAL CO—AI PCICRELE T,

Y—bN=T[Y=IL]> [TV T1TL—vaViER&INY TPy ] > [HTTP
Y—I\ANIVT1OL—23avzNvI7PvT | &T7YvILT, UFOT1 VR
DERRLET,

V=27 |G-1 chars | running-config startup-config

I aFuT

B 14-14HTTP Y —I\ANOV T« L—vavaENvIPv

UTONSA-TEZRETEET,

NSA—5 L
VY—AT71I AAYFICHDAV T4 I L—v3aVI7AILODY—-XT 7
TIWBRENZZEANVET, DT+ —ILRIFE64XFETT
ED

e [running-config] 7 7'Y a3 vEBRUIBE. 1Y F
MERITIOIAV T« T—vavI7AIENVITY
ILFET,

o [startup-config]) 77'Y a vEBRLIBE. X1V F
MBRI—~Py I AV T« TL—3avT71Ib&EINY
I7vTULET,

[Ny IPYT|RIVEIVYILT, Ny IPyI%BBLED,
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14 J—ILIN—
14.2.2.6 TFTPY—I\AOV T+« JL—23aVZzINvIP v

14.2.2.6 TFTP B —=I\AOV T 1L -3 %I\ IP v T

CDIT1YRUEHWTC, AAMYFOAV I« T L—yayvpNNy I Py IE—
% TFTP Y —NICREFELE T,

Y—IUN—=T[Y=IL >[IV T1TL—vaviEB&INYIPyT > [TFTP
Y—I\NIVT1TOL—23avzNvI7PvT &Yy ILT UFOT1 VR
DERRLET,

I e b e e b Ay ke A —

V=271 |i34 chars | running-config startup-config

TAATAF—32T7

o |i34 chars |

| Jwaored |

B 14-15TFTP Y —I\ANOV T« T L —vavENvIFP v

UTDNSA-TERETEET,

NSAX—5 8=

TFTP ¥—/\IP TFTP B —N\D IPPRLVRZAALET,

o IPV4-TFTP B —N\®D IPv4 7 L RZBRE L VAAL
EC

* IPv6 - TFTP B —/YD IPv6 7 L REBRELUVAAL
£,

V=RT741I AAYFILHDAV T 1T L—3 VI 7AILDI—RXT 7

TIWBENRZEANLET, TOT1—ILRIFE64XFETT

CB

e [running-config] 7 7'Ya vEBRLIZBE. X1 vF
NORITEOIAV I« I L=y 3V I7AIENYIFPY
TUED,

e [startup-config] 77> a VB RUIIBE, X1V F
MBRI—hPY I AV T« TL—avT7AILEINY

IdJP9ITUET,
FA AT R—Y3aV AV 7140 —2avI7AILERETD TFIPY—/V LD
71 TFTARATARX—VIaVNREBAEANUVET, CDT 1 —

IWRE 64 XFETTY,

[N DOPw T |RIVZEIYYILT, Ny IPvIT%ZRIBLET,
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14 J—=ILIN—
14.2.2.7 FTPB—=IX\NDV T« IL—2av&NvIP v

14.2.2.7 FTPY—=I\AO T« 0L—230%&INvIP v
CDIT1YRUEHWTC, AAMYFOAV I« T L—yayvpNNy I Py IE—
*FTP H—NICRELE T,

Y—UN=T[Y=IL]>[AVT1TL—vaviEBR&INYIPvT]> [FTP
Y—I\ANIVT1IOL—2a3avzeNvI7PyvT | &T7YvILT UTFOT1UR

DERRLUET,
(PP AITII I3 Oy T TTTTTIII—
FIPY—/1P [~ Jowra
[
TCP— I (1-65535) 1
. EE—
JRI-| [15 chars ]
V=277l [probws ][] unningronfg [J startup-confg
TARTAH=32TFAW e
Rrier]

B 1416 FTPY—I\ANOV T« L —yavExENvIPvD

UTONSA-TEZRETEET,

NoA=5 B

FTP 5 —/\IP FTIPH—IDIPPRLREANLET,

TCP 7K—k (1-65535)  |FTP ##i0 TCP R— h ZAHLE T,

1—-9% FTIPEROI—YRZEANLVLET, &FIE 32 XFFTTI,

NAT—F FTP DN AT—RZANLE T, Bl 15 XF&ETT
ED

V=RAT741I AAYFILHDAV T 1T L—23a VI 7LDV —RT 7
TIWBENREANVET, DT 1—ILRIE64XFETT
ED

e [running-config] Z7'Y a3 VvEBRLILBE. XT1TvF
MEEFPOIAV T« ITL—2avI7AIVENYITTY
TUET,

e [startup-config] 77> a v ZERUIIBE. X1V F
MRS —NPy AV T« T -3V T 71 )b%EINY

IP9TLET,
FLATF4R—3aY AV 740 —vav Iz ILEFRET D RCPH—/\LD
71 FA AT 1 R—VaVYNREEREANLVES, TDHT 1 —
JWRIE 64 XFEETTY,

[Ny TPy TIRIVvEIVYILT, Ny IPyI%=RBLET,
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14 J—ILIN—
14.2.2.8 RCP H—I\NQV T4 T L—2a V&NV IFP v

14.2.2.8 RCPH—I\NOV T 1L -3 %&INVIPvD

CDIT1YRUEHWTC, AAMYFOAV I« T L—yayvpNNy I Py IE—
% RCPH—NICRELET,

Y=IUN—=T[Y=IL >[IV T 1T L—aviEB&INY TPy ]>[RCP
Y—I\ANIVT1IOL—2a3avzeNvI7PyvT | &T7YvILT UTFOT1UR
DERRLET,

a-HE [16 chars |

V=271 |i34 chars | running-config startup-config

TAATAF—32T7

o |i34 chars |

| Jwored |

1417 RCPH—I\ANDODV T4 T —2avENYIPYD

UTONSA-TEZRETEET,

NSX—5 1=
RCP H#—/\IP RCPH—NDIPPRLRZAALET,
198 RCP #EHNI—YEZANLET, &RllE 32 XFETTT,
V=RT71l AAYFILHDAV T 1T L—v3aVI71ILODY—RT 7
TIWBRENAZANVET, TOT1—ILRIE64XFETT
ED

e [running-config] 7 7'Ya vEBRUIBE. X1V F
MERTPNIAV T« ITL—2av I 7AIENY TP Y
JLEY,

o [startup-config]) Z7'Y 3 vEBRLUIBE. X1V F
WERI—NPy AV T4 0=y T 71Ib%EINY

TP ITUET,
FA AT R—v3ay VT4 0L—vavI71ILERETDRCPY—/VLED
71 TFTARAT A=Y aVNREGHREANLVET, DT 1 —

VR 64 XFETTY,

[Ny IPYT|RIVEIVUYILT, Ny IPyI%=BBLET,
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14 J—ILIN—
1423 071Ny 0P v 14.23.1 0% HTTP =Ny I P v

1423 0ON\vIPvY
14.2.3.1 OJ%Z HTTP Y—/I\NI\v I P v

ZDU4YRIZEAVWT, A1y FOYRATLAO7FEAREOTDIE—%
HTTP ZfERAL CO—A) PCICRFLE T,

Y=IA=T[ Y=V ]> [T Ny IFvT > [ OT% HTTP Y—/iN/Vy T
Pv7 10Uy ILT UTOU 1Y ROERRULET,

u H A

oa617 ® LAFL04 O WEDT

S IFyT

B 14-18 OJ%& HTTP Y—I\A\N\v TP v’

UTDNSA—FZH/ETEFET,

NSA—=5 =
Oo947>

HTTP ZRL CO—AIPCICNY TP v 732009417
TERLE T,

o VYAFLOD -VRFLAOT7HENYIPYILET,
o WEOY -WBOJENYIFPYvILED,

[Ny OPv T ROV TYvILT, Ny IPvTZRIABLET,
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14 J—ILIN—
14.23.207%ZTFTP Y—IN\NNNw TP v T

14.2.3.2 OJ%Z TFTP B—I\NIN\w TP v

CODV1YRIUEHWT, A1y FOYRATLAOFE®REOTOIE—%
TFTP 4 —NCRELE T,

Y—IVN—T[Y—I]>[OF Ny TP 97 | >[ O9% TFTP %—/\~/\y 7
Pv7T1&0UyIULT, UTFOD 1Y ROERRLET,

] \J

e e—
—
FAATFAR—S3T7

o |134 chars

o517 ® TAFLOY O BEDY

® 1419 0% TFTP Y —I\ANNv I P v

UTONSA-TERETEET,

NSAX—5 1=
TFTP Y—/\IP TFTP Y —N\D IPPRLRZAALET,
o IPVA-TFTP B—/\D IPv4 7 RL RZEBREL VAL
EC
e IPv6 - TFTP B —/\D IPv6 7 FL RAEBRBE L UVAAL
£,

TAATAX—23aYy O7771 IV ERETDTFIPY—NLEDT 1 AT+ x—3
71 VINREBRZEANLET, TDT 1 —ILFF 64 XF&ETT
ER

TFTPH—NCNy TP v T30 91 T=BRLE T,

o YAFLOT -YRTLOTENYIPYITLET,

e WEOY -WBOJZNYIPYIULET,

Oo89414~>

[Ny IPyT | RIVEIUILT, Ny TPy TEBBLET,
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14 J—ILIN—

14.2.3.3 09%RCP B—I\N\Nv TP v

14.2.3.3 0% RCP B—I\NIN\v I PvT

CODV1YRIUEHWT, A1y FOYRATLAOFE®REOTOIE—%
RCP H—NICRELZE T,

Y—UN\=T[Y—=IL]>[OFNyIFPvF|>[O9% RCP H—NAN\v T
FPyT1%&IUvILT, ROV 1Y ROERRLET,

u R ig

RCPH—/ (1P ]

a-H5 [16 chars |

i‘rZ?‘rf“f'}E ‘/77|64 hars |
g

o557 © LAFLOY O H=EOY

| ored |

14-20 O7'% RCP H—N\ANNv TP v’

UTDONSA—FZH/ETEFET,

NSA—5 BE
RCP H#—/\IP RCPH—NDIPPRFLRZANLET,
d1-H& RCP #fHND 1—YEZANLET, BRIE 32 XFETTI,

FAAT1R—Y3aYy O 771 I EREIDRCPH—NLEDT 1 AT+ R—T 3

7L VYINREBREAALVET, CDT«—ILRE 64XFEETT
EP
Qo947 RCPH—NICNw I Py g0 1 %&8RUET,

o VYAFLOD -VRFLAOT7HBNYIPYIULET,
o EOY -WBOJENYIFZYILED,

[Ny OPv T ROV TYvIULT, Ny IPvTZRIBLET,
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14 J—ILIN\—
14.2.4 Ping

14.2.4 Ping

D1V RIZAVWT, T1RAT1xR—3aV IPv4/IPv6 P RURKT(F R A
TV&ICPIng LT, Ry hT—D#&fiZETAMULET, Ping UTITR LI,
POIEBAVUZA S ZHEATEEY,

Y—LA—=T[Y=IU]>[Ping] 87Uy ILT, UTOY 1Y ROERRLE
R
[ ———

PingF 2z RIS A
ACL 23T TAZEE
[ERUT<REL | Add v [ &m |
I 72 S
IPv4 Ping
o Sty bPuT ELR L 1
!
P2 1259 L
Ss7oh (99 e
]
IPV6 Ping
o S-truNPETILE
OV
PingEI, (1-255) I (2
s40731 099 I
BhiS

14-21 Ping

[Ping PIERTSRA | €7¥av Tl UTO/ISA—9ERETEET,

NS x—5 =
ACL &¥h EHTD ACL DEBIZEANDLET, BEiIlE 32 XFETTY,
[BIRLTLESW, | RIVETUYILT, URRHSEE
B0 ACL BBRUET,
Povay BFTBFIVaVERRUET, BRI B [BN] B
G[IYU7]TT,

[BA]RIYZIVYILT, BRULZIEAOVMO-IVUX M ZEFERALE
ED




14 Y—ILIN—
14.2.4 Ping

[IPv4 Ping] T2 3Tl UTFONSA—IZH/ETEET,

NSAX—5

=

=7y kIPVAPRL R

TFTARATAXZ—23aVIPvA PRUVRAEBRELUAALE
ED

RX1 &

TARTAR—Y 3V XA VEBEBREIUVANLET,
NI 255 XFETTI,

Ping E1%

DD 1Y RITRELUR IPv4 7 RLX(C Ping Z&lT9 D
O¥EAALET, #HEIE 1~ 255TTI,

[BR)FTyv IRy IREFVICUIBE, 7073 L%EF
kg 2E T, EELR IPv4 7 RUXRIT ICMP Echo /v b
EREULHITET,

S1L7Dk

Ping Xy E—IDIA L7 NEEEANDLET, /\7y b
M ZTEEULER—ERIC IPv4 7 FL 2ZRETE RS
B, Ping /\7ry MIREESNET, &#EER. 1 ~99WTT,

V—XIPVAF7 KL A

V=R IPv4 7 RLRAZANDLET, X1 v FICERD IPv4
PRUZAMEIDHETOHNTUWDIREEIE, ZD5E0 1 D&A
NTEEXT, AL IPVEPRLUZRE, UE—FRANTE
BENd/INTYy DY —X IPv4 P RLRELTHEREINE
ER

[BEE | "9 >%ZT Uy TULT, IPv4 Ping ZRBL T,

[IPV6 Ping] T7 >3 v TlE UTDINTA—IZEZRETEET,

NSAX—5

=

=7y IPv6 PRL R

TARAT1X—aYVIPv6 P RURAZBRELUVANL &
ED

RX1 &

TARTAR—Y 3V XA VEEBREIUVANLET,
INIF 255 XFETTI,

Ping E1%

DD 1Y RITRELUR IPv6 7 L X(C Ping Z&l119 D
O%ZEANDLET, &EIE 1~ 255 TI,

[BR)FTv IRy IREFVICUIBE, 7073 L%F
lEg2&F T, ELR IPv6 7 KL XIT ICMP Echo /¥ v b
EREULIITET,

S1L7DH

Ping Xy E—IDIA L7 NEEEANDLET, /\Ty b
M T TEEULR-EAIC IPv6 7 FUXZEBHTE RS
B, Ping \7ry MIREESNET, &EEIL 1 ~99WTT,

V—ZIPv6 PRL A

V=X IPv6 PRLVRZEANVLET, R 1Y FICEHD IPv6
PRULADEIDETONTLDHEEF. D550 1 DZA
ANTEEXT, AALTIPv6 P RLR(E, UE—FRAMTE
B3/ \ Uy DY —XIPv6 7 RLREUTERSNE
ED
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14 Y—=ILIN\—
14.2.4 Ping

[ B4 ] K9 %D Uw I LT, IPV6 Ping ZBIALE T,

[IPV4 Ping] /\5 X— 9 & BRBEL VAN, [BIE]RIVETUYILT, I
TOw 1Y ROERRLET,
T ———

PingP I zRIS R

ACL & FHTa

[ |[BRLT<EZEL | [add ] EE
=
IPv4 PingiE

.100.254, tine<10ns
-100.254, (\med[lms
-100.254, tine<ilns
00.254, time<ilns
Flng Statistics for 182.168.100.254
Packets: Sent = 4, Received = 4, Lost = 00

[ B Il =3 |
IPv6 Ping
o spyrRETILA
BT8R [255 chars
FingEIE (1-255) C we=e
FALTII(199) e
Y= AIPYET LA L 1

-

14-22 Ping (&%)

[Stop] KRF &IV v I LT, Ping Z7ORREEFEILELET,
[BZ 9T UyILT, BID [Ping]l V1 Y RIICRDET,

[BRLTLIESL, [RIVETUYILT, UFOY 1Y RERRLET,
CACCZZERYR R

T hUEEn 2
I S Y 7 2
S-IP-ACL E£IP ACL
11000 5-IP6-ACL EEIPv6 ACL

) [ B [ e
——

14-23 Ping BRLTLEELY,)

BROR—INEFETDHERF. X—IBESEANL, [Gol| RIvETIUYIL
TRENDR—IICBELET,

[OK] "9 >vZTIUyIULT, BRULAEPIJERAIYMO—-IVUR M ZERLE
ER




14 J—=ILIN—
14.2.5 FL—XRIb—k

1425 btL—RIL—F

D1V RUZRAWNTC T1RT14R—3 YV IPv4/IPv6 7 FLURAXTE B X
TVB\DI—bZIV—RULT, Ry MT—T&EHEETANLET,

Y—UN=T[Y=IL]>[ FL=RIb—F | ETUYILT, UFOY 1R

ERMULET,

I S ———

1Pv4 hL—2U—

® PP ELZ
FAT g
SATTL (1-255)
i— b~ (1-65535)
& L7 I (1-65535)
FO—JF2)(— (1-1000)

IPV6 FL—ZJL—

® PP LA
[
F|ATTL (1-255)
7R— I~ (1-65535)
& L7770 b~ (1-65535)
FO—JF ) (— (1-1000)

E

B

14-24 L —R)b—h

[IPV4 FL—ZIb—bk | E7va VTl UTFONSA—9EBETEET,

NS AX—5

=

IPvA 7L A

TARAT4X—Y 3V IPv4 7 L REBREIVANLE
ED

RX1 28

TARTARX—=Y 3V XA VEEBREIUANLET,
IN[E 255 XFETTY,

ERATTL

FU—XIW—HFUTITZXEDTTL (Time-To-Live) NDEAE
EANUVET, hld, fL—RIb—FNow EHEBTE
BI—FDEAETY., NL—RIV—rATVavid, 200
KEEORY NT—J NN R ZRRIDEE(CBRLET,
&, 1~255/KyITT,

R—bk

R—hBESEANLET, &EE 1~ 65535TY,

S1LF7DH

VE—FEEHNDODINBZFOBRDI M L7 D ~EZ AN
LEY, &AL 1~655358Td, T74ILE5HT
ED

JO0-7+VIN—

7O0-T791 L0OBEANLVEY, #HHEIE 1~ 1000 TI,
774 MEK 1 T,

[BtE | RIVETUw LT, IPvd bL—RI—FEBIBLET,
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14 J—=ILIN—
14.2.5 FL—XRIb—k

[IPV6 FL—ZIb—h | £7 a3y Tl UTFONSA—IEBETEET,

NSAX—5 8=
IPv6 7 KL A T14RAT1X—2aV IPv6 P RURAZBRELUVAANL &
ED
RX1 & TARTAR—Y 3V XA VEBEBREIUANLET,
INIF 255 XFETTI,
BRATIL fL—RI—hUDTIXEDTTL DRAEZAALET,

N, L= —k\Ty FHBETEDIL—YI DERAK
D—ONAZHRRIDES(CBBLET, #HEIE 1~ 255

Ry I TY,

R—b R—hBESEANLEY, #HEIE 1~ 65535 T,

S1L7P Ik UE—FEENODINBZFOROIA LFP D MNAEZE AN
L&Ed, &Rl 1 ~655358TT, 774)ILKE5HT
ER

J0-7FVIN— 7’O0-791 L0O¥EANLVEY, #FEIE 1~ 1000 TI,

T7FIVMEE 1 T,

[BE ] RIVETUwILT, IPv6 hL—RJb— FEBELET,

[IPVA kL—2RJb— b | 1V5 X~ 9 BBRBL VAN, [BHE | RIVETU Y
LT, UFOY 1 Y ROERRLET,
_

IPv4 bL—ZJ— AR

[1T <10 ns [192.168.100.254]
Trace complete

B3
IPV6 FL—ZJL—

® IPEF LA
FxA g
SATTL (1-255)
M b (165535
A 777 b (1-65535)
FO—JF 21— (1-1000)

0

|

B

14-25 hL—RIb—F (HEH)

[B2 | R9vETIUYILT, BID [ FL—RIL—k D1V ROICRDET,
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14 J—ILIN—
1426 Utvh

1426 UJUtvhk
CDT1YRIERANT, RAYFOVYINITFPIAVI«JL—yavnIEt
HFROEANOUEY hEREBLET,

Y—IUA=T[Y=IL]>[VEY | ETUvILT, UFOT <Y ROERR
LET,

® 21 yFELELE twhEh, BEBLET.
A wFl tw h&Eh. BEBLFET. COATZ =2 3IPF FLAZULY MIRDSEALET.
A wFRTBERRECY Ty b, BERLFLA. COATZ a2 RSy IBRZUEY MRS SBALET . ER

14-26 Utv bk

LURDNSA—IEBETEET,
NS A—5 BE

Uty UFOVTNADU LY F ATV 3 v EBRLET,

o [ A YFRTBEHRECU LY hEN, BEBHLET, |

o [ A vFRTBEERECU LY bEN, BEBLET,
CDATYavIFIPPRLAZU Y MEIEMSIRINUE
7o |

o [A1YFRTBHERECUEY M SN, BEBLEE
ho TOATYIVERT vEVIBREUEY FHEH
SIRILET, |

[EF K9 vEIUvIUT, TBHEREAOU Y FEBBLET,

425



14 J—ILIN—
14.2.7 VAT LBiIEE

14.2.7 JRTLEEE

CDT1YRIZRVWT, ATy FOBEBZRIELEXT., REODBEFI/IE
B Y URCTONIGHLWIY T« O L—ya VEE[G, RESNTLRIETN
[ KhNnxd,

Y—IUN=T[Y=IL]> [ VAT LBEE | 27Uy ILT, UTFOY Y RY
ERRLET,

S AT LEEE

FEFHEFLTELSLITIN? @ B No =28
SEERFLRVES. JOTYI I LTI ETOEEFEONET.

14-27 AT LBES

[BW] AT YavEBRUCES, BEESITDIETICEESNIHLLWIY T«
JU—yavhRESINEd,

[No] # 7' avaBERUNBE., BEBITDIXCICEESNLFHLLWIVY I 4D
L—YaVEERERINET,

[ BicE | A9 V&I Uy ILT, BEEBZERIBLET,
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14 Y—=ILIN—

14.3 S5&

Web Ul DEZFZBRUE T, 772/ T REBEEHAFEZRRTEEXT,

UTIECRILSIC, EBZERUET,

English
BH#E

RO~
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14 Y—=ILIN—
1440077k

Y—IUN=T[O9PI |4 TvavEIUvILT, A1 vF0 Web Ul 1t
50779 hLET,

e O/7-> Administrator, . 2 O P

4

14290077+

428



15 4% - > A7L00—&

15.1 802.1X
— A '__
Ui - VATLO009—E
15.1 802.1X
ID 07 NEE ERE
1. | ARV b OBEE : 802.1X SBEECHINL & UTe. e

O7 X vE—Y : [802.1X](<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

NSAXA—IHE :

method : O—#Jb&ET7[F RADIUS ZRUE T,

username : BEE9 11—,

macaddr : BRI TDEED MAC P RL X,

portNum : R4 v FOR—+ &S,

vid : #8193 VLAN ID,

2. | ARV SDOBE : 802 1X FREFICKKULF Uiz, TR
O7 X vt—3 : [802.1X](<method>)Rejected user <username>
(<macaddr>) on Port <portNum>

INDA—IHE :

method : O—HJL&7(E RADIUS ZRUEY,

username : BEEg 11—,

macaddr : RIETDEED MAC P R R,

portNum : X1 v FOR—+&ES,

3. [IRVEOBE : SO2NXBEET—TIATILABDT, HILLWPRLURERIETE | EE
FE Ao

O7 X vt—Y : [802.1X]Rejected <macaddr> on Port <portNum> (auth
table was full)

INSA—IHE .

macaddr : FBEETDEEDN MAC P RL X,

portNum : X1 v FOR—F&ES,
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15.2 AAA

07 e

ARYEOBE . O VICHHLE U,

O7 X vt— : Successful login through <Console | Telnet |
SSH>(Username: <username>, IP: <ipaddr | ipvbaddress>)
INSA—THE

ipaddr : IP7RFL X,

username : 1—H'%&,

ipvbaddress : IPv6 7 KL Z,

ANV EOBE : 071 VICKBRLUE U

O7 X% vE—Y : Login failed through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipvbaddress>)

INSA—THE .

ipaddr : IP7 L X,

username : 1—H%,

ipvbaddress : IPv6 7 FL X,

ARVEOEE: OJPILUELUT

O2 X vt—¥ : Logout through <Console | Telnet | SSH> (Username:
<username>, IP: <ipaddr | ipvbaddress>)

INSXA—IHE .

ipaddr: IPP7RL X,

username : 1—HY%&,

ipvbaddress : IPv6 7 RL X,

B4R

IRVEOBE vy yavhN91L7OMLELT,

O7 X vt—3 : <Console | Telnet > session timed out (Username:
<username>, IP: <ipaddr | ipvbaddress>)

INSAXA—IHE :

ipaddr : IP7 FL X,

username : 1—H%%&,

ipvbaddress : IPv6 7 FL R,

ARV ~DOEFE : SSH Y —/I\HEMCRDE LT,
O7 Xwt— : SSH server is enabled

ARV NDOBE ;: SSH U —/\HECRD F LT,
O7 Xwt—3 : SSH server is disabled

ARV SOBE : FBEERYY—PBEMCRD FELUL,
O7 X wt—Y : Authentication Policy is enabled (Module: AAA)

ARV b OBE : FBEERY —pEMICRD F LT,
O2'Xv&—Y : Authentication Policy is disabled (Module: AAA)

ANV SDOBE : AANAY—NI A LPDEEARENRIY T« TL—3avD
feh o7 1 vICKBUE Uz,

O7 X wt—Y:Login failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> due to AAA server <ipaddr | ipvbaddress> timeout or
improper configuration (Username: <username>)

INTA—IHE :

ipaddr: IP7 FL X,

ipvbaddress : IPv6 7 FL/ X,

username : 1—H%&,
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-

=5
=

07 DELE

10.

ARV NOBE | AAA DO—HILBIET, RVAERL T, £l —/\RHAT, EE
SERMBITIHINLE LT

07 X vt—3: Successful Enable Admin through <Console | Telnet | SSH>
from <ipaddr | ipvbaddress> authenticated by AAA <local | none | server
<ipaddr | ipv6address>> (Username: <username>)

NSXA—THE :

local : AAA O—AJLEREEIC & D EBEEREBITLET,

none : AAA SR L CEBEEREZBITLET,

server : AAA Y —N\EREHC L D EEEEREZBITLET,

ipaddr : IP 7KL X,

ipvbaddress : IPv6 7 RL R,

username : 1—H%%,

11.

ARV EDOBE : AAAY—NIALFPISFEARBYRIV T« TL—3 VD
fe o ([CEBREERDBITICKMLE LT,

O7 X vt—3 : Enable Admin failed through <Console | Telnet | SSH>
from <ipaddr | ipvbaddress> due to AAA server <ipaddr | ipvbaddress>
timeout or improper configuration (Username: <username>)
INSA—IHE .

ipaddr : IP7 FL X,

ipvbaddress : IPv6 7 KL R,

username : 1—H%%&,

12.

ARV SOBE | AAA O—HIVRIEFE T AAA H—NREEIC L D EESERDE
ﬁlc%ﬂibibto

07 X wt&—3 : Enable Admin failed through <Console | Telnet | SSH>
from <|paddr | ipvbaddress> authenticated by AAA <local | server <ipaddr
| ipvbaddress>> (Username: <username>)

INDXA—IHE :

local : AAA O—HIVEREEC L D EBEEEREZBITLET,

server : AAA B —N\SREEC L D EBEEREBITLE I,

ipaddr : IP 7KL X,

ipvbaddress : IPv6 7 RL X,

username : 1—H%&,

13.

ARV ~DOHE | AAA DO—AJVERAET, REFRL T, FieldHY—/N\RET, O
I VICHILEL T,

O7 X vt—3 : Successful login through <Console | Telnet | SSH> from <
ipaddr | ipveaddress > authenticated by AAA <local | none | server <ipaddr
| ipvbaddress>> (Username: <username>)

INSA—IHE .

local : AAA O—HILRIFEEBELE T,

none : SR LZEIEELE T,

server : AAA B —N\REE=EEEL 7,

ipaddr : IP7 L X,

ipvbaddress : IPv6 7 KL R,

username : 1—H%%&,
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15.2 AAA
ID 07 OE ERE
14. | ARy - OBE | AAA O—FILIBEEETE AAA B —NGREEC LB O0 1 VICKKR | T7—ZvD

L& LT

07 X vt—3:Login failed through <Console | Telnet | SSH> from <ipaddr
| ipvbaddress> authenticated by AAA <local | server <ipaddr |
ipvbaddress>> (Username: <username>)

INSA—IHE :

local : AAA O—HILERBIEEIBELE T,

server : AAA B —N\REE=EBEL 7,

ipaddr : IP7 RFL X,

ipvbaddress : IPv6 7 F L/ X,

username : 1—H%&,
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15.3 ARP
ID 07 DHE BEAE
1. | 1RV b OBEE : Gratuitous ARP TE#& IP #@H L E U T, J—=v7

O X vE—Y : Conflict IP was detected with this device (IP: <ipaddr>, MAC:
<macaddr>, Port <portNum>, Interface: <ipif_name>)

INSA—THE :

ipaddr : ERATOEBEEELTCVWDIPPRL R,

macaddr : FRPOEEEEETD IP PRLRAEZRFOEEND MAC PRL X,
portNum : 1. B#fB, 2. EBORER—FESEXRLET,

ipif_name : & IP 7 FLRER DA v FDA VY T 1 —ZADEH,
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154

E (2 ATY 7)

07 e

ARVNOBE : 2 AT v ITREECHIILE LTz,

O7 X vE—Y : [<step-mode>] (<method>) Authorized user <username>
(<macaddr>) on Port <portNum> to VLAN <vid>

INSA—THE :

step-mode : 2 AT Y TRIAE—FERLET,

method : O—AJLF 7l RADIUS ZRUE T,

username : SBAET D1 —H,

macaddr : FBEET DHEDN MAC P KL X,

portNum : X1 v FOR— h &S,

vid : 7893 VLAN ID.

ANV~ DOBE . MAC-WEB SBaEICKL F U Te,

07 X v&—Y:[MACWEB] (<method>) Rejected at MAC auth <macaddr>)
on Port <portNum>

INTA—SIHE

method : O—AJVF 7 RADIUS ZRUE T,

macaddr : RIETDEED MAC P R R,

portNum : X1 v FOR—+&ES,

ANV ~DOBE : MAC-WEB SREEICK L & U e

O X vt—Y : [MAC-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE :

method : O—AJL&ET7[F RADIUS ZRULFE T,

username : BTN I1—H,

macaddr : SREETDEEDN MAC P KL X,

portNum : X1 v FOR—F &S,

ARV~ OBIE . MAC-802.1X FREEIC KL & LTc,

O Xvt—Y : [MAC-802.1X] (<method>) Rejected at MAC auth
<macaddr>) on Port <portNum>

INOXA—IHE :

method : O—7AJbFT7(E RADIUS ZRLEX T,

macaddr : REAFTDEED MAC P RL R,

portNum : X1 v FDR—~ES,

ARV OBE : MAC-802.1X FRAEICKRL & LTc,

O XvE—Y : [MAC802.1X] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE .

method : O—AJVFE RADIUS ZRUE T,

username : EESNI—H,

macaddr : FREFTDEED MAC P RL R,

portNum : X1 v FOR—rES,

ARV ~DOBE : 802.1X-WEB FBEECKBULE U T,

O Xv&—Y :[802.1X-WEB] (<method>) Rejected at 802.1X auth user
<username> (<macaddr>) on Port <portNum>

INTA—THE :

method : O—AJb&F (& RADIUS ZRLE T,

username : EE SN I,

macaddr : R TDEED MAC P RL X,

portNum : X1 v FOR— h&ES,
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07 DELE ERE

ARV ~OBIE : 802.1X-WEB SREE(CKE L & U Tc, R =
O Xvt—3 : [802.1X-WEB] (<method>) Rejected at WEB auth user
<username> (<macaddr>) on Port <portNum>

INSA—THE :

method : O—AJV&EFE RADIUS ZRULE T,

username : EEENI1—H,

macaddr : FBEET DEEDN MAC P KL X,

portNum : X1 v FOR— + &S,
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15.5 BPDU #—F

07 e

ARV NDOBE . BPDU PI v IHREELF LT,

O7 X vt—¥ : Port<portNum> enter BPDU under attacking state (mode:
drop / block / shutdown)

INSA—THE :

portNum : iR— ~ &S,

mode : BPDU DIRTEDIREE,

ARV DOEE : BPDU P9 v IhoBEBEEL & U .

O7 X vt—Y : Port <portNum> recover from BPDU under attacking state
automatically

INDA—THE

portNum : /R— h &S,

ANV EOBE : BPDU P v IhBNZa7/bEELE LT,

O7 X vE— : Port<portNum> recover from BPDU under attacking state
manually

INSA—THE .

portNum : /R— h &S,
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ID 07 OE EXE

1. [AXRVEOBE : OVy FOJIE B
O7 % vE—Y:"<command-str>" executed by <username> from <line>{, IP:
<ip-address>]

INSA—IHE

username : COINY REEGFTLULFPHAIV b E,

command-str : EBICETEN, A vFOIAV I« T L—y3vEaZBELLIVY
v RXF5,

line: CONSXA—=FE, TOIAVY RERGFULSIVE—RERLEY
(console. telnet. SSH 7% &),

ip-address : (F7'¥3v) OVY RAUE—MHERTADSNIGE (telnet.
SSHRE), TODINTA—IHUETT,
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15.7

AV T4 0Lb—23y /T7—ALDI7

O7 OBE

ARVENOBE . J7—LOIPD7Pv7TTL—RICHIILE LT,
O2 Xy E— :irmware upgraded by <session> successfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:

<pathFile>)

INTA—IRE :

session : I—H¥ntvyay,

username : WENOT A v I1—-PERLET,
ipaddr: 7347V IPPRLRZERLE T,
macaddr : 7517V~ MACPZ RFL2ERLEY,
serverlP : 4—/VIP 7RL R,

pathFile : ¥—NEDNZXET 71 IV,

ARVEOHE : J7—LATIFPDPvITTL—RCKRBLF LT,
O7XvE—Y : Firmware upgraded by <session> unsuccessfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:

<pathFile>)

INTA—IE :

session : I—¥NDEvv a3y,

username : REMOT 1 v 1—H¥E2RULET,
ipaddr : 751 PV R IPPRLURERLET,
macaddr : 751 7Yk MACPZ FL2ZRLEFY,
serverlP : b—/INIPPRL X,

pathFile : ¥—NNEDNRET 7 1 IV,

AIRVEOEE : 77 —LAUTPD7y7O0-RCHHLELUT
O7 X vt—Y : Firmware uploaded by <session> successfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:

<pathFile>)

INTA—THE .

session : I—¥0Evy¥ 3y,

username : BEMCOT 1 v I1—H¥E2XRULET,
ipaddr: 7347V IPPRLRERLE T,
macaddr : 751 7Y s MAC 7 FLZXZRLFT,
serverlP: b—/VIPPRL R,

pathFile : ¥—NEDNZXET 71 LB,

B

ARVEDHRE : TJ7—LADIPO7 v O—-RICKBLE LT
O % vE— : Firmware uploaded by <session> unsuccessfully (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:

<pathFile>)

INTA—THRE .

session : I—¥ntvvay,

username : BEQOT A v1—¥ERLET,
ipaddr: 2347V IPPRULRERLEX T,
macaddr : 731 7Yk MAC P FLZXZ&RLFT,
serverlP : —/VIP PR R,

pathFile : ¥—NNEDNZXET 71 LB,
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07 OitE

ARVENOHE : AV T« L—yavnIovO—RCHHLELUT

O2 X wE—3 : Configuration downloaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:
<pathFile>)

INSA—THE :

session : I—¥NEvyay,

username : WEOOT 1 v 1—HERULFT,

ipaddr: 7347V IPPRLVAZRUET,

macaddr: 751 PY bk MAC 7 FLRZERLET,

serverlP : H—/NIP PRLU X,

pathFile : ¥—NEDNZXET 71U,

ARVEDOEE : OV T4 L—vayvnpdoyod—RCEBUELUT .

07X vt—Y : Configuration downloaded by <session> unsuccessfully. (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:
<pathFile>)

INTA—IHE .

session : I—H¥Dtvvay,

username : BEQOT 1 v 1—H¥E&RULET,

ipaddr: 7347V~ IPPRLRZERLE T,

macaddr : 751 7Y bk MACPZ RFL2ZERLEFY,

serverlP : —/INIPPRL X,

pathFile : Y¥—NNEDNRET 7 1 1L,

ARVENOBE : OV 740 L—2avn7y2’0—-RICAHINILEL .

O7 X v t— : Configuration uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <server|P>, File Name:
<pathFile>)

INSA—THE .

session : I—¥NEvyv a3y,

username : BEMOT (1 v I1—-H¥E2XRULET,

ipaddr: 7347V IPPRLRERLE T,

macaddr : 751 7Y s MAC 7 FLZXZRLFT,

serverlP: b—/NIPPRL R,

pathFile : =N EDNZXET 71 IV,

ARVEDOHE : DV 7140 L—yavnFPyO0—-RCEBUE L.

O % vt—¥ : Configuration uploaded by <session> unsuccessfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverlP>, File Name:
<pathFile>)

INSA—IHE .

session : I—¥ntvvay,

username : BEQOT A v 1—¥ERLET,

ipaddr: 9347V IPPRLRERLEX T,

macaddr: 7517~ MACP RLRZRLZET,

serverlP : 4—/VIP PR R,

pathFile : Y—INEDNZXET 71 LB,
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07 OitE

ARV NDOEE . KEODIITDT 7DD vO— RICKBUE U,

O XvE—Y: Downloaded by <session> unsuccessfully. (Username: <username>|,

IP: <ipaddr>, MAC: <macaddr>], Server IP: <serverIP>, File Name: <pathFile>)
INSA—THE :

session : I—¥NEvyay,

username : RENOT 1 v I1—HERLET,

ipaddr: 7347V IPPRULAZRULET,

macaddr: 7517~ MACZ FLRZRLET,

serverlP : ¥—/NIP PRL X,

pathFile : ¥—NEDNZXET 71 LB,

10.

ARNYVEOHE . O XAy E—YDFPy7O0-FCHNLELUT.

O7 X v E—Y : Log message uploaded by <session> successfully. (Username:
<username>[, IP: <ipaddr>, MAC: <macaddr>])

INSIA—IHE .

session : I—H¥DEyv 3y,

username : REDOT A Y I1—HFZRULE T,

ipaddr: 7347V IPPRULRAZRUET,

macaddr : 73147V~ MACZ RFLRZERLET,

11.

ARYVEOEE . O AvE—YD7vITO—-RICKRBLELT,

07X vE—Y : Log message uploaded by <session> unsuccessfully. (Username:

<username>[, IP: <ipaddr>, MAC: <macaddr>])
INTA—THE

session : I—¥NEv¥ 3y,

username : BEMOT 1 v I1—H¥E2XRULET,
ipaddr: 7347V IPPRLRERLE T,
macaddr : 751 7Y s MAC 7 FLZ2ZRLFT,

{CE:
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15.8 DAD

15.8 DAD

07 e

ARV ~OBE : DUT A DAD HIERICEE P FLX%ZFFD NS (Neighbor
Solicitation) Xy E—Y%AZELIcOTOIZEMLET,

O Xw&—3 : Duplicate address <ipvbaddress > on <interface-id> via
receiving Neighbor Solicitation Messages

INTA—THE ;

ipvbaddress : R N—BFEAYE—IDIPv6 PFL X,

interface-id : R— b 129 71— D,

ARV b OBE : DUT #° DAD HiRPICEE 7 R L XZHKD NA (Neighbor
Advertisement) Xy E—YEZELOTOTZEBMLET,

O7 X vt—¥ : Duplicate address <ipvbaddress > on <interface-id> via
receiving Neighbor Advertisement Messages

INSA—THE :

ipvbaddress : KA N=P RNFA XA v E—=ID IPv6 P R Z,
interface-id : R— b 19 71— Do
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159 DDM

ID a7 OHE EAE
1 ARVINIE : V-V JRBEBR L SFPINSX—9hHDFT, -7
O7 X v+t—3 : Optical transceiver <interface-id> <component> <high-low>
warning threshold exceeded

INSAXA—IHE :

interface-id : R— b1 >89 71— IDo

component : DDM BHES 1 7. UFOLWITNADTIEEEAHD £ T,

mE

N PRER

RENT—

BE/INT—

high-low : FEREHME 7z [ T FREIME,

2. |[AIRNVIRE  PI—LBMEEBICSFPINSA—INHDET, JUTF 1A
O7 X vt—3 : Optical transceiver <interface-id> <component> <high-low>
alarm threshold exceeded

INSA—IHE :

interface-id : R— b1 Y9 TT—X D,

component : DDM BHES 1 7. FOWLWITNADTIEEEAHD £ T

mE

N1 PRER

RENT—

BE/INT—

high-low : LEREAME 7z (& FEREEE,

3. |ARVMEE : V-V IJREMNSOEL SFP NS X—INHD FT, 7=
07 X wt&—3 : Optical transceiver <interface-id> <component> back to
normal

INDA—IHE :

interface-id : R"— b1 97— D,

component : DDM MBS 1 7. UTOWVWITNADTIREEAHD ET,

mE

N1 PRER

RENT—

ZEINT—
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ID 07 OEE ERE

1| ARV MRE : YRT LOBGHNABIS—ARELIEDT, YRTLZBEEHLET, 3
O2 X wE— : System re-start reason: system fatal error

2. | ARV DOBE : CPUBIMBELDT, YRATLEBEEBLET, g3
O7 X v E—Y : System re-start reason: CPU exception

443



15 1% - A7 L00—8
15.11 DHCPv6 75172t

15.11 DHCPv6 735172k

ID 07 DRE EAE
1. | ARV EDOBE : DHCPV6 754 PV A VI T I —ANEBENIRENEZLL F | BR
LT,
O7 X v&—Y : DHCPv6 client on interface <ipif-name> changed state to
[enabled | disabled]
INSA—IHE .
<ipif-name> : DHCPv6 731 7Y b1 V5T T —ADEHi,
2. | ARV SDOBE : DHCPv6 7541 7 hA DHCPv6 H—/ 5 IPv6 7 RL X ZE | B3R
BL&ELT,
02 X v&— : DHCPv6 client obtains an ipv6 address < ipv6address > on
interface <ipif-name>
INSA—THE
ipvbaddress : DHCPv6 H—/\MBEUEL 7z IPv6 P KLV X,
ipif-name : DHCPv6 751 7Y b+ v 8 T 1 —ANDEHI,
3. | ARV MOBEE : DHCPv6 H—/\h\BEUEL T IPv6 P FL ADEHZRIBLEL | BER
feo
O7 X vt—3 : The IPv6 address < ipvbaddress > on interface <ipif-name>
starts renewing
INSXA—IHE .
ipvbaddress : DHCPv6 H—/\MBEUEL 7z IPv6 P KLV X,
ipif-name : DHCPv6 751 7Y b1 v 8T 1 —RNDEHI,
4. | ARV b OBE . DHCPv6 H— /N SEEB LT IPv6 P RLUXDEFHRICHINLEL | 1B
feo
O7 Xvt—¥ : The IPv6 address < ipvbaddress > on interface <ipif-name>
renews success
INSAXA—IHE :
ipvbaddress : DHCPv6 H— /YW BB L IPv6 P RL R,
ipif-name : DHCPv6 751 7Y b« V8T 1 —ANDEH,
5. | ARV ~DOBE : DHCPv6 —/\DOEEBULT IPv6 P RLRADBNA VT« VT | ER
ERIBLE U,
O Xwt&—Y : The IPv6 address < ipvbaddress > on interface <ipif-name>
starts rebinding
INDA—IHE :
ipvbaddress : DHCPv6 H—/\h\SEEL 7 IPv6 P KL R,
ipif-name : DHCPv6 751 7Y b« V8 T 1 —ANDEH,
6. | TRV bOHE : DHCPV6 Y—N\DOEBL IPv6 P RURDBNTI VT 1T | BHR
(CRITHL & LTz,
O2 X v&— : The IPv6 address < ipvbaddress > on interface <ipif-name>
rebinds success
INSA—THE
ipvbaddress : DHCPv6 Y —/\MBEEL 7z IPv6 7 KL X,
ipif-name : DHCPv6 751 7Y b1 V8T 1 —ANDEHI,
7. | ARV SDOBEE : DHCPv6 H—/\hoEE LT IPv6 7 FL RBHEIBRE N E U . B
O7 Xv&—Y : The IPv6 address < ipvbaddress > on interface <ipif-name>
was deleted
INSA—IHE .
ipvbaddress : DHCPv6 H—/\MBEUEL 7z IPv6 7 R LV X,
ipif-name : DHCPv6 751 7Y b« V8T 1 —RNDEHI,
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15.11 DHCPv6 75172t

07 DELE

ARV NDOBE : DHCPv6 75147V~ PD 1 V9 7 T —ANDEBEDRELEL
LEULT,

O7 X v&—3 : DHCPv6 client PD on interface <intf-name> changed state
to <enabled | disabled>

INSA—THE :

intf-name : DHCPv6 75147 k PD 1 % 7T —XADEH(,

ARV ~DOBE . DHCPV6 751 PV~ PD REEIL—IND IPV6 LT 1 v TR
ZRELE UL,

O7 X vtE—Y : DHCPv6 client PD obtains an ipv6 prefix
<ipvbnetworkaddr> on interface <intf-name>

NSXA—IHE :

ipvbnetworkaddr : EEIL—IMNSEBLE IPv6 LT 1 v T R,

intf-name : DHCPv6 7514 7Y k PD 1 V&9 7 1 — XD EH,

10.

ARV DOHE  EFRIV—INSEER LR IPv6 LT+ v I ADEHZRIBLEL
feo

O2 X vt—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> starts renewing

INSA—IHE .

ipvbnetworkaddr : EFEIL—IMWOEBLE IPv6 LT 1 v T R,

intf-name : DHCPv6 7514 7Yk PD 1 V5 7 —ZXDEHl,

B

11.

IRV EOBE : EEL—INSEELUT IPv6 LT 1 v I AOEFHICHHLEL
feo

O7 X vt—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> renews success

NS A—THE

ipvbanetworkaddr : EEIL—IMSEBL IPv6 LT 1 v T R,

intf-name : DHCPv6 754 7Y k PD 1 V9 7 —XDE&H,

12.

ARV NDOEE  EEIV—INDEELRE IPV6 TV T4 v I AOBNA VYT 1 VT
ZRBLE U,

O X v t—Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> starts rebinding

INTA—THRE ;

ipvbaddress : ZEEIL—INDEBLRE IPV6 TL T 1 v T X,

intf-name : DHCPv6 754 7Y k PD 1 V% 7 —XDE&HT,

13.

ARV EOBE  REIL—INSEEBURLIPV6 LT« vy I RODBNA VYT 1 VT
CARINLE LT,

O Xvt—Y : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> rebinds success

INTA—THE ;

ipvbaddress : ZEIL—IMOEBLR IPV6 LT 1 v I R,

intf-name : DHCPv6 7514 7> k PD 1 & 7 T —ADEH,

B

14.

IRV NOBE  EFI—INDSEEBURE IPv6 LT 1 v I XNHEIBRESNF U,
O7 X vt—3 : The IPv6 prefix < ipvbnetworkaddr > on interface <intf-
name> was deleted

INSA—THE :

ipvbaddress : EFEI—IDNOEBLRE IPV6 LT 1 v T X,

intf-name : DHCPv6 754 7Y k PD 1 ¥9 7 x— RN,

I
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15.12 917F+=v7 ARP

O XvE—3 : Legal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)

INTA—IHE .

type 1 ARP /X7y RDF 1T ARP /N7 v RAARP U TR b & 7cld ARP ISED EBD
THhdhERLET,

ip-address : IP 7 KL X,

mac-address : MAC 7 KL X,

vlan-id : VLAN ID,

interface-id : 19 71—+ VI\—,

ID 07 DEE BEXE
1. [ARYSOBE : 2OOTE. DAl AMER ARP 1\ y hEBREURBESICERENET, |7T—ZVT
O7XvE—¥ ! lllegal ARP <type> packets (IP: <ip-address>, MAC: <mac-address>,
VLAN <vlan-id>, on <interface-id>)
INSA—IHE :
type 1 ARP /X7y RDF 1T ARP /NI v RAARP U TR b & 7cld ARP ISED EBD
THhdhERLET,
ip-address : IP 7 KL X,
mac-address : MAC 7 KL X,
vlan-id : VLAN 1D,
interface-id : 1 Y971 —XFVIN\—,
2. | ARV OHE : 2OO7(E. DAI DB ARP N7y bEBREUIBSCERENET, |BE
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ID 07 OEE EXE
1| ARVEOBE : R—bAU VI Py IUELT, B8R
O7 % vE—Y : Port <port> link up, <nway>
NSA—IHE :

port : WER—FBESERLET,

nway : YYIDRAE—REZEE—REXRLET,
2. |[ARVEOBE . R— AU TIID 2 UE LT, 1B
O7 X vE— : Port <port> link down
NSA—IHE .

port : WER—FBESERLET,
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15.14 PoE
15.14 PoE

ID 07 OHE EAE

1. | ARV b OBEE : R— b OIBEA ON [CRD £ U T, CE
O X vE—3 : Port-<port> Power OFF notification
INSA—IHE :
port : WER—FESERLE T,

2. | ARV~ OBEE : R— b OIBEN OFF (CBD F LT CE
O7 X vt&—Y : Port<port> Power On notification
INSA—THE :
port : RER—FESERLET,

3. [ ARV ~DOEE : PoE DIEBEENHEIMEEZBX Ul E
O2 X wE—3 : Usage power is above the threshold

4. | ARV b OBEE : PokE DEEENHBRELZEBX IcBICBABERENTADE LT, CE
O2 X v E— : Usage power is below the threshold

5. | ARV~ DOBEE : PoE IC DFIEMEAREKL F LT E:
O7 X v E—3 : PoE IC Reinit Fail

6. | IRV MDOBEE : PoE ICAUEY FLELT B
O7Xvt—3 : PoE IC Reset
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15.15 POE 7Y 1—-5

07 OEE

EXE

ARV DOBIE : PoE A7 Y21 —35(CE D PoE#E% ONICLF U e
O X vt— : (PoE) PoE port is changed to ON by PoE Scheduler.
INTA—THRE .

port : WER—FESEXRLET,

J—=v

ARV ~DBEE : POE R Y1—3(CED PoE#58% OFF (CLE U T,

O7 Xy E—3 : (PoE) PoE port is changed to OFF by PoE Scheduler.

INSA—SHE .
port : WER—FESERLET,

ARV ~DOBE : PoOE A7 Y 1—3(C&D PoE #8E% OFF/ON LE LT,
O2 X wE—3 : (PoE) PoE port is reset by PoE Scheduler.
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15.16 PoE #—h~UTJ—k

ID O7 DEE EXE

1. | ARV b DOBEE : PoE #8E D OFF/ON #EfTLF LT, EE:
O X vE—¥ : Execute PoE OFF/ON Port-<port>
INSA—IHE :

port : WER—FESERLE T,

2. | ARV~ DOEE : Ping BRIC LD PoE IHARNDEEERALF U1, CE
O7 X v t—Y : Detect equipment failure by ICMP <IP>
INSA—THE :

IP:IPPRLRZERLET,

3. [ ARV ~DOBEE ; LLDP BERICED PoE ARNEE AL F LT, E
O7 X wE—3 : Detect equipment failure by LLDP Port-<port>
NIA—IHE

port : RER—FBESERLET,

4 |ARVEOBE : bS5 T v UERICED PoE RARDEEERIMLE LT, B
O X vE—Y : Detect equipment failure by Traffic Port-<port>
INSA—IHE .

port : WER—FESERLFT,
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15.17 IP YV —XH— RDIZEE

07 NHE

ARVEOHE : COXyE—I}, DHCP AX—EVYTIVU%EIPSGT—T
WICERETD/N—FITPIL—ILUY —IWFEL BV EERLET,

O7 X v&—Y : Failed to set IPSG entry due to no hardware rule resource.
(IP: <IPADDR>, MAC: <MACADDR>, VID: <VLANID>, Interface <INTERFACE-
ID>)

INSA—IHE :

IPADDR : IP 7 FL R,

MACADDR : MAC 7 R R,

VLANID : VLAN IDo

INTERFACE-ID : 1 Y9 7T —RXF+VIN\—,
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15.18 LACP

07 e

ARVEOBE VY IFPITUG—yavT)—ThUY TPy LE LT,
O7 X vtE— : Link Aggregation Group < group_id > link up
INSA—SIHE .

group_id : YV I Py UIcPIUT =2 avDIb—TDTIL—7 D

ARVNOBE : YUV IPIUST—2avTI—TRNU Y I 9V LE U,
O Xv&—3 : Link Aggregation Group < group_id > link down
INSA—THE

group_id : YY IOV LIcPTUS—2avTIb—07IL—7" 1D,

B

ARYEOBE : AVNKR— bRV IPITUT—vavDdI—TICHBLE Ui,
O7 X vt—¥ : <ifname> attach to Link Aggregation Group <group_id>
INTA—THRE ;

ifname : 70U =23 VI —TCHRBLER— DA VI T I —R B,
group_id : K=~ DFBSHEDF I US —2a v T Ib—00)IL—7" 1D,

B

ARV NOWE : AVNR—NYY I PO VT~ 3T )b—TOFE% R
L&EULT,

O7 X vt—3 : <ifname> detach from Link Aggregation Group <group_id>
INDA—IHE :

ifname : 70U =23 VI —T\OFBZERRUIER— DA YF 71—
%0

group_id : iIRn— DB ZERR L POV S —> 3 VD IL—T DT Ib—7"1Ds

B

452



15 8% - > A7L00—&
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15.19 LLDP-MED

ARV NOBE : LLDP-MED hROYOELEBHL F U T,
O7 Xvt—¥ : LLDP-MED topology change detected (on port <portNum>.
chassis id: <chassisType>, <chassisID>, port id: <portType>, <portID>, device

class: <deviceClass>)
INSA—IHE .
portNum : iR—h &S,

chassisType : ¥+—> IDYTI17T,
BURb :

. chassisComponent (1)
. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)
.interfaceName (6)
.local (7)

NOoOuUu b WN =

chassisID : ¥+—< 1D,
portType : R— b~ ID BT I 1T,
BY Xk

1.
. portComponent (2)
. macAddress (3)

. networkAddress (4)
. interfaceName (5)

. agentCircuitld (6)

. local (7)

ol WwN

~

interfaceAlias (1)

portlD : IR—k 1D,

deviceClass : LLDP-MED 7/\f RS 1,
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15.19 LLDP-MED

07 DELE

ARV NOBE : HET D LLDP-MED 7\ X914 T &= BHUF U e,
O7 X vt—3 : Conflict LLDP-MED device type detected ( on port

<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,

<portID>, device class: <deviceClass>)

INSA—THE :

portNum : R—h~ &S,

chassisType : ¥+—> ID BT I17T,
BUXb :

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

.interfaceName (6)

. local (7)

chassisID : ¥+—2 1D,

portType : R— b~ ID BT I 1T,
fBUX b :

. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlD : R—k 1D

deviceClass : LLDP-MED 7/ X9 1 7

NOoO U b WN =

O Ul h WN =

~
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15.19 LLDP-MED

07 DELE

ARV ~DOEE | BRMEDRRV LLDP-MED TLV v hEBREL&E U,

O7 Xvt—¥ : Incompatible LLDP-MED TLV set detected ( on port
<portNum >, chassis id: < chassisType>, <chassisID>, port id: < portType>,

<portID>, device class: <deviceClass>)
INSA—THE :

portNum : R— k&S,

chassisType : ¥+—> ID YT,
BYXb :

. chassisComponent (1)

. interfaceAlias (2)

. portComponent (3)

. macAddress (4)

. networkAddress (5)

. interfaceName (6)

. local (7)

chassisID : ¥+—2 1D,

portType : R— b~ ID BT I,
fBUZ b :

1. interfaceAlias (1)

. portComponent (2)

. macAddress (3)

. networkAddress (4)

. interfaceName (5)

. agentCircuitld (6)

. local (7)

portlD : IR—k 1D,

deviceClass : LLDP-MED 7/ X5 1 7,

NOoOuUu b WN =

o Ul WwiN

~
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15.20 JL—T#&A0

ID 07 NEE EXE

1. [AIRXVEOBE 2 DOR—FFE2 DD LACP A VI TI—ROETIL—T"% |T—ZvT
BRULF LT

O7 Xv&—Y : The loop detected between port/port-channel <portNum>
and <portNum>

NSA—THE :

portNum : IR—hESFF LACP 197 —X D,

2. [ARVEDOBE 1 DOR—PFEER 1 2D LACP A VI T T—RTIL—T%BA |7—V7
L&EUT,

O Xw&—Y : The loop detected on port/port-channel <portNum>
INSA—THE

portNum : IR— b BSFLELACP T YITT—X Do

3. [IRVEOBE 1 DDR—bE 1 DD LACP A VI T —AOETIL—T%&M |7—Z=V7
L& LT

O Xvt— : The loop detected between port/port-channel <portNum>
and port/port-channel <portNum>

INSA—THE

portNum : iR— b BSHLFR—FF+RILFVIN—,

4 | ARVEOBE  L—TLTWeR—MERF LACP 1 V9 7T —RABHEEL
Fl

02 X v t—3 : Port/Port-channel <portNum> auto recovery
INSA—IHE :

portNum : R— b BESFF LACP T YFTT—R Do

=E
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15.21 MACARX—=XA77J€AJ> KO-l

07 e

ARV b OEE : MAC SBEEICHIIL R U e,

O7 X vE—Y : [MAC](<method>)Authorized <macaddr> on Port
<portNum> to VLAN <vid>

INSAXA—IHE :

method : O—#Jb&ET7[F RADIUS ZRUE T,

macaddr : BREETDEED MAC P RL X,

portNum : X1 v FOR—r &S,

vid : 789 % VLAN IDo

ANV S DOBE - MAC SREEICKRULE LT,

O7 X vE—Y : [MAC](<method>)Rejected <macaddr> on Port <portNum>
INSA—IHE

method : O—7JV&FT7(F RADIUS ZRUE T,

macaddr : BT DEED MAC P FL X,

portNum : X1 v FDR—h&ES,

ARV ~OBE : MACSRIEET —T WA ZILRDT, FILWP RV ERIETEFY |}

Ao

O7 X vE—Y : [MAC]Rejected <macaddr> on Port <portNum> (auth table
was full)

NSX—IHRE :

macaddr : FRIETDEED MAC P L R,

portNum : X1 v FOR—+&ES,
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15.22 MSTP 7\ T HisRb%RE

ID 07 DRE EAE

1. [AIRVEOBE : bROIVHELE L, pET]
O7 % vt— : Topology changed (Instance : <Instance-id>,<interface-id>,
MAC:<macaddr>)

INSA—THE

Instance-id : 1 ~YXF VX ID,
interface-id : IR— b Do
macaddr : MAC7 RL' R,

2. |[ARVEDOBE : RANZVTVY—DFHLWIL— TV v ITT, xR
O7 X vE—Y : [CIST | CIST Regional | MSTI Regional] New Root bridge
selected ([Instance: <Instance-id>] MAC: <macaddr> Priority :< priority>)
INSA—IHE .

Instance-id : 1 ~XF VX ID,
macaddr : MAC 7 FL &,
priority : BSEE,

3. | ARVEOBE : RNZy 7Y Y—='ObJWAEBICRDELT, {E:
O7 X v&—3 : Spanning Tree Protocol is enabled

4. |ARVEOBE : ANZvTY V=70~ JLAEMCRD E LT, BE
O7 X wvt—3 : Spanning Tree Protocol is disabled

5. [ ARV FDOFE : FHLWIL—KR— T, xR
O Xvt—Y : New root port selected (Instance:<instance-id>, <interface-

id >)

INTA—THE

instance-id : TX9 X Do
interface-id : IR— b Do

6. | I RYEDEE : ANZVITY Y —R— MREAE(LLFE LTz, R
O7 X vt—Y : Spanning Tree port status change (Instance :< instance-id>,
<interface-id>) <old-status> -> <new-status>
INTA—IHE :
instance-id : 1YXY VX D,
interface-id : I"— b 1D
old_status : Z{LRIND A T—% R,
new_status : Z2IEBNDRT—5 R,

7. | ARYEDOBE : RNZVITYY—R—bO—-ILAELE LT, BHR
O7 % vE—Y : Spanning Tree port role change (Instance :< instance-id>,
<interface-id>) <old-role> -> <new-role>
INSA—THE
instance-id : 1YX9 X D,
interface-id : /R— bk Do
old_role : Z{bAINO—)b,
new_status : Zt#&NO—)L,

8. | IRVMDOBE : ANZVTYU—A YRI Y INMEREINE LT, B
07 XwE—3 : Spanning Tree instance created. (Instance :<instance-id>)
INSA—THE
instance-id : TX9 X Do

458



15 1% - A7 L00—8
15.22 MSTP 7/ \'v J¥i3R#ERE

ID 07 DE EAE
9. [ARVEDOBE : ANZVITYU—A YRI VY ANHEIRRENE U e, B
O7 % vtE— : Spanning Tree instance deleted. (Instance :< instance-id >)
INSA—IHE .
instance-id : 1YX9 X D,
10 [ ARV NOBE : RNZVTYU—N=-I3ahELE LT, e
O7 X vt—Y : Spanning Tree version change (new version :< new-
version>)
INTA—THE
new_version : Z{t&® STP /N —Y 3,
TMNARYEOBE : ANZVTYU—MST IV T« b—yavID&EVEYaY |BR
LARIVAEILL & UTeo
02 X w&—3 : Spanning Tree MST configuration ID name and revision
level change (name :< name>, revision level <revision-level>)
INDA—IHE :
name : Z{L&NEA,
revision_level : ZK#OYU EY 3 Y LA,
12/ ARYOBE : ANZVTYY—MSTIVI«TL—y3V IDVIAN Yy EY | 1ER
TT—=TIHHEIBRENE LT,
O7 Xwt—Y : Spanning Tree MST configuration ID VLAN mapping table
change (instance: < instance-id > delete vlan <startvlanid> [- <endvlanid>])
INSA—THE
instance-id : 1Y XF VX Do
startvlanid-endvlanid : VLAN U X k,
13N ARV OBE : ANZVITYU—MSTIVT74TLb—v3Y IDVIAN VY EY | B
JT7=7IbhEmEnE U,
O7 X v&—3 : Spanning Tree MST configuration ID VLAN mapping table
change (instance: < instance-id > add vlan <startvlanid> [- <endvlanid>])
INSA—THE .
instance-id : 1YX9 X D,
startvlanid-endvlanid : VLAN U X ko
141 ARV FOBE : A—FIb—MREICID RNV T YU —O0—-IARIELE LT, | BR

O7 X wt—Y : Spanning Tree port role change (Instance : < instance-id >,
<interface-id>) to alternate port due to the guard root

INSA—IHE

instance-id : 1YX9 X D,

interface-id : /R— b IDo
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15.23 R—hEFa2UT+

07 DEE

ARV SOBE . R— b TP RLUZAATILTY,

O7 X v&—Y : MAC address <mac-address> causes port security violation
on <interface-id>

INSA—THE :

macaddr : & MAC 7 KL X,

interface-id : ERAHELTVWDT VI TI—2X,

ANV NOBE . YRATLTPZ RUIANTIVTY,
O7 X vE—Y : Limit on system entry number has been exceeded
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15.24 RADIUS

07 e

ARV MOBE . 200713, RADIUS AAE%7%: VLAN ID BHZEID U TIBS
[CHEMENET,

O7 X v&— : RADIUS server <server-ip> assigned VID: <vid> to port
<interface-id> (Username: <username>)

INSA—IHE .

server-ip : RADIUS B—/INIP P FLRERLEF T,

vid : RADIUS H—/\AEFTL TEID 1T VLAN 1D,

interface-id : BEESNIET 17V hDR—ES,

username : LT D1 —PEERLFT,

ARV EOBE : 20073, RADIUS A" EMRFEIEREZEID S TLBEICE
maEn&xEd,

O7 X wvt—3Y : RADIUS server <server-ip> assigned <direction> bandwidth:
<threshold> to port < interface-id> (Username: <username>)
INSA—THE

server-ip : RADIUS B —/VIP P FLR&ZRLF T,

direction : &E#IEOAFE (ADFFEORE) ZRUET,

threshold : RADIUS B—/\h'&Fa] L TEID S T igiskiE,

interface-id : BASNFT 1PV ~DR— MBS,

username : BEET D1 —PEERLFT,

ARV EOBE : 2OO713. RADIUS AENREBEERMZEID B TIHECE
HENEY,

O7 X vt—3Y : RADIUS server <server-ip> assigned 802.1p default priority:
<priority> to port < interface-id> (Username: <username>)

INTA—THE

server-ip : RADIUS =/ IP P FLR&ERLE T,

priority : RADIUS B—N\AFFO] L TEID BT BEE,

interface-id : BASNT APV FDR—FES,

username : SEE9 1 —YFEERLEFT,

B

ARV EOBE : 2OO7(d RADIUS BNACL RTUT R ZEIDHE TR, YV —
ARBOEHICY AT LAICERTERN > LBSICENINE T,

O X wt&—Y : RADIUS server <server-ip> assigns <username> ACL failure
at port < interface-id> (<acl-script>)

INDA—IHE :

server-ip : RADIUS B—/NIP P FLZ2ERULFT,

username : SEET D1 —PEERLFT,

interface-id : BEESNIT 517V b DR—ES,

acl-script : RADIUS —N\AFOILTEAIDE T ACLRT YT,

ARYVEOHE : 2OO7(F. PIRRAVYIAMFYN-DEIDETICERUIBE
[CHEMESNET,

O Xwt—Y : Local assigns [USERNAME] filter-id ID failure at port
INTERFACE-ID

INTA—STHE

username : BBAET 21— YEERLE T,

filter-id : P2 €©AUZA+FVIN—%RLET,

interface-id : BEASNIT S PV DR—bES,
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15.25 RRP
ID a7 OHE EAE
1. | ARV OBE | Y9 —/— FOIREED "Failed" 15 "Complete" ICELLEL | EE
feo
O7 X v&—Y : Ring topology was recovered to complete
2. ARV EDOBE . YRY —/ — FORED "Complete" M5 "Failed" ICELLEL | T—Z27T
feo
O7 X v&—Y : Ring topology was failed
30| IRNVEOBE YR —/—RERBIS VI b/ —FA RRP Wy b & | BR
FRTF—FYIVICEDNT, ZDT+T—FT 1 VI F—IR-R%&ETSvyval
FlT
O X wt&—3 : FDB was flushed
4 [ARXVEOBE : S Yy b/ — RO RRPREN "Link-Up" (CELLE LT, J—=—v7
O2 X v&—Y : RRP ring status was changed to Link-Up
5. [ARVEDOBE : b3SV Iy b/ — RO RRPIREA "Link-Down" ICBILLF UL, | EFR
O2 X v+t—3 : RRP ring status was changed to Link-Down
6. | IRVEDEE: ~SV Yy b/ — RO RRPREN "Pre-Forwarding" (CELL F | B3R
lJTCo
O7 X v+t—3 : RRP ring status was changed to Pre-Forwarding
7. | ARYEDBE  FED KAV ER— M TY YT H— FRENEWICRDF U, |BER
O7 % vt—Y : Ring Guard was activated on “<domain-name>" domain at
port <port>
INSA—THE
<domain name>: =5y b RXA V&,
<port num>: UV T — REENEMCR>7cI—7 v hik— FES,
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15.26 SNMP

ID a7 OHE EAE
1 [AXRVEOBE BB 031 °"7+ XFNEBUSNMP U IR+ ZZELEL | 1B

Tco

O7 X v&—Y : SNMP request received from <ipaddr> with invalid
community string

INSA—IHE .

ipaddr : IP7 RL R,
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15.27 VAT LA

07 DHE

ERE

IRV SOHE : YATLANRI—rPyILEL
O XvE—Y : System started up

J2UT 1A

ARV NOBEE  JBENIV I« L—vavih 7oy valc®#EINFELR,

07X vt—Y : Configuration saved to flash by console (Username: <username>)
NSIA—IHE .

username : 1—H%'%&,

CE

ARVEOHE : UE—rWSEYRATAOIV I« TL—vavaRELFELL,

O7 X v t—Y : Configuration saved to flash (Username: <username>, IP: <ipaddr>)
username : 1—H%'%&,

ipaddr : IP 7L X,

CE

ARV OBE . YRTLOERNF VLD, RI-+PyIUFE LU
O7 X vt—Y : System cold start

JUT1hb

ARV NOWE | YT LDBE#L. R9—-rPvTLFELUI
O7Xvt—Y : System warm start

JUT 1A
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15.28 Telnet
15.28 Telnet
ID a7 OHE EAE
1. | ARV EDOBE : Telnet (L2071 VICHINLE U e B
O7 X vt—¥ : Successful login through Telnet (Username: <username>,
IP: <ipaddr>)
INSAXA—IHE :
ipaddr : Telnet 751 7Y bD IPPRL R,
username : Telnet Y—/N\AQOT 1 VICERLZI—-HE,
2. |ARYVEOBE : Telnet IC&207 1 VICKKRULE LT, -7
O7 Xvt— : Login failed through Telnet (Username: <username>, IP:
<ipaddr>)
INTA—THRE ;
ipaddr : Telnet 75147V h®D IP 7KL R,
username : Telnet ¥ —/N\AQOOT 1 VICER L I—YE,
3. | ARV EDOBE : Telnet IC&DOTPUMLEUT, B
O7 X wvE—Y : Logout through Telnet (Username: <username>, IP:
<ipaddr>)
NSA—THE
ipaddr : Telnet 751 PYbD IPPRL X,
username : Telnet ¥—/I\AOOT 1 VICERLEI—HE,
4 | ARVEOBE : Telnet By a1 L7PIMLELT, B
O7 Xvt— : Telnet session timed out (Username: <username>, IP:
<ipaddr>)
INSA—THE :
ipaddr : Telnet 751 PV bD IPPRL R,
username : Telnet ¥—/N\AQOT« VICERLZ1—HE,
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15.29 iBE

07 DEE

EXE

ARVEDHRE  BERVYUAPSI—LRECBTLELU

O7 Xwt—¥ : Unit <unitID> Sensor:<sensorID> detects abnormal
temperature <temperature>

INSA—THE :

unitiD : ZZ=v b+ 1D,

sensorlD : E¥H D,

temperature : BV Y OREDERE,

JUT 1AL

ANV SOHE  BEORECOELF U,

O7 X v&— 1 Unit <unitiD> Sensor:<sensorlD> temperature back to
normal

INSA—THE :

unitlD : =¥ b D,

sensorlD : E¥H ID,

temperature : i2E.

JUT1H
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15.30 37 1 v Tl

ID 07 NHE BERE
1. |ARVENOBE : JO0—RFF+ A, YILFF+ RS, FREIZF+ DR )—=Zv7
F—LARELTUVET,
O2 X v&—Y : Broadcast | Multicast | Unicast> storm is occurring on
<interface-id>
INTA—IBE :
interface-id : AA—LARELTNDT VI TI—X D,
2. |[ARXVEOBE : JO-RF+ A, YILFF+ A+, FREIZF+IFDOR E
M—LhEEEEINE U,
O7J Xvt—¥ : <Broadcast | Multicast | Unicast> storm is cleared on
<interface-id>
NS XA—IHE .
interface-id : A h—LhEEHEEINEA VI TT—X D,
3. [IRVEOBE : NIy b RAM—LREDR—bAY Py IO VENF LT, )——v7
O7 X vE— : <interface-id> is currently shut down due to the <Broadcast
| Multicast | Unicast> storm
INTA—THE :
Interface-id : X b —AICED error-disabled [EBfT LT 9T T —X Do
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15 8% - > A7L00—&
15.31 &% VLAN

15.31

Xr=t=
=~ VLAN

ID 07 OE BEXE

1. [IRVENDBEE . A1 VI T —ATHLLWSEEEERHBLE U . B
O7 X v&— : New voice device detected (<interface-id>, MAC: < mac-
address >)

NS A= BE
interface-id : 189 71 —2X%,
mac-address : BEEED MAC 7 KL X,

2. |1V EOEE  BEEE VLAN E—RD1 V9 71 —INEE VLAN ([CBIIL % | Bk
lJTCo
O7 XvytE—Y : <interface-id > add into voice VLAN <vid >
INSA—IE :
interface-id : 19 71 —2%,

vid : VLAN ID,

3. |[ARVEOBE . 2O Xy E—YF, 19T 1—IAHEE VLAN ZFHEL. | B3R
THICEDNA VI TI—ANI—IVTHERNICEEEEZIRE Lah > 1LBaIC,
REINET,

O7 XvytE—Y : <interface-id > remove from voice VLAN <vid >
INTA—IHE .

interface-id : 189 71 —2X%,

vid : LAN IDs
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15 8% - > A7L00—&
15.32 WAC

15.32 WAC

07 e

ARVEDBE : 75147V MRAMDREIEICKBRLUF LT

O Xv&—Y : [WEB](RADIUS/Local) Rejected user <string> (<macaddr>)
on Port <portNum>

INSA—THE

string : 1—%%,

macaddr : MAC 7 FL X,

portNum : iR— ~ &S,

ARVEDBE : 754 PV MRAARIICHIILE U T,

O7 % vE—Y : [WEB](RADIUS/Local)Authorized user <string>
(<macaddr>) on Port <portNum> to VLAN <vlanNum>
INSA—THE .

string : I—Y&,

macaddr : MAC 7 FL &,

portNum : iR— ~ &S,

vlanNum : VLAN #+>/{—,

ARVEOBE : IS5A PV S T—=TIVATILTT,

O7 X vt—3 : [WEB]Rejected <macaddr> on Port <portNum> (auth table
was full)

INSA—IHE :

macaddr : MAC 7 RL X,

portNum : /R— h &S,
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15 4% - > A7L00—&

15.33 Web
15.33 Web

ID a7 OHE BXE

1. | ARV EOBE : Web ho0O7 1 VICHIIL & UL, B
O7 X vt—¥ : "Successful login through Web (Username: <username>, IP:
<ipaddr>)"

INSA—THE :
username : 1—H%&,
ipaddr : Web BB 1w FICPI7ERALEI-YDIP PRLZ,

2. [ ARV NOBE : Web hd0O7 1 VICKKUE LTz, Ty
O7 Xv&—Y : Login failed through Web (Username: <username>, IP:
<ipaddr>)"

INTA—THE :
username : 1—H%&,
ipaddr : Web DR A v FICPITR/ALEI-YDIPPRL R,

3. | ARV SDOBE  HTTPS AonO7 1 VICHINLF Ui, B
O X wt— : Successful login through Web(SSL) (Username:
<username>, IP: <ipaddr>)

INDA—IHE :
username : 1—H%8&,
ipaddr : €217 Web WO XA v FICPIEALEI-YDIPPRL X,

4 |[ARVMEE : BF27 WebhonO7 1 VICKKLUFL T, -7
O7 X wt—Y: Login failed through Web(SSL) (Username: <username>, IP:
<ipaddr>)

INSA—SIHE
username : 1—H%&,
ipaddr : EF 17 Web MWBRA v FILPIEALEI-YDIPFRLU X,

5. [ARVHOBE : O D7y O—-FICHINLELT. B
O7 X vE—Y : Log message uploaded by WEB successfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

INTA—THE ;

username : 1—H%%&,

ipaddr : A Y FILPIRALEI-YDIPPRLZR,
macaddr : 75147V O MAC P KL X,

server IP: TFTP H#—/VIP P RL X,

filename : O7 7 7 1 L&,

6. |[IRVEOBE : OJOFP v O—RICKBLFELT. B
O X vt—3 : Log message uploaded by WEB unsuccessfully. (Username:
<username>, IP: <ipaddr>, MAC: <macaddr>, Server IP: <ipaddr>, File
Name: <filename>)

INSXA—IHE .

username : 1—H%&,

ipaddr : A v FICPIEALIEA-YDPIEIATD IP PR X,
macaddr : 7317V D MAC 7 KL R,

server IP: TFTP #—/VIP P RL X,

filename : O 7 71 L&,
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16 % - Y ATLNSVIT—E
16.1 BPDU #i—K

16.1 BPDU #—F

ID cSwTo&E r Sy OBE OID
1. | mnoBpduProtectionUn |BPDU 79 v IHREL, BE/JOvT /Y+w b [1.3.6.1.4.1.39.
derAttackingTrap SO E—RCBITLET, 5.5.3.4.0.1

NAVTFAVTATITTN
mnoBpduProtectionPortindex
R—h1YSITI—2R,

(2) mnoBpduProtectionPortMode
BZE/JOvD /vy hIOVE—R,
2. | mnoBpduProtectionRec | BPDU 78 v I h B> BEEEEL £ U, 1.3.6.1.4.1.396.
overyTrap NAVF 1 VTFTIT I 553402
mnoBpduProtectionPortindex
R—hr1VSITI—2R,
mnoBpduProtectionRecoveryMethod
Bg& /¥ 17/uoE,
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16 4% - Y ATLNSVIT—E
16.2 DDM

16.2 DDM

ID Nk Sy T DOBE OIb

1. | mnoDdmAlarmTrap FSwIOPOYavOIdAv I« L—yavicimlUT, |1.3.6.1.4.1.396.
NIA—GEN TS — LABREZBR-EE, £F@E |5.5.1.4.0.1
HREICOBLEEE, TOMSYTHREINET,
NAVTAVITHATITTN

mnoDdmPort

h—h&ES

mnoDdmThresholdType

DDM BRfEY 1~
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType
BATBRENY S5 —L LREEFIZ7 S5 — LA TR
BOELSTHDH

(4) mnoDdmThresholdExceedOrRecover

GBIC #' DDM BfEZBX TL\DH, F(LERIRRE
COoELTLSH

2. |mnoDdmWarningTrap | bS5y 2’Povav@dv 740 L—3avIiCRUT, |1.3.6.1.4.1.39%.
NIXA—SEAT -V RMEZBR & &, Ffeld |5.5.1.4.0.2
BEERECOELEEE, CONSYTHEEINE
ER
NAVTAVTATITTN

mnoDdmPort

h— &S

mnoDdmThresholdType

DDM BREY 17’
temperature/voltage/bias/txpower/rxpower
mnoDdmThresholdExceedType
BATCREN TV —ZV D LIREBMEE X7 —ZVIF
REMED E55ThDh

(4) mnoDdmThresholdExceedOrRecover

GBIC ' DDM BfEZBX TL\DH. FLERIRRE
COoEL TV H
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16 48k - 2 ATLMSVIT—E
16.3 DHCP H—N\TJOF T ~

ID [Nk 4 ~ Sy T OBE OID

1. |mnoFilterDetectedTrap | RIEA DHCP H—/\A@HESnicE&E(C, TORSy |1.3.6.1.4.1.39.
THREENE T, BRHEULARIER DHCP H—/1\0 P |5.5.3.7.0.1
PRUZE OJFIERBIHESC 1 QDOHSS Y
TLY—NICEESNE T,
NAVTFAVTFTITI N .
mnoFilterDetectedIP

ARIE%R DHCP H—/\D IP 7 RL R,
mnoFilterDetectedport

"—h1V9T1—2X,
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16 18- Y RATLNS VT —E

16.4 Gratuitous ARP

INAVTAVTATITTN
agentGratuitousARPIpAddr

Gratuitous ARP TRELTHRS IP P RLU R,
agentGratuitousARPMacAddr

Gratuitous ARP /¥y kDtEVS— MAC 7 KL X,
agentGratuitousARPPortNumber

Gratuitous ARP N7y h EZELU X1 v FDiR—
~ES,

agentGratuitousARPInterfaceName

Gratuitous ARP ZZEUIRA1T v FD IP 1V
JI—2R%&,

ID (k4 ~ Sy T OBE OoID
1. | mnoAgentGratuitousA ||P 7 RLUZBHREUEEC, TORS Y IARES |1.3.6.1.4.1.39.
RPTrap nxd, 5.5.3.6.0.1
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16 4% - Y ATLNSVIT—E
16.5 LLDP-MED

16.5 LLDP-MED

ID Nk Sy T DOBE OID

1. |lldpRemTablesChange |lldpStatsRemTableLastChangeTime MEAZLL | 1.0.8802.1.1.2.
7z&ZIC, lldpRemTablesChange @iih'EEsnEk [0.0.1

ED

NAVTAVIFXTITT

(1) lldpStatsRemTableslnserts
(2) lldpStatsRemTablesDeletes
(3) lldpStatsRemTablesDrops
(4) lldpStatsRemTablesAgeouts

2. |lldpXMedTopologyCha | kRO DZE L E®RE LicO—HIVEBICL > THER | 1.0.8808.1.1.2.
ngeDetected TN, FULUWLWD E—-MEBHANO—HIUR— MTERS | 1.5.4795.0.1
niccEe, VE—MRENMIESNZZ & FRdY
E—-FEBNR— FETBE SN EERT B,
NAVTAVITFTITIN

(1) lldpRemChassisldSubtype

(2) lldpRemChassisld

(3) lldpXMedRemDeviceClass
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16 48k - 2 ATLMSVIT—E

16.6 JL—J1&40

ID cSwToE ~ Sy OBE oID

1. | mnolLoopDetectNotifica | Ry kT —T)b—THFEEL I EEZRLUET, 1.3.6.1.4.1.396.
tion 5.5.2.1

2. | mnolLoopRecoveryNotif | xv kD= JL—MERLIT EERLUET, 1.3.6.1.4.1.396.
ication 55.2.2
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16 % - Y ATLNSVIT—E
16.7 MACRN—RAPJEAI~O-

16.7 MACAN—XAP7J€AI2 kKO-l

ID [Nk 4 ~ Sy T OBE OID
1. |mnoMacBasedAccessC | MACR—XPJ XY cO—JLikX kAOOT A 1.3.6.1.4.1.396.
ontrolLoggedSuccess | VICHINTRE, DSy IHRESNET, 55.3.2.01
NAVTFTaVTFTITT
mnoMacBasedAuthinfoMacindex
WA MACZRLU XA,
mnoMacBasedAuthinfoPortindex
R—h1V9T1—2R,
mnoMacBasedAuthVID
VLAN Do
2. |mnoMacBasedAccessC [ MACR—RFPIZ Ay ~O—ILiKA AOOT '« | 1.3.6.1.4.1.396.
ontrolLoggedFail VICKKRTBE, TORSYTAEESINET, 553202
NAVTFaVTHFTITT
mnoMacBasedAuthinfoMacIndex
mAS MAC7 KL X,
mnoMacBasedAuthinfoPortindex
R—h1V9T71—2X,
mnoMacBasedAuthVID
VLAN Do
3. |mnoMacBasedAccessC | MAC R—XPI7EXJY hO—JLikAMHAI—I7 |1.3.6.1.4.1.39.
ontrolAgesOut ThEBE. DS YINREINET, 553203
NAVTFaVTHFTITT
mnoMacBasedAuthinfoMacindex
KA MACZPRLU X,
(2) mnoMacBasedAuthinfoMacindex
h—h1V9T1—2R,
(3) mnoMacBasedAuthVID
VLAN ID,
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16 48k - 2 ATLMSVIT—E

16.8 MAC @0

NAVTAVTFTITT .
mnol2macNotifylnfo

KEBD MAC 7 FLADEEBER, FHBBRCE. U
ThEFENF T,
BEI-F+MACP7RUVRA+HRyIRID+ 1V
JI—X|D+ 0O,

BEI-R 1, 2
11EFHULWMAC P RLUREEBLICEZBKRLUE
ER

2 IFEVWMAC 7 RLURAZHIBR LI EZBKRLEFE T,
MY IRID: RA1YFORYTZXID
AVITI—RID: Ry I RATEBEEHIBRLUA
V971 —X Do

€O &FEXvE—IDORYDICHERALEFT (REI—
F+MACPRLUX + Ry TR ID+K—hBES),

ID cSyTE Sy T DEE OoID
1. |mnolL2macNotification |ZDrSv7ld, PRLUXF=TILOMACPZRL R |13.6.1.4.1.39%
CEABDT L ERLET, 5.5.3.1.0.1
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16 18- Y RATLNS VT —E
16.9 MSTP

ID [Nk ~ Sy OBE OoID

1. | newRoot Sy Tl EEI—YV hARNZVIYU—-0 |1,3,6,1,2,1,17.0
FLWL—NCR>TelEERLET, CORSvT |1
& FLWIL—hELUTEESNEER (MROYVE
£ 1 ¥ —OHRINERE. BEODBEERRE) (CT
Uy ICEDEEEINET, O FSvTDEREGH
7¥avTY,
2. |topologyChange FSvDlE RESNTVBR—boVIFnmh2E |1,3,6,12,1,17.0
RENS T+ T—F ¢« VITRECBITLIcEE, T |2
FT7 20—« VITRENSTOY F VI REICET
Lice&E, JUvIICEDREINET, ZDLSH
BITOBRIC newRoot b Sy ITHRESINBEE. £
NEFUBTICEALTIOD NSy ITHREIND L
EHDFEEA, COLSYITDEEFAF T3 VT,
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16 48k - 2 ATLMSVIT—E
16.10 R—hEFa21UT+

ID cSwToE ~ Sy OBE oID
1. | mnoL2PortSecurityViol |ik—bttE+aUTF+ bSyITHENRES. Saigx | 1.3.6.1.4.1.39.
ationTrap ENTWBKR—hEFa2UFcIv T4 L—vay |553.3.0.1

[CERTDHLULWMACPZRLRIE, FSyT Xy
T-IREENUA-LET,
NAVTAVTATITT
mnoPortSecPortIndex

"—h1V9T71—2X,
mnolL2PortSecurityViolationMac

WA~ MAC 7KL X,

480



16 48k - 2 ATLMSVIT—E

16.11 —bh
ID cSwToE Sy T OBE OID
1. [linkUp CO@EAIE, K=V I Ty UlcEeEICEmS | 1.3.6.1.6.
nxd, 3.1.1.54
NAVTFAVTFTITI N
(1) ifindex,
(2) if AdminStatus
(3) ifOperStatus
2. |linkDown CO@EAIE, R—rAUYIIOY UIceEICEmE | 1.3.6.1.6.
nxd, 3.1.1.53
NAVTFAVTFTITIN
(1) ifindex,
(2) if AdminStatus
(3) ifOperStatus
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16 4% - Y ATLNSVIT—E

16.12 RMON
ID cSyTR r Sy T OBME OID
1. [risingAlarm PS—LIYMUNZOLEREZBZT. SNMP b~ [1.3.6.1.2.1.16

SyTERETILSCHEINTLDIARY AAE |01
HENnfEEC, TOSNMP Sy IhEREINE
T

NAVTFAVTATITIN

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmRisingThreshold

2. |fallingAlarm PS—LIYRUNZOTHEEZBZ T, SNMP ~ [1.3.6.1.2.1.16
SYTERETDILSCHESNTVNDIAY IAE |02
BEnfzEEIL, ZOSNMP c Sy IhEmEINE
T

NAVTFAVTATITIN

(1) alarmindex

(2) alarmVariable

(3) alarmSampleType

(4) alarmValue

(5) alarmFallingThreshold
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16 48k - 2 ATLMSVIT—E
16.13 SNMP 583t

ID cSwToE ~ Sy T OBE OID
1. | authenticationFailure authenticationFailure FSw2ld, T—YxT vk 1.3.6.1.6.
O—JLTEET D SNMPV2 TVF 1744, ELC |3.1.1.55
DESNTVRVWTOR WXy E—IEZELRI
ExmUET, SNMPV2 DIRTDEECCDRS Y
THEEM T DWEENNETT AN
snmpEnableAuthenTraps #7 Y7 hd, 2Dk
SYITHEREINDINEShERLET,
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16 48k - 2 ATLMSVIT—E
16.14 AT L

ID rSvTE ST DBE oID
1. |coldStart coldStart kS v ld. I—YT v NO—ILTEIET S |1.3.6.1.6.
SNMPV2 TV 7« 7« hES%#BEJNMIELTVS . |3.1.1.5.1
s BLUVEOIV T« T —ya vpBEENTY
3O A H B EERUET,

2. |warmStart warmStart FSv2ld, I—YTv NO—JLTEIET | 1.3.6.1.6.
BSNMPV2 IVF«4F«M, OvI7«7L—vay |3.1.1.52
PAEESNBNLS CESZETIHLLTVNDT &%
RUET,
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16 48k - 2 ATLMSVIT—E
16.15 iBE

ID cSvTE Sy T OBE OID

1. | mnoTemperatureRising | C M&@X(&, REDBEH LEREEBZ TS EE
Alarm CEEENET,

1

5.
2. |mnoTemperatureFalling | C O&EAE. BEDEEN LIREENS FELTWVWS |1.3.6.
Alarm EECREEINET, 5

485



16 % - Y ATLNSVIT—E
16.16 57 1 v Dl

16.16 357 1 v Il

ID [Nk 4 Sy T OBE OID

1. | mnoPktStormOccurred | /X5y b AM—LAXAADZXLICED Iy X =T" [1.3.6.1.4.1.396.
MEEEN, POvaveELTyvy YOV ESRT |553.50.1
EEGL =
NAVTFaVTHFTITT
mnoPktStormCtrlPortindex
R—h1V9T1—2X,

2. | mnoPktStormCleared |/t w kX h—ANBREINIES, 1.3.6.1.4.1.39.
NAVTFaVTFTITT 5.5.3.5.0.2
mnoPktStormCtrlPortindex
R—h1V9T1I—2R,

3. | mnoPktStormDisablePo | /Y7 w b A b —AX A ZX LT LD R— b HE(C 1.3.6.1.4.1.396.

rt ANVt = 5.5.3.5.0.3
NAVTFTaVTHFTITT
mnoPktStormCtrlPortindex
hR—hrA V9 T1—2R,
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